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Triall’s mission is to enable a future of smarter, safer, and more-efficient 

clinical trials, where oversight is optimized and the auditability of clinical 

documents, data and processes is fully assured. 

Bringing together a consortium of clinical operations experts, clinical IT 

specialists, and blockchain developers, we are building towards the world’s 

first multi-sided platform for clinical trials that is inclusive to all types of 

clinical research professionals. It will host a series of modular applications 

and interfaces that directly tailor to industry pain points. Triall’s first 

deliverable: an eTMF solution to verify the integrity of your documents and 

establish an immutable audit trail for your clinical operations. 

Follow the Triall initiative via the links below and read about our mission and 

plans in this whitepaper. 
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Summary 

The clinical research industry is responsible for the delivery of novel medical solutions to society by systematically 

evaluating their safety and efficacy in clinical trials. A steady and efficient influx of these medical innovations is 

critical for meeting society’s current and future medical needs. Unfortunately, the industry faces several 

persistent issues that make clinical trial operations overly complex, lengthy and resource-inefficient. 

 

Most importantly, due to trials involving many different organizations, locations, and software systems, virtually 

all researchers experience issues with keeping track of their documents and data. Yet, increasingly stringent 

regulations demand meticulous documentation of all clinical trial conducts, and all documents and their changes 

should be auditable at any time. Lacking oversight hampers recordkeeping, resulting in costly reiterations, errors, 

and even safety risks for patients and consumers. 

 

Triall commits to addressing these issues and enabling a future of smarter, safer, and more-efficient clinical trials. 

Bringing together a consortium of clinical operations experts, blockchain developers, and smart document 

processing specialists, we are building towards the world’s first, fully integrated online environment for clinical 

trials that is inclusive to all clinical research professionals—regardless of budget, function, or organizational type. 

It offers a series of modular Software as a Service (SaaS) solutions that directly tailor to identified needs of clinical 

researchers, utilizing the strengths of blockchain technology and artificial intelligence (AI) where these truly add 

value. Moreover, it offers a place where novel clinical IT initiatives originating from the clinical trial community 

are supported and facilitated to thrive, making the online environment function as a true ecosystem: the Triall 

ecosystem. 

 

The ecosystem’s infrastructure enables verifiable proof of the authenticity and integrity of clinical data, 

establishing an immutable audit trail of documents and their evolution over the course of a trial. This functionality 

fully answers to increasing calls for meticulous documentation as decreed by regulators, and promises to improve 

the quality and efficiency of clinical research throughout the pharmaceutical value chain. In addition, the 

infrastructure allows for consolidating the now severely fragmented landscape of clinical software applications 

into a multi-sided platform. Applying a microservices architecture of blockchain APIs, previously isolated 

applications are enabled to connect to our blockchain infrastructure and use its functionalities. Moreover, using 

the blockchain for cryptographic data access control and service discovery, Triall facilitates secure communication 

of key metrics, and connected solutions may start to act in concert. Ultimately, this promises to streamline clinical 

operations of research professionals that are often forced to use several function-specific applications side by 

side. 

 

The ecosystem operates on the Factom® Protocol, an open source data integrity protocol that is optimized for 

enterprise adoption and has a track-record of industrial and governmental application. The non-profit Triall 

Foundation is the ecosystem’s governing body and public service provider, responsible for the development, 

management and maintenance of the ecosystem and its functionalities. The foundation sees to it that any future 

excess income is re-invested in the clinical community through incubator and charity schemes. Ultimately, Triall’s 

approach, architecture and governance model are fully geared to advance clinical development towards meeting 

unmet medical needs. 
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1. Background 

1.1 Today’s medical innovation process 

1.1.1 A brief introduction to clinical trials 

With the introduction of organic chemistry and our ability to isolate, examine and systematically measure the 

effects of chemically active ingredients in the body, society has transitioned into the era of modern medicine. 

Since then, the world has witnessed the introduction of increasingly sophisticated medical technologies and 

approaches that have realized the eradication of previously ‘unbeatable’ infectious diseases, halted their 

epidemics, and raised global life expectancies and well-being to unprecedented levels. While these achievements 

are impressive, coming up with a solution to a medical problem often means shifting from one unmet medical 

need to another. As a consequence of increasing life expectancies, for instance, health systems throughout the 

world now struggle with increasing incidence rates of diseases related to old age. In addition, converting diseases 

that were once untreatable and life-threatening into chronic conditions requires society to come up with 

innovative treatment approaches. Therefore, a steady and efficient influx of medical innovations is critical to 

ensure that society’s unmet medical needs are effectively met, preserving human health and well-being into the 

future. These innovations take the form of new and improved treatment approaches and technologies, such as 

drugs, diagnostics, vaccines or medical devices. To ensure their safety and efficacy, candidate medical innovations 

are subjected to a carefully regulated process of systematic evaluation in humans—so-called clinical trials. 

 

1.1.2 Clinical trial phases 

Clinical development is divided into several consecutive phases, starting with Phase 1 trials that are aimed at 

examining the product’s safety and dosing levels in around 20 to 100 healthy human volunteers. According to 

recent estimates, approximately 65% succeed to the next phase.1 Phase 2 clinical trials involve up to several 

hundred patients and are aimed at establishing ‘Proof of Concept’ for the medicinal candidate. In other words, 

these trials evaluate a product’s efficacy and assess its side effects (‘adverse events’). Approximately 33% of the 

Phase 2 candidates pass onto Phase 3 of clinical development,1 the purpose of which is to gather evidence on 

efficacy and side effects to an even greater extent. Ultimately, these trials aim to investigate whether the novel 

treatment offers an added benefit to the patient and the health care system compared to existing approaches. 

Phase 3 trials typically include 300-3000 patient subjects and take several years to complete. Approximately 60% 

of Phase 3 candidate products move on to the stage in which the gathered evidence is formally reviewed by the 

applicable market regulator, such as the US Food and Drug Administration (FDA) or the European Medicines 

Agency (EMA). To this end, a ‘registration dossier’ is submitted that ought to contain all gathered data on quality, 

safety, and efficacy of the candidate product for its intended use. After deliberate evaluation, approximately 83% 

of the submissions are authorized for market introduction.1 To conclude, Phase 4 clinical trials may be conducted 

after a novel treatment has been approved. These post-marketing surveillance studies monitor its long-term 

effects in the patient population at large. 
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1.1.3 Clinical trial stakeholders 

A clinical trial is initiated by a sponsor: a pharmaceutical, biotechnological or medical devices company, academic 

institution, or governmental body that either aims to introduce a new treatment or to further test the efficacy 

and safety of an existing treatment. Before starting a trial, the sponsor often conducts a vendor selection process 

to outsource some or all of its trial-related tasks and duties to one or more specialized service providers; contract 

research organizations (CROs). These CROs can be contracted for data monitoring, manufacturing of the 

investigational product, regulatory affairs, or overall trial management. The clinical trial can then be initiated, but 

only after explicit formal approval from regulators in the form of an independent ethics committee and the 

national competent authority in the country where the trial is conducted (multiple committees and authorities in 

the case of a multi-country trial). After approval, the bulk of the actual trial activities take place at research sites, 

either (academic) hospitals or dedicated clinical research centers, and consists of patient visits and treatment 

administration. Throughout a trial, sponsors, CROs, sites and regulators need to interact and collaborate in a 

broad range of trial-related activities, such as study approval, site monitoring, data management, safety reporting, 

regulatory filing, medical writing, and research dissemination.  

 

1.1.4 Clinical trial data volume 

Clinical trials are becoming increasingly data-intensive. To indicate, a typical Phase 3 trial now collects over 1 

million data points. This is roughly double the amount observed 10 years ago and this trend is likely to increase. 

Whereas simple paper and electronic forms used to be the only sources of clinical data in the past, the emergence 

of electronic health records, wearables, and other smart mobile devices is spurring the number of data inputs in 

a trial.2 To safeguard the safety and quality of medicinal products, strict guidelines and regulations stipulate that 

all data events are documented meticulously. 

 

  

Visit the Triall Insights center (insights.triall.io) for more contextual background. 
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1.1.5 eClinical solutions 

Today, a plethora of clinical information technology (IT) applications are offered to smoothen and optimize the 

management and conduct of clinical trials. These are collectively referred to as eClinical solutions and aim to 

replace the manual, ad hoc and paper-driven procedures of clinical trial operations. According to recent 

estimates,2 stakeholders involved in clinical trials use on average six different eClinical solutions side by side. The 

following major functional categories can be distinguished: 

 

► Electronic Trial Master File (eTMF) solutions, used to store and manage all essential trial-related 

documents; 

► Electronic Data Capture (EDC) solutions, used to record clinical data from research subjects; 

► Clinical Trial Management Systems (CTMS), used for tracking progress and performance of certain 

trial-related processes; 

► Randomization & Trial Supply Management (RTSM) solutions, used for double-blind randomization 

of research subjects and, accordingly, supply of investigational products or placebo. 

1.1.6 Guidelines and regulations 

The evaluation of candidate medicinal products in human subjects has become highly regulated as a consequence 

of several catastrophic events in the past. For instance, the Nuremberg Code of 1948, advocating voluntary 

participation and informed consent for participants in medical research, can be seen as a direct result of 

involuntary medical experiments conducted during World War II. Similarly, the obligation to obtain approval from 

the FDA for marketing a new drug was only mandated after the ‘thalidomide tragedy’ of the late 1950s, in which 

the drug thalidomide was found to cause severe fetal deformities only after it had already been introduced in 46 

different countries. The faulty market introduction of thalidomide for treating morning sickness in pregnant 

women resulted in an estimated 10,000 babies being born with severe deformations. In 1964, the Declaration of 

Helsinki was established by the World Medical Association. The aim of this declaration is to protect the rights of 

human subjects involved in medical research by providing a set of ethical principles mainly targeted at physicians. 

Nowadays, most clinical trials are conducted in compliance with Good Clinical Practice (GCP), ‘an international 

ethical and scientific quality standard for designing, conducting, recording and reporting trials that involve the 

participation of human subjects. Compliance with this standard provides public assurance that the rights, safety, 

and well-being of trial subjects are protected, consistent with the principles that have their origin in the 

Declaration of Helsinki, and that the clinical trial data are credible’.3 These GCP standards have also been 

transposed into regulations. For the European Union, GCP standards have been implemented in the Clinical Trial 

Directive. For trials conducted in the United States, these standards have been implemented in FDA regulations. 

1.1.7 Clinical trial market figures  

► The market for clinical trials is dominated by European and North-American stakeholders as roughly 80% 

of all research subjects enrolled in trials origin from these regions.4 

► In 2018, the global pharmaceutical industry spent around $ 172 billion on research and development 

(R&D).5 This figure is expected to increase to $ 204 billion in 2024. More than half of that budget is spent 

on clinical trials. 6 

► The global CRO market was valued at $ 36.5 billion in 2018 and is projected to surpass $ 61 billion by 2020, 

as pharmaceutical companies continue to increase R&D outsourcing to external service providers.7 

► The global market for eClinical solutions was valued at $ 4.9 billion in 2018 and is projected to grow to $ 

12 billion by 2025, with an average annual growth rate of 13.6%.8 

► The average cost of a Phase 3 clinical trial falls between $ 11.5 million to $ 52.9 million. Across all trial 

phases, the top three cost drivers of clinical trial expenditures are: clinical procedure-, administrative staff- 

and site-monitoring costs.9 
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1.2 Current issues in clinical trials 

A steady and efficient influx of medical innovations is critical to ensure that society’s (re)emerging medical needs 

are effectively met. Despite today’s advancements in science and technology, drug development speed, costs 

and success rates have not improved over the years and in some instances operating conditions have gotten 

worse. Ongoing research has shown that the cost of drug development continuous to rise with an average of 9% 

each year.10 Moreover, development cycle times have become longer and less predictable, indicated by the 

increasing incidence of changes and delays. This has resulted in a situation where success rates for new candidate 

medicinal product entering clinical development are at an all-time low, with only 11% ultimately making it to the 

market.10 While the impact is clear, the underlying root problems can be difficult to identify and address. The 

following paragraphs try to explain several of the major pain points currently faced by the clinical research 

industry that make the medical innovation process overly complex, lengthy and resource-inefficient.  

 

 

 

 

 

 

1  Lacking oversight 

Clinical trials involve many different specialty stakeholders often spanning organizational and national boundaries. 

To illustrate, a typical ‘Phase 3’ clinical trial comprises over 50 research sites across more than 15 countries. 

Clinical trial stakeholders operate in relative isolation, each applying their own software systems, data formats, 

workflows and organizational structures. Furthermore, these stakeholders are reluctant to share clinical trial-

related data and documents in fear of security and privacy breaches. In the past decade, numerous eClinical 

solutions have emerged, aiming to smoothen trial operations and data management. Ironically, the majority of 

these function-specific solutions are unable to communicate with each other, and indeed, a recent industry-wide 

survey concluded that the majority of clinical researchers experience issues with keeping track of the status of 

documents and processes in their clinical operations.11 Though fully-integrated and all-encompassing eClinical 

platforms exist, in practice these are only accessible to the large pharmaceutical developers (“Big Pharma”) for 

being prohibitively expensive. As roughly 65% of trials are performed by academia, hospitals, and smaller industry 

stakeholders,12 it follows that the vast majority of clinical researchers are hampered by a lack of oversight, and 

significant time and resources are wasted. Moreover, lack of oversight is also a burden for regulators, who 

experience a difficulty in auditing research data as there is no easy and secure way of viewing the complex network 

of data exchange, no real-time access to results as they are being made and no easy way to trace data back to its 

original source.13,14 Therefore, the FDA has listed lack of traceability as one of the top data issues in clinical trials.15 
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2  Difficulty in recordkeeping 

All stakeholders involved in clinical trials are required to maintain and store trial-related ‘essential’ documents in 

compliance with GCP guidelines and applicable regulations. These essential documents may be audited and 

inspected by monitors and regulatory authorities at any time to confirm the validity of the trial and the integrity 

of the collected clinical data. To support the correct and effective management of all of these filing 

responsibilities, GCP requires essential documents to be collected in a Trial Master File (TMF), today an electronic 

variant, the ‘eTMF’. The essential documents contained within the eTMF should enable regulatory authorities to 

reconstruct trial activities and key decisions made, providing conclusive evidence that a medicinal product 

candidate is safe and effective, and qualifies for market introduction. The organization and maintenance of the 

eTMF can be difficult, especially in multi-country trials that involve a large number of research sites. Consequently, 

failure in adequate recordkeeping is a persisting industry pain point, leading to fines, significant trial delays and, 

ultimately, putting patients at risk. 

 

 

3  Costly reiterations 

Failures in recordkeeping can also result in the costly reiterations of research activities.16 To illustrate, while 

academia and smaller industry typically perform the early stages of clinical development, Big Pharma’s 

involvement is essential for completing the later stages and bringing a candidate treatment to market. Taking 

over projects from smaller stakeholders, Big Pharma are typically seen to reiterate research activities as a result 

of documentation inadequacies in upstream trial phases. This results in an enormous amount of unnecessary 

costs and ultimately delays time to market as well as driving the commercial price of the medicinal product under 

investigation.   

 

 

4  Reduced trust 

Moreover, fabricated or concealed clinical research data continues to be an issue.17,18 Over recent years, 

marketed drugs have been recalled for lacking safety or efficacy on several occasions, underlining that inadequate 

recordkeeping can put trial subjects and health care consumers at risk. Whereas the industry was once held in 

high regard for its pivotal role in the advancement of human health, these cases of error or misconduct have 

reduced trust in the clinical trial industry among consumers and regulators. As a consequence, clinical trial 

stakeholders experience difficulties with recruiting patients for their clinical trials, and these issues have led to 

even more stringent regulatory requirements, adding to the burden of documentation for clinical research 

professionals. 

 

5  Low patient engagement 

Safeguarding patient engagement throughout the full length of a clinical trial (ranging from several months to 

multiple years) is considered another major industry challenge. With an average drop-out rate of 30%, around 

85% of clinical trials fail to retain enough patients, often resulting in costly delays.19 Moreover, issues related to 

patient retention can have a significant negative impact on the outcome of a clinical trial and thereby add to the 

already considerable risks in today’s clinical development process. 
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6  Difficulty finding the right partners 

In today’s clinical trials, complexity and internationalization cause sponsors to outsource a substantial part of their 

trial-related activities and duties to regional, specialized vendors: contract research organizations (CROs). In this 

increasingly international and specialized landscape of options, it can be difficult to locate the right partners as 

an inclusive and objective overview is lacking. Yet, partner selection can have a profound impact on the quality 

and efficiency of clinical trial operations. If any of the subcontracted CROs fails to be compliant to the strict 

guidelines and regulations, patients and trials are at risk and sponsors face costly fines, delays, or even 

termination. Having an objective overview of all regional CRO options would increase the simplicity and inclusivity 

of clinical trial partnering, thus increasing healthy competition and clinical trial quality. 

 

 

 

Triall’s solutions are specifically designed to tackle these persisting issues, and thereby aim to 

advance clinical development towards meeting unmet medical needs 

See Chapter 3 

 

 

1.3 How blockchain technology can address issues in clinical trials 

 

1.3.1 Data integrity—Assuring authentic clinical evidence 

In accordance with GCP guidelines,3 the many stakeholders involved in a clinical trial are required to store trial-

related documents and keep a record of document changes. These may be subject to inspections by sponsor 

representatives (independent monitors) and regulatory authorities at any point during a trial to verify the quality 

and integrity of trial operations. Ultimately, the clinical trial documents combined should provide regulators with 

conclusive evidence that the investigational product is safe and effective, and qualifies for market introduction. 

 

A blockchain ledger can function as an immutable and cryptographically secured reference database, against 

which trial-related documents or other data objects can be compared whilst remaining safely stored in their 

original secure (private) repositories. By creating and registering hashes of essential documents on the blockchain, 

researchers can prove that these have not been modified after registration, since an identical document would 

What is a blockchain? 

In essence, blockchain technology represents a distributed network of computer servers (‘nodes’), each maintaining 

an identical copy of the same database (‘ledger’). A blockchain ledger enables indisputable verification and 

authentication of data. Data entries are processed into hash codes*, authenticated with a digital signature, and 

organized into blocks. New blocks are only timestamped in the ledger if the network has reached consensus on the 

validity and authenticity of its data contents, applying a predefined and network-specific consensus protocol. As 

newer blocks include a cryptographic reference to their consensually verified predecessors, the ledger evolves as a 

chain—the blockchain. Once timestamped, entries cannot be altered or removed without being noticed, making 

the blockchain tamper-proof by design. 

 

* A hash code is a unique cryptographic identifier for a certain dataset. If entries in a dataset are altered in any way, the code 

will have a different output. Hashing is a one-way function, meaning there is no way to ‘reverse engineer’ the dataset from a 

hash code (contrary to encryption, which can be reversed). Identical datasets will produce identical hash codes 
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produce the exact same hash code. If the hash code does not match the hash previously recorded and 

timestamped into the blockchain, this indisputably proves that the document has been changed. 

 

Using this simple mechanism, auditors (regulators, monitors, inspecting authorities) can verify that trial-related 

documents and data have not been altered or modified over the course of a clinical development program (which 

could span over 10 years). Blockchain technology thus becomes a means of promoting data integrity, helping to 

assure the accuracy and consistency of data over its entire life-cycle. Malicious actors that aim to manipulate the 

data set to better meet their stakes would find it near impossible to do so in a system that assures data cannot 

be altered as soon as it is registered: the significance of clinical trial data is often only revealed after data collection 

and registration has been concluded (at which point the data is pooled from all the research sites and ‘de-blinded’ 

by showing how the investigational product and the placebo product were distributed over the research subjects). 

 

1.3.2 Traceability and auditability—Establishing an immutable audit trail of documents and changes   

Once registered in the ledger, entries cannot be altered without notice, establishing an immutable audit trail of 

documents or other data entries and their evolution throughout the timeline of clinical development. This 

functionality can revolutionize clinical trial data management by enhancing the traceability, auditability and 

quality of clinical trial data and recordkeeping. It also fits perfectly within clinical research guidelines and 

regulations, which emphasize the importance of version control and state that previous entries are not allowed 

to be obscured under any circumstance.3 Moreover, it offers to strengthen the value proposition of especially 

smaller industry players, who can now indisputably and without additional effort prove to potential partners, 

acquirers, or other stakeholders when and under which conditions their clinical trial data has been recorded. 

 

1.3.3 Cryptographic access control—Integrating applications and devices in complete confidentiality 

As prescribed in FDA 21 CFR part 11 regulations, access to clinical data must be restricted to authorized individuals 

in all clinical studies.20 A tamper-proof and regulatory compliant infrastructure for digital identity and access 

management is required for secure, trustworthy, and therefore efficient digital interactions between clinical trial 

stakeholders. This can be realized using Decentralized Identifiers (DIDs), which are a new type of identifier for 

decentralized digital identity management. 

 

DIDs can be assigned to any type of object or entity and revolutionize the means by which organizations exchange 

and govern data. A DID-enabled access control manager enables peer-to-peer communication in complete 

confidentiality. Working with DIDs, a provider of an eClinical solution could selectively choose which data points 

they are willing to share with other entities within the network, while also choosing how this data can be accessed 

(service discovery). In this scenario, all data is stored behind service endpoints that are under the control of the 

DID subject (e.g. an eClinical provider), where DIDs can facilitate a privacy architecture in which data may be 

exchanged on a private, peer-to-peer basis using communication channels identified and secured by the public 

key descriptions associated with the DIDs. Such a system is aligned with the ‘right to be forgotten’ as prescribed 

in the GDPR, since no personal data is stored on a blockchain ledger. Authorization permissions can be defined in 

smart contracts and restricted to specific public keys, amendable by the sharing party, and viewable to both the 

sharing and receiving party. This approach excludes the need for a centralized repository shared between the 

data-providing and -receiving parties, and enables a situation where authorization permissions can be defined in 

smart contracts and restricted to specific DIDs. It allows for near real-time and specific integration of different 

eClinical solutions, and realizes a situation in which function-specific and previously isolated eClinical solutions 

may start to act in concert.  
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1.3.4 Smart contract automation—Governing data exchange and protocol compliance 

 

Smart contracts open up a way for new forms of automation, with the blockchain functioning as an overarching 

layer that governs data exchange between different off-chain repositories. For clinical trials, smart contracts can 

be used to govern data transactions within a clinical trial consortium, implementing and enforcing the rules set 

out in the clinical trial agreement and protocol as well as those in individual contracts and standard operating 

procedures (SOPs). 

Smart contracts can function as a valuable tool in enforcing protocol compliance and at the same time can track 

key activities in near real-time, thereby reducing the chance of detecting protocol deviations and violations later 

on in the trial. These contracts help enforce procedural rules and agreements in key activities such as collecting 

informed consent, enrolling patients, and reporting safety events. They can determine what data is required at 

each point in the chain, and may help ensure that data entries are complete, immutable and viewable only to 

those with the right permissions. Moreover, in the case of protocol amendments, smart contracts can help 

enforce the updated set of rules of the new protocol version. In doing so, they automate part of the trial 

monitoring responsibilities, often an accountability of the involved CRO, detecting and registering any occurring 

protocol violations over the course of the clinical trial. Collecting and reporting these violations in a timely manner 

is essential for the correct interpretation of the trial’s results. This process will also create a  transparent, traceable 

and immutable event log for regulatory agencies. 

 

1.3.5 Smart contract automation—Streamlined and trustless collaboration between clinical trial 

stakeholders 

Lacking effective tools to monitor and insist on payments, many stakeholders involved in clinical trials face 

payment delays and uncertainties. For smaller clinical trial sites with often only a couple of months of operating 

cash on hand, this represents a major pain point. Payment uncertainty is even recorded as one of the key reasons 

for sites and their employees dropping out of a clinical trial consortium. Delays can also be particularly 

burdensome to patients who are left unsure when they will be reimbursed for participating in the clinical trial. As 

the industry is currently struggling to retain patients throughout the full length of a trial (the average drop-out 

rate is 30%)19, certainty and timeliness of payments can be a significant step towards improving patient 

engagement. 

 

When integrating blockchain with an online payment solution, smart contracts can enable automated payments 

between sponsors, CROs, sites and patients based on specific trial milestones (e.g. first patient recruited, last 

patient visit, etc.) and the collection of data sets as soon as this information is logged on the blockchain. In this 

regard, smart contract-enabled automated payments can be applied for reducing manual labor, limiting the role 

of a third-party middle-man and further streamlining clinical operations. Moreover, this approach facilitates trust 

between trial stakeholders, knowing payments will automatically arrive according to the agreed terms and 

timeline. 
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2. The Triall ecosystem 

2.1 The first global ecosystem for clinical trials 

Triall is building the world’s first, blockchain-enabled clinical trial ecosystem, serving and connecting clinical 

research professionals across traditional organizational boundaries and domains. Our mission is to enable a future 

of smarter, safer, and more-efficient clinical trials, where workflows are integrated, and research data integrity is 

assured. Our overarching and holistic approach is therefore focused on consolidating the unconnected and 

authenticating clinical research data globally. We believe we can distinguish ourselves by fully committing to a 

governance structure, strategy and roadmap that each support our core mission.  

 

 

We believe state-of-the-art Information Technology and scientific insights make a difference.  

Our passion lies in advancing clinical development, consolidating the unconnected, and fostering 

a global ecosystem that promotes trust and reliability throughout all phases of clinical 

development 

Hadil Es-Sbai, Triall Foundation 
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2.2 A multi-sided platform 

The Triall ecosystem is designed to serve the needs of all stakeholders involved in clinical trials, and has a variety 

of interrelated network participants, including: 

 

1  Clinical research professionals 

All stakeholders involved in the conduct of clinical trials, including sponsor representatives, CRO staff (e.g. 

project managers, research associates, monitors and data managers), site staff (e.g. investigators, research 

nurses, pharmacists) and other parties that want to make use of the applications offered in the Triall 

ecosystem. 

 

2  eClinical providers 

The organizations that provide software solutions for clinical trial operations and data management. They 

may leverage the benefits of blockchain technology by connecting to the Triall ecosystem and can offer 

their solutions inside our marketplace.  

 

3  Patients / Participants 

These are the research subjects (patients or healthy volunteers) that participate in clinical trials. They can 

be connected to the Triall ecosystem through our patient-level eHealth applications that aim to actively 

inform, recruit and engage this group throughout the entire trial’s lifecycle.  

 

4  Smart contract and application providers 

Enterprises and individuals who provide technical services for the community. They write, run and audit 

smart-contracts or provide specifications, applications and APIs for companies and users. These smart 

contracts, APIs and applications provide additional capabilities for other stakeholders. 

 

5  Infrastructure providers 

These are the organizations or individuals responsible for providing the underlying infrastructure on which 

the Triall ecosystem operates, such a node operators and (cloud) storage providers. Factom®’s 

independent Authority Node Operators*, for instance, are responsible for ensuring network integrity by 

verifying data blocks and writing to the ledger. By adhering to a shared governance, being fully 

decentralized and running full nodes with strict hardware requirements, they provide strength, speed and 

security to the network. 

 

6  Triall Foundation 

The Triall Foundation is the non-profit organization governing the ecosystem, empowered by the Triall 

community. The foundation acts on behalf of the community and is a public service provider. They are 

responsible for the daily operations and the management, development and maintenance of the Triall 

ecosystem.** 

 

7  Triall community 

The community comprises all companies and individuals that want to support the growth and development 

of the Triall ecosystem, for instance, by participating in decision-making, panels, discussions, development 

or outreaches. Community members can be part of the stakeholder groups mentioned above, but any 

party or individual with a genuine interest in the ecosystem is welcomed. 

 

 
* Chapter 4 addresses Triall’s digital infrastructure and our reasons for choosing the Factom® Protocol. 
** Chapter 6 addresses Triall’s governance model. 
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2.3 Competitive landscape  

The market includes several eClinical providers that offer fully integrated clinical trial management platforms. 

These platforms offer advanced functionalities, such as streamlined data management and recordkeeping 

solutions. However, these high-end offerings are far too expensive for the majority of clinical trial stakeholders 

(i.e., academic institutes, hospitals, SMEs) and therefore exclusively serve the largest of corporations ( ‘Big 

Pharma’). Our solutions are specifically targeted at smaller industry and academia, and interference with these 

fully integrated offerings is therefore not to be expected. Rather, Triall’s competitors compete on a function -

specific level. These companies are eClinical solution providers that provide software as a service (SaaS) for 

specific clinical trial activities, and generally operate in silos. According to recent estimates, companies involved 

in clinical trials use on average six different eClinical solutions side by side.2 Though many clinical researchers still 

apply their local file systems, cloud environments (e.g. SharePoint), or even paper files (hard-copies) to meet in 

their recordkeeping duties, purpose-built software applications are becoming increasingly adopted. Yet, virtually 

all users of current solutions are indicated to experience issues with keeping track of their documents and data in 

their clinical operations.11 

 

2.3.1 Competitive Advantage   

The Triall applications significantly improve on the market’s state-of-the-art. Primarily, we are a first-mover in 

applying blockchain technology to the clinical trial domain. As the chief objective for this domain is to establish a 

sound, reliable and auditable evidence base that proves safety and efficacy of candidate medicinal products, 

blockchain technology provides ample opportunities. Triall is therefore first-of-its-kind, bringing data verification 

utilities to clinical document and data management. 

 

Second, our complementary APIs promise to offer the plethora of existing eClinical solutions an easy entry to 

blockchain functionalities within our infrastructure. This approach allows us to connect, rather than compete with 

existing solutions, ultimately turning competitors into collaborators. This represents a radical, yet much-called for 

‘ecosystem approach’ in the clinical trial industry, given the severely fragmented landscape of stakeholders and 

eClinical solutions. Moreover, in due time, this approach of connecting eClinical solutions with our open 

specifications and modular blockchain microservices using APIs allows us to introduce the advantages of fully 

integrated platforms to the common clinical researcher, while tailoring to specific user types, needs, and need-

nots.  

 

2.3.2 Turning Competitors into Collaborators  

Triall aims to foster the use blockchain technology for medical R&D and will therefore assist other companies, 

that already have an established range of eClinical solutions, in connecting to the Triall ecosystem and the 

Factom® Protocol. We expect to attract eClinical providers and other innovators to the ecosystem by: 

 

1. Providing them with the tools, specifications, knowledge and APIs that make it easy to implement 

blockchain-enabled data integrity and auditability functionalities into their product offerings. 

2. Helping them to ‘jump the innovation curve’ in clinical development, and be on the forefront of using 

technologies like blockchain and AI/Deep Learning-enabled automation. 

3. Offering them an easy and secure way of integrating with other eClinical providers via the ecosystem. 

4. Offering them additional opportunities to generate new business through our Partner Selection & 

Management Platform (see next chapter). 
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3. Applications 

This chapter describes the first series of applications that will be offered inside the Triall ecosystem. These 

applications specifically target issues and bottlenecks faced by the clinical research industry and will be developed 

in collaboration with a consortium of expert partners that each bring their own unique know-how and capabilities. 

The applications described in this chapter are the core applications envisioned by the Triall Foundation at the time 

of writing. Since development is an ongoing and iterative process, and as the foundation also aims to foster and 

facilitate innovation originating from external parties, other applications and unique functionalities may arise as 

the ecosystem grows in adoption and usage. Technical documentation will be released for each application at the 

time of release in separate product papers. 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

3.1 Verial eTMF: blockchain-enabled electronic Trial Master File solution 

Failure in adequate recordkeeping is a persisting industry pain point, leading to costly reiterations and significant 

trial delays. Triall has built a blockchain-enabled document management solution, specifically designed for the 

generation and management of the eTMF: the compulsory collection of documents that allows for the 

reconstruction and inspection of clinical trial operations, and their compliance with international rules, 

regulations and quality guidelines. Verial eTMF is the ecosystem’s first application and demonstrates its proof of 

concept by enabling clinical trial professionals to establish verifiable proof of the integrity of their clinical data and 

documents. Moreover, the application is able to automatically convert, authenticate and translocate essential 

study-related documents by applying Deep Learning and features a mobile application that makes it possible to 

quickly scan trial-related documents on the go. Using a set of optimized User Interface (UI) components and 

services, Verial eTMF application is designed to be easy to use for both experienced and first-time clinical research 

professionals. Finally, to make the record-keeping process even more convenient, the foundation will provide free 

and standardized templates of essential trial related documents. These help researchers get started as quickly as 

possible and are intended to harmonize clinical research globally. Key functionalities of the eTMF application are 

listed below. 

Verial eTMF 

 Blockchain-enabled electronic Trial 
Master File (eTMF): a purpose-built 

document management solution 
for clinical trial professionals 

Triall CTMS 

Integrated Clinical Trial Management 
System with dashboard that reads 

and integrates data from connected 
eClinical solutions 

Verial API 

Blockchain-enabled API for third-
party eClinical solutions, enabling 
them to integrate data-integrity 

functionalities in their own product 
offerings 

Triall Connect API 

Blockchain–enabled API for third-party 
eClinical solutions, enabling them to 

communicate with other applications and 
microservices in the ecosystem through 

cryptographic identity and access 
management 

Atena 

Clinical trial partnering directory and 
communication platform, with 

blockchain-enabled tender, bidding 
and communication functionalities 

Trialwiki 

 Clinical trial knowledge vault 
comprising the latest 

regulations, SOPs, document 
templates, and insights shared 
by the clinical trial community 
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3.1.1 Proof of existence and authenticity  

Verial eTMF enables users to create verifiable proof of the existence and authenticity of any trial-related 

document by creating a signed hash of the document, which is subsequently submitted to the Factom® servers. 

As such, the Factom® blockchain represents an immutable and cryptographically secured reference database 

against which documents and data can be compared. In this design, privacy and confidentially issues are 

mitigated, as only a hash of the documents is stored on-chain while the documents themselves remain in their 

secure repository. Ultimately, this functionality provides an immutable audit trail of essential documents and 

changes over the entire timeline of a clinical trial and guarantees that documents have not been tampered with 

after registration. We will release an accompanying API library to offer specific blockchain-proof functionalities to 

third-party providers of eClinical solutions, enabling them to integrate with our blockchain-based infrastructure. 

 

3.1.2 Data recognition functionalities 

Verial eTMF will be able to extract data from paper and digital documents using Optical Character Recognition 

(OCR), barcode, QR-code and handwritten data recognition (ICR). These functionalities enable the application to 

recognize and classify documents as soon as they get scanned or when a picture is taken using the mobile version.  

 

3.1.3 Automatic classification through AI  

Applying Deep Learning techniques, Verial eTMF can teach itself to recognize and classify trial-related documents 

that are uploaded after which they are automatically structured, named and stored in the corresponding folder. 

This utility promises a breakthrough in the way clinical research professionals conduct their day-to-day clinical 

operations by optimizing workflows and reducing manual workload significantly. 

 

3.1.4 DID-signing functionality 

Finally, Verial eTMF allows users to assign a DID to any document stored in its repository. Multiple business rules 

can be associated to this DID, such as the possibility to sign a document in parallel using the DID-enabled digital 

signatures of different users (e.g. investigators, research nurses). This on-chain signature feature can be used to 

sign any type of digital object (instead of being limited to PDFs) and does not require expensive Hardware Security 

Modules (HSM) or an external Certificate Authority.  

 

 

3.2 Triall CTMS: blockchain-enabled Clinical Trial Management System  

The clinical research industry is increasingly expressing the need for unifying the plethora of function-specific 

eClinical solutions currently offered on the market. This need is driven by a demand for better visibility, more 

proactive risk mitigation and better study analytics and reporting. Triall will address this need by offering tailor-

made APIs (see ‘Triall Connect API’ on the previous page) that make it possible for existing and upcoming eClinical 

solutions to communicate with each other. To reap the benefits of this integration, the foundation will offer a 

dashboard application, Triall CTMS, that integrates and visualizes the data being recorded by different eClinical 

solutions, providing clinical research professionals with a near real-time and traceable overview of all their clinical 

trial activities.  

 

Ultimately, the dashboard provides superior planning tools and oversight, helping clinical research professionals 

in making faster and better-informed decisions (e.g. early Go/No-go) regarding trial management, risk-based 

monitoring and resource allocation. The following section will provide examples of the core functionalities of this 

application. 



© 2019 Triall Foundation. All rights reserved.   Page 18 of 46 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3.2.1 Traceable log of study metrics and KPIs 

Triall CTMS offers a dashboard overview of trial progress and activities. Uniquely, it also reads and integrates data 

points from connected eClinical solutions, such as Verial eTMF, other Triall solutions, or API-connected third-party 

solutions. Recording and storing data from multiple systems in one place will lead to higher quality data that 

provides a more clear and complete overview of the trial’s progression and performance.  In this regard, Triall 

CTMS will provide a birds-eye view of the data being recorded and shared between Triall applications and external 

eClinical solutions (if these provide the appropriate access permissions).  

 

Applying AI and predetermined risk indicators, Triall CTMS can quickly detect arising issues. This feature helps 

clinical research professionals to take timely and appropriate action to safeguard the credibility and conduct of 

the trial. For example, by visualizing data from multiple research sites, the responsible CRO can identify low-

performing or deviating sites, and subsequently send monitors to visit these ‘higher-risk’ sites and to uncover the 

issues at hand. This functionality aligns with risk-based monitoring principles and ultimately promises to optimize 

resource allocation and shorten clinical trial timelines.  

 

3.2.2 Safety management powered by AI 

As the amount of data grows, our AI functionality will increasingly be able to help clinical research professionals 

respond to issues before they occur. This functionality is particularly significant for safety management (i.e., 

tracking and recording possible drug-related adverse events), where patient well-being can be at risk. 

Furthermore, it again supports a risk-based monitoring approach that facilitates efficient use of time and 

resources. As more eClinical solutions are connected and as the amount of data grows, Triall CTMS will become a 

tool that not only promotes operational oversight and management, but also helps lead to novel insights 

regarding clinical trial procedures and activities. 

 

3.2.3 eTMF tracker for document oversight 

As Triall CTMS is also connected to Verial eTMF, the dashboard will give a near real-time overview of the 

progression of the eTMF’s document repository. This allows sponsors and clinical operation leaders to visualize 

Drug Accountability  Delegation & Training  

 eTMF Tracker 

Contract & Budget 

Safety Management Metrics & KPIs 

Triall  CTMS 
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which documents have been logged and whether essential trial-related documents are lacking or incomplete. 

Again, this feature will support researchers in taking timely and appropriate action and ensure a constant state of 

inspection readiness. 

 

3.2.4 Contract and budget management powered by smart contract-enabled automation 

Integrating Triall’s blockchain infrastructure with online payment solutions will enable  automated payment 

functionalities, in which payments can be triggered by contractual terms and study milestones as soon as these 

are registered on the blockchain. Such payment automation can ease and streamline the various payment 

processes between Sponsors, CROs, Sites and patients. It promises to reduce a great amount of the current 

manual administrative work and supports clinical trial stakeholders in tracking and managing their payments. 

Furthermore, it helps to promote trust between trial stakeholders, who will now be assured of their payments 

arriving according to pre-agreed terms and timepoints. 

 

3.2.5 Delegation and training management powered by DIDs 

Another section of the dashboard is a training and delegation manager, which provides sponsors and operational 

managers with an overview of all staff per research site, including their credentials and received training. In this 

application, training documents, new protocol versions and other relevant documents can easily be shared with 

staff members, who are assigned a personal DID-enabled user account (a Triall ID). After training, staff members 

can confirm they have read the document (or received the training) using the signature associated to their Triall 

ID. Training activities and hashes of the related training documents are automatically logged on the blockchain 

and expiration dates for training documents and certificates will automatically trigger queries send out to those 

required to re-train.  

 

Next to providing an overview of the credentials and training history of all the staff involved in the trial, study 

tasks and activities can also be linked to each of the staff member’s personal user accounts. In this way, 

investigators can easily delegate their tasks to their study team, while also being able to update or change 

delegation after changes occur (like staff turnover). Currently, this procedure is often still done using a paper 

form, called the ‘Authorization log’, on which site staff members write their task, name and signature. This method 

is very inconvenient and can, depending on the length of the trial, get very messy and difficult to comprehend. 

Triall’s training and delegation environment addresses this burden by allowing individuals to authenticate 

themselves using their Triall ID, promoting accountability and responsibility on a single-person level. 

 

3.2.6 Drug accountability and reconciliation  

Guidelines and regulations require accountability of the investigational medicinal product to be demonstrated, 

by having full traceability of the product from initial release, ordering, allocation, dispensation and intake, to 

return, reconciliation, and (where needed) destruction. Inadequate accountability in any of these areas can put 

subject safety and the reliability of trial results at risk. 

 

Currently, a variety of blockchain projects are building NFC and/or RFID chips connected to the blockchain, able 

to measure temperature and humidity of pharmaceutical and food products throughout production and shipment 

processes. Such supply chain solutions for pharma and food are in itself revolutionary but tend to stop at the door 

of the pharmacist. Triall is looking to collaborate with these initiatives to extent their scope into the clinical 

research space, thereby guaranteeing the quality of the product under investigation in a clinical trial, and thus 

improving the quality of the trial and the safety of participants. 
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3.3 Atena: partner selection & management platform 

In today’s increasingly complex and global clinical development space, finding the right partners for your clinical 

trial can make the difference between success or failure. The Triall Foundation will offer a one-of-a-kind 

partnering solution that assists clinical research professionals in finding the right funding partner, CRO, consultant 

and eClinical provider to support their R&D activities. In the Atena partner selection & management platform, 

established and upcoming vendors are lined up to serve both experienced and first-time clinical research 

professionals. The platform offers a range of functionalities that streamline and standardize communication and 

contracting for both outsourcer and vendor. 

 

3.3.1 Study info and proposal templates 

Triall’s partnering platform provides harmonized templates for the purpose of exchanging study info, proposals 

and company evaluation forms. These templates provide vendors with a comprehensive overview of the clinical 

trial’s requirements and allow outsourcers to make an honest and equitable comparison between the proposals 

they receive. 

 

3.3.2 Keeping track of your proposals  

Furthermore, the platform enables service providers to keep track of their proposals by keeping them informed 

about any status updates, invites and contracting details on a single or multi-trial level. This reduces the need for 

an, often expensive, customer relationship management (CRM) system and allows service providers to 

concentrate their business development activities. 

 

3.3.3 Proof of a fair bidding/tender process  

Finally, our partnering platform will provide the option to log the information exchanged in the bidding process 

on the Factom® Protocol. This provides indisputable proof of a fair and reasonable vendor selection procedure, 

demonstrating ‘best value for money’, which is often a requirement for publicly funded research. Subsequently, 

the platform provides sponsors with an automatically generated report of the selection procedure that can be 

shared with the grant provider or public funder. 

 

3.4 Trialwiki 

Trialwiki is Triall’s public knowledge vault consisting of document and budget templates, SOPs, and other relevant 

clinical trial knowledge and insights. Furthermore, it will contain white papers, presentations, webinars from both 

the Triall team and other community members. 
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3.5 eHealth solutions  

3.5.1 Patient recruitment & retention application 

Patient recruitment is considered a challenging component of clinical trials. Failure to recruit patients may 

significantly delay the trial’s timeline and can lead to tremendous costs. After recruitment, another major hurdle 

is retaining the patient throughout the entire study.   

As part of our first ‘patient engagement’ incubator program, the Triall Foundation will develop a patient 

recruitment & retention application, together with its partners Link2Trials and Nyenrode Business University. This 

application will incorporate a novel methodology developed by Prof. Sjaak Bloem known as the Subjective 

Experienced Health Methodology (SEHM).22 SEHM is a patient-centric approach that promotes communication 

and interaction with research subjects by focusing on their individual wants and needs. Insights on the subjective 

health experience of patients can help to predict and control their health-related behaviors and can therefore 

help to stimulate both recruitment and retention rates. To this end, SEHM will be incorporated in a unique patient 

recruitment and retention application, offered exclusively in the Triall ecosystem. 

 

3.5.2 Patient treatment adherence application 

Today, treatment adherence is primarily assessed by reviewing patient diaries or by asking research subjects 

whether they took the prescribed medication at the agreed timepoints. Digital technologies can be used to 

improve patient care and promote treatment adherence throughout the entire length of a clinical trial.  

 

The Triall Foundation will be developing a mobile application together with its partner NeLL (National eHealth 

Living Lab) as part of its incubator program. This mobile app will send automated notifications to research subjects 

reminding them to take their medication and provides trial-specific instructions on dosing and administration. In 

addition, the app will be able to answer questions and can help research subjects to schedule their site visits. All 

these features aim to make participating in a clinical trial more convenient for the patient, thereby improving 

treatment adherence and reducing drop-out rates. 

 

 

3.6 Future applications 

As the Triall ecosystem grows, more applications will be developed, and follow-on incubator programs will be 

initiated. Advancing clinical development and meeting unmet medical needs will always be a primary focus in this 

process.  
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4. Infrastructure 

4.1 Blockchain architecture 

4.1.1 Factom 

Triall applications will be integrated with the Factom® Protocol,21 an open source data integrity protocol that is 

fully optimized for enterprise adoption and has a track-record of industrial and governmental applications (e.g. 

Bill & Melinda Gates Foundation, US Department of Homeland Security). Opting for an established blockchain 

platform provides Triall with network strength and security right from the start and allows the Triall Foundation 

to fully focus on the development of core applications for clinical research professionals and the onboarding of 

key stakeholders. 

 

 

 

 

 

 

 

Why Factom? 

The Factom® Protocol (initiated in 2014) is designed to tackle some of the core constraints found in blockchains like 

Bitcoin and Ethereum. It provides high-throughput and secure data entries at a low fixed cost, unrelated to the 

volatile cryptocurrency market. Factom® knows a two-token system consisting of Factoids (FCT) and Entry Credits 

(EC). FCT can be traded externally like regular cryptocurrencies, while EC are used to pay for data entries to the 

blockchain and are non-transferable. Users can burn FCT to create EC with a conversion rate fixed at $ 0.001 and 

can therefore easily predict the cost of using Factom® for their applications, thereby stimulating business use and 

adoption. Furthermore, Factom® has an efficient way of organizing data, which greatly reduces the time and costs 

usually associated with storage of data on and retrieval from the blockchain. This is accomplished by allowing data 

entries to be grouped into separate chains, making it easy to examine what data does and doesn’t exist within a 

specific chain. In contrast, Bitcoin users have to scan the entire blockchain to find a particular data entry. Moreover, 

FCT and EC transactions are registered on their own separate chains within Factom®, thereby purposely separating 

data entries and cryptocurrency transactions. This makes Factom’s consensus mechanism very efficient as only the 

Factoid and EC transactions on the Factom servers need to be validated. Lastly, to further improve the security levels 

of its blockchain infrastructure, Factom® implements a data anchoring policy where ‘Merkle Roots’ of the Factom® 

blockchain are periodically registered on Bitcoin and Ethereum, thereby taking advantage of the security levels of 

these public blockchains. 

 

Authority Node Operators 

The Factom® Protocol is governed by a P2P network of independent Authority Node Operators (ANOs). These ANOs 

are individuals and organizations selected by the community based on trustworthiness, volume of work, 

professionalism and other strict criteria. An ANO can either run a Federated node or Audit node, with the former 

being responsible for acknowledging and ordering entries into Factom® and the latter duplicating and auditing the 

work done by the Federated nodes. In addition, an Audit node can replace a Federated node if it would go offline. 

This governance design ensures decentralization, where no single node and/or organization can ever be in control 

of the entire system and where servers verify and double check each other’s work.  
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4.2 Token system 

4.2.1 The Triall network token: TRL  

In order to fuel the micro-economy of the Triall ecosystem and facilitate fair and equitable sharing of benefits to 

all stakeholders, we introduce our main network token called TRL. This token is a fungible token that serves 

multiple purposes and is intended to: 

 

 

Access to applications and APIs: TRL is used to distribute access to utilities, not only by us interacting 

with our customers, but also by and between connected third-party applications.  

Community engagement:  TRL is used to compensate and hence incentivize the community for 

contributions to the ecosystem: 1. Clinical quality experts sharing best practices with our public 

knowledge base environment (the Trialwiki); 2. Academic Institutions sharing ‘big data’ for improved 

analytics and risk-based management 

Ecosystem governance: TRL functions to engage stakeholders in setting the course for the ecosystem 

(e.g. which apps to build, what community initiatives to support). This is vital for ecosystem sustainability. 

Direct P2P compensation: TRL functions as common currency for ecosystem participants. For instance, 

it enables automatic milestone-based payments to multiple parties involved in a trial consortium through 

our Atena partnering platform (see chapter 5), without the obstacles and costs associated with 

international banking.  

Platform improvement and maintenance: TRL is used to compensate and hence incentivize developers 

for contributions to the infrastructure, such as bug bounty hunting or user experience testing. 

 

4.2.2 Using the ecosystem without TRL 

In order to ease adoption for the end-user, the Triall Foundation offers the possibility for the users of Triall 

applications to pay in fiat currencies (e.g. EUR, USD, GBP, RMB, JPY, etc.). This will effectively remove a major 

barrier to entry for certain users who don’t want to deal with fiat-to-crypto conversion or adopt crypto storage 

solutions in their business conduct. The foundation (or application provider) will in this case purchase the TRL 

tokens on behalf of the client to further ensure sustainable demand for TRL. Nevertheless, paying in TRL is 

encouraged as product pricing is cheaper in TRL than 

in fiat. 
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5. Design, specifications, network, and BaaS 
solutions 

5.1 Open specifications and designs 

The Triall ecosystem will provide specifications of data structures and open-source components where applicable, 

allowing all parties to interface with the Triall solutions. This means you can use open-source components, 

Blockchain as a Service (BaaS) solutions or create your own integrations and products for the Triall ecosystem. It 

is key to create an ecosystem that is inclusive, where all stakeholders are able to integrate and have a seamless 

experience. 

 

5.2 Network integration 

The Triall ecosystem comprises a network that enables near real-time and secure data sharing between third-

party eClinical providers. By using our specifications and tailor-made APIs, providers can connect their eClinical 

solutions to the ecosystem, using their own solutions or our underlying microservices and the Factom® Protocol. 

Connecting to the ecosystem enables these providers to authenticate their data using a blockchain and, 

moreover, creates the possibility to exchange data with other connected eClinical solutions in a secure 

environment. In this respect, Triall’s DID-enabled cryptographic access management and service discovery 

protocol allows eClinical providers to: (1) choose which data points they want to share, (2) authorize the eClinical 

solutions of other providers to read these data points, and (3) define how they can access this data (service 

discovery). This way of integrating different eClinical solutions is powerful, since decisions regarding authorization 

permissions and access lie with the corresponding provider instead of a centralized administrator. Hence, an 

eClinical provider can be rest assured that its data remains confidential and can only be read by those parties it 

authorized to do so. A CTMS provider, for example, could exchange data with another provider’s EDC or eTMF 

system, giving the CTMS a completer and more comprehensive overview of the clinical trial’s overall performance 

and process. In this scenario, both providers are free to negotiate terms for financial compensation as they see 

fit. Moreover, compensation can be automated in smart contracts using TRL. All data recorded on Factom® using 

the Triall APIs will be hashed (and metadata may be recorded or hashed) to preserve confidentiality in line with 

international quality standards and privacy regulations such as the European General Data Protection Regulation 

(GDPR) and U.S. Health Insurance Portability and Accountability Act (HIPAA). As such, the blockchain operates as 

a data governance layer that preserves data authenticity and enables stakeholders to stipulate access permissions 

in a decentralized manner, while sensitive and personal identifiable data remains in its original private repository.  

 

5.3 Microservices architecture 

The Triall ecosystem and its applications will function on a modular configuration of different underlying 

microservices (Kubernetes/Docker containers). These microservices each offer a specific functionality (e.g. 

blockchain registration) and are interchangeable and scalable on their own (e.g. you can remove/replace one 

container, while leaving the rest of the system intact). The ecosystem is therefore highly scalable by design and 

allows for easy and rapid expansion as usage increases. Depending on needs, eClinical providers connected to the 

ecosystem’s infrastructure can choose to leverage one or more microservices. This modular design enables a 

highly flexible value offering where microservices can be utilized under a subscription-based model and users will 

be charged in TRL. The microservices architecture allows for both on-premise and cloud-based offerings. 
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6. Governance 

6.1 Philosophy  

Triall envisions an inclusive digital environment that is accessible to all parties involved in clinical development. 

This vision is also embedded in our governance model as we strive to engage and empower stakeholders in key 

decisions regarding the development and strategy of the ecosystem. 

 

We believe in a transparent, accountable and equitable governance model in line with our vision 

and values. 

 

6.2 Governance model 

6.2.1 Triall Foundation  

Stichting Triall Foundation (‘Triall Foundation’ or ‘the foundation’) is the non-profit organization responsible for 

the development, governance and maintenance of the Triall ecosystem. Its Board of Directors (‘the board’) will 

be responsible for the strategic and general management of the foundation. The board’s composition will 

represent the appropriate expertise and subject-matter knowledge for the effective management of the 

foundation in compliance with quality standards and applicable regulatory requirements. The board will be 

transparent in its decision-making and will operate in the interests of Triall’s stakeholders and community. 

 

The foundation’s board will initially consist of 7 members, including an appointed chair (‘President’) selected from 

the group of our main partners. At the time of the Initial Token Offering (ITO), board seats will be filled by founding 

members, but these will gradually be replaced until at least 50% of the initial seats are filled by members coming 

forth out of the group of our main partners. Each 12 months, one seat will be open for (re)appointment, in which 

a board member may be replaced or re-elected based on his or her performance. The founding members expect 

that new external knowledge will be required as the blockchain space is moving rapidly. As the ecosystem grows 

in size, the number of seats will be re-evaluated by the board. With regard to decision-making, the board’s chair 

will be ‘primus inter pares’ (i.e., will have the deciding vote in the occurrence of an indecisive vote). 

6.2.2 Managing partner Clinblocks B.V. 

Clinblocks B.V. is a Dutch business entity that will operate as managing partner of the foundation during at least 

the first 3 years following ITO. This entity will provide continuity to the growth of the ecosystem by being fully 

engaged in organizational support to develop and operate the ecosystem. Financial compensation of Clinblocks 

B.V. will be in line with market prices and targets met and will be bound in the form of a master service agreement. 

The primary responsibilities of the Triall Foundation’s Board of Directors concern: 

► Decisions regarding the foundation’s strategy  

► Decisions regarding the foundation’s annual budget and use of proceeds 

► Decisions regarding the development of new applications and functionalities 

► Decisions regarding investments in incubator and charity schemes 

► Selecting new board members  

► Proposing voting topics  
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After the 3-year period, the foundation holds the right to extend the contract or choose another party as it sees 

fit. 

 

6.3 Community voting system 

The foundation will engage stakeholders in the decision-making process and governance of the ecosystem, by 

putting topics up for voting to the Triall community. Topics that will be up for voting will be major alterations to 

the ecosystem as well as the structure, compensation and annual evaluation of the relationships with its main 

partners. The Board may also decide to put other subjects up for voting if deemed necessary.  

 

6.4 Revenue streams 

The Triall Foundation aims to establish a range of business models to support long-term growth of the foundation 

and ecosystem. In this regard, the foundation holds the right to offer and outsource the services and activities 

listed below: 

 

► eClinical solutions: The Triall Foundation will continuously develop its own eClinical solutions that will 

be offered inside the ecosystem under a subscription-based model.  

► Product-related services: The foundation will offer product-related services such as support with 

integration, customization, training as well as general consultation on configuration, analysis and 

reporting. 

► API development and network integration services: The foundation will license out APIs that allow 

industry players to connect to Triall’s infrastructure and utilize specific microservices of the ecosystem. 

The foundation will also assist parties throughout the network integration process as a fee-for-service. 

► Advertising (partner selection and management platform): The foundation charges a premium for 

promoted content.  

► Technology auditing and consulting: The foundation will offer auditing and consultancy services, in 

order to support the development activities of innovators on the platform.   

► Incubator program: The foundation is co-developing applications and initiatives through its incubator 

program that supports eHealth and eClinical innovation. In return for funding and support, the 

foundation will obtain a stake in each of these projects. 

► Token management service: The foundation will offer to facilitate network transactions with TRL on 

behalf of its users. This allows users to pay the foundation in fiat currency, while the foundation pays for 

their transactions in cryptocurrency. 

 

6.5 Non-profit nature 

Despite impressive achievements in many areas of medicine, countless serious diseases and conditions remain to 

be addressed. Especially in the case of diseases with either extremely small or extremely poor patient populations, 

treatment options are limited due to lacking private economic incentives to invest in their development. To 

address these unmet medical needs, alternative funding strategies are needed to facilitate medical innovation. 

While there are philanthropic schemes, subsidies, and grants, the current funding landscape for promising 

medical solutions remains scarce and the competition for obtaining funds is fierce. As a non-profit entity, the Triall 

Foundation will give back to the medical and clinical research community by investing parts of its (sustainable) 

operating income into incubator and charity schemes, supporting research and innovation towards meeting 

unmet medical needs.  
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7. Initial Token Offering 

The Triall Foundation will distribute 42,5% of the TRL tokens to the community for early access and use of the 

ecosystem through its Initial Token Offering (ITO). TRL tokens are created using the Factom Asset Token Protocol 

and are available for anyone meeting our legal requirements. Please note that the content of this chapter is 

currently under revision, and will be updated in v2 of the Triall whitepaper. 

 

7.1 ITO structuring 

► The total token supply will be fixed at 1.8 billion TRL. A total of 765 million TRL (42.5%) will be distributed 

to the community in the ITO. Any unsold tokens will be burned.  

► The value of 1 TRL will be € 0.02 at the time of ITO, totaling a hard cap of € 15.3 million. 

► The minimum funding goal is set at € 1 million. If our minimal funding goal is not reached, all participants 

will have their contribution returned.  

► Accounting for the impact of uncertain external market factors on the amount of funding obtained, we 

have identified the following scenarios: 

 

7.2 Overall token distribution 

 

 

 

 

 

 

 

 

 
 

1. Soft Cap (€ 1M): Focus on expansion and commercialization of eTMF and the development of APIs for 

third-party eClinical providers. Concentrate marketing and sales on existing network and regional clinical 

trial consortia. The eTMF and APIs will open up the way for other Triall solutions to be developed with 

the support of future revenues or financing. 

2. Milestone 1 (€ 3M): Extend value offering with candidate version of the Integrated Trial Management 

Dashboard. Built new sales channels in EU region and put additional emphasis on the onboarding of 

eClinical providers. 

3. Milestone 2 (€ 8M): Develop and release Partner Selection & Management Platform and one incubator 

program application. Extend marketing and sales to US region. Use revenues to support long-term 

development and growth of the ecosystem. 

4. Hard Cap (€ 15.3M): Full-scale development and release of the Triall ecosystem as envisioned and 

portrayed in this whitepaper, supported by a global marketing and sales campaign.  
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7.3 Vesting schedule and lock-up 

To promote accountability of the founding team and investors, and to drive sustainable growth of the ecosystem 

and token value, Triall adopts a vesting schedule that make team rewards and incentives dependent on the 

success of the ecosystem. We differentiate two vesting schedules: 

 

Founding Team & Advisors:  1-year lock-up, then 20% every 6 months (100% vesting at 36 months post ITO) 

Early investors: 6-month lock-up, then 33% every 6 months (100% vesting at 18 months post ITO) 

 

7.4 Accepted currencies 

The Triall Foundation intends to offer its tokens to a wide audience to ensure a fair initial distribution. The 

following currencies will therefore be accepted at the time of the ITO: 

 

► Fiat (EUR, USD, GBP, RMB, JPY, etc.) 

► FCT (Factom) 

► BTC (Bitcoin) 

► ETH (Ethereum) 

 

7.5 Compliance with financial authorities  

All token buyers will have to go through a whitelisting procedure, compliant with Know Your Customer (KYC) and 

Anti-Money Laundering (AML) laws. For our token sale event, we plan to only offer TRL tokens to those who (1) 

are authorized and have full power to purchase TRL tokens according to the laws that apply in their jurisdiction 

of dominance, (2) are compliant with local, state and national laws and regulations when purchasing, selling 

and/or using TRL tokens, and (3) have a nationality and live/have their seat in a jurisdiction that allows the Triall 

Foundation to sell tokens through a crowd sale without requiring any local authorization. 

 

7.6 Use of ITO proceeds 

  

 R&D 

 Operations 

 Sales & Marketing 

 Business Development 

 Legal & Compliance 
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8. Roadmap  
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9. Partners 

9.1 Sphereon 

Document processing and blockchain specialist | https://sphereon.com 

Sphereon is an organization specialized in integrating enterprise content management systems and business 

processes with blockchain. Sphereon offers generic APIs for logging document metadata on the blockchain to 

ensure proof the authenticity and existence of these documents. In addition, they have built blockchain-powered 

digital signature APIs that support any type of digital data object and APIs that utilize AI to analyze or classify data 

objects, photos and documents. They have specialist developers in both blockchain technology, Artificial 

Intelligence and Document management and have done 30+ blockchain projects for public and private 

contractors. Sphereon will assist Triall in developing our MVP (see section 3) and by providing technical expertise 

on blockchain technology and API integration. Furthermore, Sphereon’s CTO, Niels Klomp, will function as CTO of 

Triall.  

 

 

9.2 CR2O 

Clinical development specialist | https://cr2o.nl 

CR2O has built extensive experience managing and implementing phase I-IV clinical trials in over 30 countries and 

accumulated expertise through 400+ studies over the last decade. Their therapeutic focus is vaccines, oncology, 

cancer immunotherapy, immunology, and autoimmune disorders. Through their network with several leading 

clinics and research centers in Europe they gain access to world-class scientific expertise and subject populations. 

CR2O’s  unique combination of scientific expertise, operational efficiency and access to subjects makes them an 

attractive partner for pharma, biotech and public organizations. They will provide the Triall Foundation with 

industry knowledge on all matters related to clinical research. 

 

 

9.3 NeLL  

eHealth application institute | https://nell.eu 

The National eHealth Living Lab is an organization founded by the Leiden University Medical Center (LUMC) that 

develops eHealth applications in close collaboration with international stakeholders in healthcare and technology. 

Examples of applications for monitoring and promoting health are apps, sensors, wearables, robots and video 

communication tools. These applications are tested by a panel of health care users, care providers, researchers, 

students and IT professionals. Ultimately, NeLL aims to create eHealth applications that are fully tailored to the 

end-user. The Triall Foundation and NeLL will co-develop applications on the patient and care provider level that 

aim to optimize engagement and streamline trial activities under our current and upcoming incubator programs. 

  

 

  

https://sphereon.com/
https://cr2o.nl/
https://nell.eu/
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9.4 Nyenrode Business University 

Healthcare consumer research |https://nyenrode.nl/en/home 

Nyenrode Business University is a business-oriented private university in the Netherlands, founded in 1946. They 

offer intensive academic education, short-term and longer-term programs in the fields of business, management, 

accountancy, controlling, and fiscal law and also undertake scientific research in these areas. Nyenrode hosts a 

chair focused on optimizing health care decision-making, which is led by Prof. Sjaak Bloem. The chair aims to 

contribute to a better understanding of the subjective experiences of patients, thus allowing these patient-related 

variables, in addition to biomedical parameters and health-economic variables, to be incorporated in health care 

decision-making. Under our incubator program, the Triall Foundation will be co-developing a patient recruitment 

and retention application in a joint effort with Nyenrode and Link2Trials.  

 

 

9.5 Link2Trials  

Clinical trial patient recruitment and retention specialist | https://link2trials.com/clinical-trials/ 

Link2Trials is a full-service clinical trial recruitment organization that has profound knowledge on patient 

recruitment and retention. Link2Trials is operationalizing a novel methodology known as the Subjective 

Experienced Health Methodology (SEHM), developed at the Nyenrode Business University by Prof. Sjaak Bloem. 

The purpose of SEHM is to better align medical products or services to the actual needs and wants of the individual 

patient. This approach has already been successfully put in practice for oncology, hematology, diabetes, infectious 

diseases and pulmonary diseases. The patient recruitment and retention application to be offered in the Triall 

ecosystem will harness the SEHM approach.  

 

 

9.6 FFUND 

Life Sciences business strategy specialist | https://ffund.nl 

FFUND is a full-service consultancy firm with specialized products and services for innovative players in the Life 

Sciences & Health industries. Their experienced Life Sciences business experts and on-top-of-the field innovation 

specialists provide strategic advice and hands-on business development support to innovators across all stages of 

the innovation value chain. FFUND operates at the heart of a vast network of Life Sciences organizations, ranging 

from top-tier academic medical institutions, to innovative biotech companies, health funds, and established 

industry players. Its aim is to connect and function as a spider in the web, identifying and seizing opportunities 

for synergies for their clients and partners. 

 

 

9.7 Herakles Life Sciences Group 

Recruitment and staffing specialist | https://heraklespharma.nl/en/ 

Herakles Pharma Staffing, a subsidiary of Herakles Life Sciences Group, is an experienced and established service 

provider whose core activity is the placement of personnel within clinical, medical, sales, marketing and R&D 

positions within the pharmaceutical industry, CRO and biotech sector. They will support Clinblocks B.V. in scaling 

up the project team through recruiting professionals in clinical trial management.  

 

 

https://nyenrode.nl/en/home
https://link2trials.com/clinical-trials/
https://heraklespharma.nl/en/
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9.8 Future partners 

Triall is on an ongoing quest of attracting new partners, advisors and users. Currently, we are in conversations 

with eClinical solution providers, pharmaceutical companies and clinical trial initiatives, but the collaborations are 

too premature at this point to list them as partners.  
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10. Team 

The team behind Triall unites profound knowledge of the clinical research landscape with in-depth understanding 

of the promises offered by blockchain technology. Combined, it has managed over 400 phase 1-4 clinical trials in 

over 30 countries and published over 250 peer-reviewed papers on pharmaceutical innovation, including articles 

in top-tier academic journals such as Nature and Science. The team has experienced the challenges of managing 

pharmaceutical companies through all different stages of growth and innovation, and can draw on a strong 

combination of academic, entrepreneurial, and industrial experience in the target market. 

 

 

10.1 Short biographies 

  Hadil majored in analytical chemistry at the VU University Amsterdam, the 

Netherlands. He has a background of 19 years in clinical development and 

assumed several roles within the pharmaceutical and clinical contract 

research industries. Hadil has acquired extensive experience managing 

international clinical trials (phase I-IV) within a wide range of therapeutic 

areas. He became an entrepreneur in 2006 and has since combined several 

functions that are all related to business development and innovation in the 

pharmaceutical and clinical domain. Hadil co-founded several service-

driven pharmaceutical companies, including the contract research service 

providers Herakles Life Sciences Group in 2007 and CR2O in 2008, acting as 

executive managing director and CEO to date, respectively. All his 

entrepreneurial initiatives are geared towards making innovative 

treatments accessible to those in need. 

 

Hadil Es-Sbai 

President | Executive Director 

hadil.es-sbai@triall.io 

hadilessbai 

Niels is the CTO of Sphereon and a third-party representative of the Factom® 

community / guide of the Factom® Protocol. In this capacity, he is 

responsible for guiding the Factom® blockchain platform to full 

decentralization together with four worldwide colleagues. Niels is a serial 

entrepreneur with over fifteen years’ experience in various CTO roles. As 

CTO of Sphereon, he led the development of a completely new cloud-based 

Content Services API Platform. Niels has over twenty years of experience 

with GNU/Linux system administration, including High Availability, 

Clustering and (enterprise) software. Furthermore, his expertise/experience 

includes: Cloud and microservices architectures, including for healthcare 

(Spring boot, Docker, Kubernetes, WSO2, Azure, Netflix, Fabric8); 

Continuous integration, delivery and release management; Blockchain 

development (Factom, Ethereum, BigchainDB, Multichain); BPMN processes 

and development (Activiti, JBPM, Camunda); Enterprise integration 

(Multiple ESB’s, Camel, OpenAPI, Webservices (REST/SOAP), messaging, 

transformations); DMS integrations (Alfresco, SharePoint 2007-2016 & 

Online, CMIS); Databases (Relational, NoSQL – document, NoSQL – graphs). 

As one of the former moderators of the largest Dutch tech community 

(Tweakers.net), Niels has extensive experience in online communities and 

their dynamics. 

 

niels.klomp@triall.io 

niels-klomp 

nklomp 

Niels Klomp 

Director of Technology 

 

https://linkedin.com/in/hadilessbai
mailto:hadil.es-sbai@triall.io
https://github.com/nklomp
https://linkedin.com/in/niels-klomp
mailto:hadil.es-sbai@triall.io


© 2019 Triall Foundation. All rights reserved.   Page 35 of 46 

 

 

 

 

 

 

 

 

 

 

 

 

  

Linda is an academic entrepreneur working on the interface of science and 

business and holding a cum laude PhD in science commercialization. Her 

main areas of expertise are innovation and entrepreneurship in the Life 

Sciences industries. She co-founded her first consultancy company in 2009, 

which has now successfully grown to 32 employees, and has been an 

entrepreneur ever since. She has developed strategic business plans and 

synthesized both early- and late-stage investment propositions for various 

profit and non-profit organizations. She combines a background in Life 

Sciences with experience as entrepreneur and business developer. 

 

 

Linda van de Burgwal, PhD 

Treasurer | Director of Finance 

 

linda.vandeburgwal@triall.io 

lindavandeburgwal 

Rob is a corporate lawyer and deal-maker with extensive experience in 

drafting, negotiating and managing contracts in the pharmaceutical and 

health care industries. He headed the legal department of Erasmus 

University Medical Center (ErasmusMC) in Rotterdam, was legal counsel 

with Royal Nedlloyd Group and the Erasmus University of Rotterdam, and 

held several management and advisory functions within the Erasmus 

University and ErasmusMC. Rob majored in private and corporate law at the 

Erasmus University of Rotterdam, the Netherlands. 

 
Rob Posthumus 

Secretary | General Counsel 

 
rob.posthumus@triall.io 

robposthumus 

Mark holds degrees in Biomedical Sciences, Health Technology Assessment 

and in Management & Entrepreneurship within the Life Sciences. As a PhD 

candidate, he analyzes the dynamics of intangible resources and 

intellectual property (IP) rights in Life Sciences industries. Mobilizing these 

hidden company assets for technological innovation and stakeholder value 

creation is at the center of his research. For the past two years, Mark has 

been involved in research into the applicability of blockchain technology for 

managing intangibles and IP assets. Prior, he investigated science-based 

product and service innovation in neurosciences, vaccines, and microbiota. 

Besides his research, Mark works as a management consultant, assisting 

biomedical innovators in mapping the optimal route for company growth 

and staying on track for innovative success. Mark is a passionate (self-

taught) graphic designer, and outside his work and studies has been involved 

in web-, graphic and UX design projects for over twelve years. 

 

mark.vanderwaal@triall.io 

mbvanderwaal 

Mark van der Waal 

Director of Research & Innovation 

 

https://linkedin.com/in/lindavandeburgwal
mailto:linda.vandeburgwal@triall.io
https://linkedin.com/in/robposthumus
mailto:rob.posthumus@triall.io
https://linkedin.com/in/mbvanderwaal
mailto:mark.vanderwaal@triall.io
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joost.flach@triall.io 

joost-flach 

Joost is a project manager and clinical research scientist at CR2O, where he 

develops and consults on clinical trials for industry and academia. He has a 

background in neuropharmacology and business management, and through 

his career and PhD research he has built experience in clinical operations, 

medical writing and microbiota R&D. As director of clinical affairs, Joost sets 

out to advance medical innovation by bringing the promises of distributed 

ledgers to end-users within the clinical research community. 

 

Joost Flach 

Director of Clinical Affairs 

 

Raymond has a background in Biomedical Sciences and in Management & 

Entrepreneurship within the Life Sciences. He conducts PhD research into 

the application of novel technologies and marketing insights in medical 

R&D to help deliver the next generation of innovative drugs to society. Over 

the past 2 years, Raymond has built experience as a consultant and clinical 

researcher, and has been involved in designing blockchain solutions for 

clinical operations and data management. Prior, he spent time in Australia 

investigating the influence of market orientation on the commercialization 

of medicinal products by pharmaceutical companies in the APAC region. 

 
Raymond van der Waal 

Director of Marketing 

 

ray.vanderwaal@triall.io 

raymond-van-der-waal 

Eric is ‘40% academic and 60% sequential entrepreneur’. Since 1994, he was 

a full professor of Immunology and then full professor of Knowledge 

Valorization in the Life Sciences for 21 years at Erasmus University Medical 

Center. In addition, he was a visiting professor of Immunology at Institut 

Pasteur (Paris) from 1992 to 2010, and was appointed full professor of 

Business Management and Entrepreneurship in Life Sciences on behalf of 

the Dutch Ministry of Economic Affairs at VU University Amsterdam—a chair 

that he still holds, teaching Business Management, Entrepreneurship, 

Clinical Trials, and Strategic Financing. He also was the winner of the Dutch 

1 Million Euro ‘NGI Valorization Award for Excellent Deal-making with 

Industry’. Eric has co-founded more than 20 Life Sciences companies and 

acts as Chairman of the Supervisory Board to several others, including 

Christian Hansen A/S (Denmark), Forbion Life Science Venture Capital (the 

former pharmaceutical venture capital arm of ABN AMRO Bank), Viroclinics 

BioSciences, AM-Pharma, and of the PAB of Pfizer Consumer Health (USA). 

Among various memberships of committees, he is an elected member of the 

Netherlands Academy of Technology and Innovation, was a member of the 

Dutch Health Council to the government from 1992-2013, and was elected 

Chairman (level 1 CTS clearance) of NATO PG32 on Handheld detection of 

Biological Weapons. 

 

Prof. Eric Claassen, PhD 

VU Amsterdam 

Advisor Strategy 

vu.nl 

profdrericclaassen 

https://linkedin.com/in/joost-flach
mailto:joost.flach@triall.io
https://linkedin.com/in/raymond-van-der-waal
mailto:joost.flach@triall.io
https://linkedin.com/in/profdrericclaassen
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Niels is full professor of Primary Care Medicine and strategic chair of 

eHealth Applications in Disease Management at Leiden University Medical 

Center (LUMC). He is also visiting professor at the Respiratory Research 

Institute of Fudan University, Shanghai, China. Niels is the founder of the 

National eHealth Living Lab (NeLL), a patient-centered multidisciplinary 

Open Science institute to scale up eHealth initiatives in an evidence-based 

manner, using innovative eHealth methodology and stimulating public-

private partnerships. He has published over 190 peer-reviewed articles on 

topics like eHealth & mHealth, treatment adherence, rehabilitation, asthma, 

COPD, smoking cessation, self-management and disease management 

programs, has been a member of over 60 different committees and raised 

over € 30 million in funding over the past 15 years. 

lumc.nl 

nell.eu 

nielschavannes 

Prof. Niels Chavannes, MD, PhD 

LUMC | NeLL 

Advisor Innovation 

 

Sjaak is professor at the Center for Supply Chain Management and 

Marketing, Nyenrode Business University (chair: Healthcare Consumers & 

Experienced Health). He is an international expert in health consumer 

behavior, methodology and health innovations. From 2000 on, Sjaak has 

worked at Janssen Benelux (pharmaceutical company of Johnson & 

Johnson) in several jobs and functions (from manager market research to 

associate director strategic research and innovation; from local to Benelux 

to EMEA-related jobs). Sjaak was member (secretary, lead communication) 

of the board of the Pension Fund of Johnson & Johnson The Netherlands 

(2002-2015) and, from 2013 onwards, he has been a member of the 

Advisory Board of the ‘Academy for Communication and User Experience’ 

(Avans Hogeschool, Breda) and a consultant of the quality institute for 

Achmea Zorgverzekeringen (dementia, mantle and the elderly, the 

disabled). He was a jury member of the International Health Battle and 

member of the program IAB4 from 2012 to 2014 

Prof. Sjaak Bloem, PhD 

Nyenrode | Janssen 

Advisor Innovation 

nyenrode.nl 

janssen.com 

sjaak-bloem-4252444a 

https://linkedin.com/in/profdrericclaassen
https://linkedin.com/in/sjaak-bloem-4252444a
https://janssen.com/
https://www.nyenrode.nl/en/faculty-and-research/people/p/sjaak-bloem
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Moses Ma is a partner at FutureLab Consulting, a strategic consulting firm 

that also runs a boutique high-tech venture accelerator in San Francisco, 

with startups in enterprise software, digital media and other technologies. 

Featured in Time Magazine, the New York Times and other publications, his 

professional life has spanned academia, science, technology, philosophy and 

business. He has been involved in the forefront of many technologies: as a 

games designer he created SpectreVR, which invented the category of 

networked games; he co-developed the first specification for universal 

identity on the Internet together with IBM; he invented the concept of 

eMarkets and helped to establish the foundational guidelines for the 

semantic Web, and worked at the following think tanks: CommerceNet, the 

Idea Factory, and Nokia Innovent. 

Moses Ma 

FutureLab Consulting 

Advisor Business Development 

 

futurelabconsulting.com 

mosesma 

Sina has over 25 years of experience in drug and clinical development in 

various companies and academia. He currently is the Head of Integrated 

Clinical and Operational Analytics in Enabling Business and Information 

Solutions at Janssen (pharmaceutical company of Johnson & Johnson). In 

this role, Sina is responsible for implementing a data-driven approach for 

qualitative analysis of quantitative data using advanced analytical 

techniques. Previously he was Head of Risk management – Central 

Monitoring, where he was responsible for implementing Analytical Risk-

Based Monitoring within Janssen’s global clinical development operations, 

amongst other positions. Prior to joining Janssen in 2015, he has held several 

positions in regulatory affairs and clinical QA departments at Wyeth and 

Aventis Pharmaceuticals.  

Sina Djali 

Janssen 

Advisor Data Analytics 

janssen.com 

sina-djali-854bb99 

Po Chi is adjunct professor at the School of Business & Management at the 

Hong Kong University of Science and Technology, and advisor at UC 

Berkeley’s incubator hub. He is a former venture capitalist and entrepreneur 

in Silicon Valley and Asia and has more than 30 years of experience in 

innovation and entrepreneurship. Previously, he was Co-founder and 

Managing Director of DragonBridge Capital, an investment advisory firm 

that focused on early-stage technology-focused companies in China, and 

was also co-founder and President of Allegro Capital in Silicon Valley. Po Chi 

has a Ph.D. in Molecular Biology from Princeton University as well as 

degrees in Mathematics and Music from the University of California at 

Berkeley.  

 

Po Chi Wu, PhD 

HKUST | UC Berkeley 

Advisor Strategy 

 

ust.hk  

pochiwu 

https://linkedin.com/in/profdrericclaassen
https://linkedin.com/in/carijacobsblom
https://linkedin.com/in/carijacobsblom
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Maarten has been active as an entrepreneur since 1997, after working in the 

global software industry since 1983. He was the Managing Director of Orbit 

Software Benelux (1989-1993) and then International Sales & Marketing 

Manager for Orbit Software, in which capacity he was responsible for all 

business development and marketing outside the US. He founded the 

Benelux operations of Magellan Software, for which he created key alliances 

with major partners such as PwC, Xerox, Dicom, KPMG, IBM, HP, Accenture, 

and KPN. The company now is a key player in the market of Java and XML-

based Web Content Management, Portal Management Document 

Management and Workflow. He is the owner, founder and CEO of Sphereon, 

focusing on product development, business development, and strategy for 

their API-driven platform for document processing and blockchain. 

Sphereon combines a solid enterprise-grade microservices architecture (e.g. 

Docker, Kubernetes) with leading-edge AI, Blockchain and NLP technologies. 

Maarten is an invited speaker on blockchain solutions for governmental 

organizations. 

Maarten Boender 

Sphereon 

Advisor Development 

sphereon.com 

maarten-boender 

Danielle currently is Head of Quality Assurance at Galera Therapeutics 

where she ensures quality and compliance across the company. She has 

over 20 years of experience in clinical research and has extensive knowledge 

of SOP management, GxP inspection readiness, computer system 

validation, and quality compliance.  Danielle started her career conducting 

clinical trials at the University of Pennsylvania, while also being a member of 

the university’s Institutional Review Board. Danielle subsequently worked in 

the industry as a monitor in trial management and began focusing her career 

on quality and compliance while working at Johnson & Johnson in the 

Quality and Compliance Department. She went on to create the North 

American Clinical Quality Department for Actelion Clinical Research where 

she provided quality and compliance guidance for global clinical trials 

followed by BTG International Inc. where she built Global Clinical Quality. 

She later became the General Manager at InClinica CRO where she oversaw 

its global clinical operations.  

 

Danielle Bradbury 

Galera Therapeutics 

Advisor Quality & Compliance 

galeratx.com 

bradburydanielle 

Cari is an all-round clinical operations and quality management specialist, 

with 25+ years in pharmaceutical R&D and clinical trial quality 

management. She brings extensive operational-, support- and managerial 

experience in clinical trials (phase I-IV) with her previous roles as a CRA, 

Trainer, Business Process Manager and 10+ years as a Manager of different 

Clinical operations departments. The most important theme and common 

denominator has and will always be process improvement and quality 

management. Cari is compliance expert in FDA, EMA, and GCP laws and 

regulations. The training, development and coaching of people on this 

theme is her passion.  

 

Cari Jacobs-Blom, MSc 

CR2O 

Advisor Quality & Compliance 

 

cr2o.nl 

carijacobsblom 

https://linkedin.com/in/carijacobsblom
https://linkedin.com/in/carijacobsblom
https://linkedin.com/in/carijacobsblom
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Nick has a background in Biopharmaceutical Sciences (University of Leiden, 

MSc) and currently is Head Clinical Operations at CR2O, a Dutch full-service 

Contract Research Organization for clinical trial operations. He oversees 

several large international clinical trials funded by CEPI and Horizon 2020. 

Through various previous roles in the clinical trial industry, Nick gained 

experience in clinical operations within a variety of therapeutic areas, 

including oncology, auto-immune diseases, and gene therapy. 

 

Nick van den Bulk 

CR2O 

Advisor Clinical Operations 

 

cr2o.nl 

nick-van-den-bulk-5bb3238 

Rob has a background in Chemistry (University of Leiden, MSc) and currently 

is director of business development and recruitment at Herakles Pharma 

Staffing. Rob has over 15 years of experience in clinical research within the 

pharmaceutical and contract research services industry. In 2010 he changed 

his career path to providing staffing solutions for Life Sciences companies 

and CRO’s.  

Rob Helmich 

Herakles Life Sciences Group 

Advisor Business Development 

 

heraklespharma.nl 

robhelmich 

Allan is the owner of TrialDocs, a clinical trials services company, based in 

Melbourne Australia. Allan is also co-owner of SiteDocs Portal, a product 

that has empowered sites to better collaborate with their CRO and sponsor 

partners. Allan has held various CRO, sponsor, and private company roles in 

the broader biopharmaceutical industry since 1997 across Europe and the 

APAC regions, including Sales, various leadership roles in clinical operations, 

and the launch and implementation of eClinical solutions.  Allan’s clinical 

operations experience has helped him in the endeavor to improve 

cooperation between sites and industry, understanding that if the work 

effort can be simplified for sites, the whole ecosystem benefits.   
Allan Bukuya 

TrialDocs 

Advisor Clinical Operations 

 

trialdocs.com.au 

allanbukuya 

https://linkedin.com/in/profdrericclaassen
https://linkedin.com/in/profdrericclaassen
https://linkedin.com/in/carijacobsblom
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11. Legal Disclaimer and Disclosures 

This document (‘whitepaper’) is for information purposes only and may be subject to change. We cannot 

guarantee the accuracy of the statements made or conclusions reached in this whitepaper and we expressly 

disclaim all representations and warranties (whether express or implied by statute or otherwise) whatsoever, 

including but not limited to: 

► any representations or warranties relating to merchantability, fitness for a particular purpose, suitability, 

wage, title or non-infringement; 

► that the contents of this document are accurate and free from any errors; and 

► that such contents do not infringe any third-party rights. 

We shall have no liability for damages of any kind arising out of the use, reference to or reliance on the contents 

of this whitepaper, even if advised of the possibility of damages arising. 

 

This whitepaper shall not and cannot be considered as an invitation to enter into an investment. It does not 

constitute or relate in any way nor should be considered as an offering of securities in any jurisdiction. The 

whitepaper does not include nor contain any information or indication that might be considered as a 

recommendation or that might be used to base any investment decision on. This whitepaper does not constitute 

an offer or an invitation to sell shares, securities or rights belonging to Triall Foundation or any related or 

associated company. The TRL is just a utility token that can be used only in the Triall ecosystem and is not intended 

to be used as an investment. 

 

No regulatory authority has examined or approved any of the information set out in this whitepaper. No such 

action has or will be taken under the laws, regulatory requirements or rules of any jurisdiction. The publication, 

distribution or dissemination of this whitepaper does not imply that applicable laws or regulatory requirements 

have been complied with. 

 

This document is intended for people who have experience purchasing blockchain tokens. If you have not 

regularly participated in prior token sales, nor fully understand risks associated with it, we strongly advise against 

participating in the TRL sale. Each participant fully accepts any risks associated in the process of the token sales, 

distribution and accepts that no guarantees will be made for the tradability of the token, nor protection against 

the exposure of volatility which may occur, resulting in a large difference in the value between the purchase date 

and the date TRL are tradable. By participating in the Triall ecosystem and by acquiring TRL you acknowledge that 

the primary function of the TRL is enabling the Triall ecosystem, and not being a value storage asset. Also, you 

accept that blockchain tokens inherently come with great risks, such as loss of value, theft, hacking or other 

complete loss of tokens, loss of usability and security and other weaknesses in Triall or third-party software. Please 

be aware that it is your own responsibility to adequately hold, store and trade the TRL tokens, for instance by 

choosing a compatible wallet. If you do not fully understand these risks and obligations, we encourage you to get 

informed or obtain relevant counsel or to abstain from any involvement. 
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Glossary 

Key sources 

ACRC: Alberta Clinical Research Consortium 

CDISC:  Clinical Data Interchange Standards Consortium 

ICH:  International Council on Harmonization 

W3C: World Wide Web Consortium 

 

Application Programming 

Interface (API) 

 

A set of protocols, routines, functions and/or commands that programmers use 

to develop software or facilitate interaction between distinct systems. APIs are 

available for both desktop and mobile use, and are typically useful for 

programming GUI (graphic user interface) components, as well as allowing a 

software program to request and accommodate services from another program.  

[Techopedia] 

 

Audit  A systematic and independent examination of trial-related activities and 

documents to determine whether the evaluated trial-related activities were 

conducted, and the data were recorded, analyzed, and accurately reported 

according to the protocol, sponsor's Standard Operating Procedures (SOPs), Good 

Clinical Practice (GCP), and the applicable regulatory requirement(s). [ICH] 

 

Clinical trial A research investigation involving human subjects that is designed to answer 

specific questions about the safety and efficacy of a biomedical intervention 

(drug, treatment, device) or new ways of using a known drug, treatment, or 

device). The terms clinical trial and clinical study are synonymous. [CDISC] 

 

Clinical Trial Agreement 

(CTA) 

A written, signed, and dated agreement between two or more involved parties 

that sets out any arrangements on delegation and distribution of tasks and 

obligations and, if appropriate, on financial matters. The protocol may serve as 

the basis of a contract. 

 

Clinical Trial Management 

System (CTMS) 

A software system used to manage clinical trials in clinical health research. The 

system maintains and manages planning, performing and reporting functions 

along with contact information, tracking deadlines and milestones. [ACRC] 

 

Competent Authority 

(CA) 

 

The regulatory body charged with monitoring compliance with the 

national statutes and regulations of European Member States. [CDISC] 

Compliance (in 

relation to trials) 

 

Adherence to trial-related requirements, Good Clinical Practice (GCP) 

requirements, and the applicable regulatory requirements. [ICH] 

Contract research organization 

(CRO) 

A person or an organization (commercial, academic, or other) contracted by the 

sponsor to perform one or more of a sponsor's trial-related duties and functions. 

[CDISC] 

In alphabetical order. 
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Decentralized Identifier  

(DID) 

A Decentralized Identifier (DID) is a new type of identifier that is globally unique, 

resolvable with high availability, and cryptographically verifiable. DIDs are 

typically associated with cryptographic material, such as public keys, and service 

endpoints, for establishing secure communication channels. [W3C] 

 

Declaration of Helsinki A set of recommendations or basic principles that guide medical doctors in the 

conduct of biomedical research involving human subjects. It was originally 

adopted by the 18th World Medical assembly (Helsinki, Finland, 1964) and 

recently revised (64th WMA General Assembly, Fortaleza, Brazil, October 2013). 

[CDISC] 

 

Documentation All records, in any form (including, but not limited to, written, electronic, 

magnetic, and optical records, and scans, x-rays, and electrocardiograms) that 

describe or record the methods, conduct, and/or results of a trial, the factors 

affecting a trial, and the actions taken. [ICH] 

 

Electronic data capture  

(EDC) 

The process of collecting clinical trial data into a permanent electronic form. 

Note: Permanent in the context of these definitions implies that any changes 

made to the electronic data are recorded with an audit trail. EDC usually denotes 

manual entry of CRF data by transcription from source documents. The 

transcription is typically done by personnel at trial sites. [CDISC] 

 

European Medicines Agency 

(EMA) 

The regulatory agency responsible for conducting the assessment of a human 

medicine for which an EU-wide marketing authorization is sought. As part of the 

evaluation, the EMA reviews the clinical-trial data included in the application. 

Assessments are based on purely scientific criteria and determine whether or not 

the medicines concerned meet the necessary quality, safety and efficacy 

requirements in accordance with EU legislation, particularly Directive 

2001/83/EC. [EMA] 

 

Essential documents Documents that individually and collectively permit evaluation of the conduct of 

a study and the quality of the data produced. [ICH] 

 

Food and Drug Administration 

(FDA) 

The United States (US) regulatory agency responsible for protecting public health 

by assuring the safety, efficacy, and security of human and veterinary drugs, 

biological products, medical devices, food supply, cosmetics, and products that 

emit radiation. If a drug developer has evidence from its early tests and preclinical 

and clinical research that a drug is safe and effective for its intended use, the 

company can file an application to market the drug in the US. The FDA review 

team thoroughly examines all submitted data on the drug and makes a decision 

to approve or not to approve it. [FDA] 

 

Good Clinical Practice  

(GCP) 

A standard for the design, conduct, performance, monitoring, auditing, recording, 

analyses, and reporting of clinical trials that provides assurance that the data and 

reported results are credible and accurate and that the rights, integrity, and 

confidentiality of trial subjects are protected. [ICH] 
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Intelligent character recognition 

(ICR) 

 

A computer-based interpretation of handwritten or printed characters so that 

they can be transcribed into a standardized format that can be recognized and 

understood by a computer. [Techopedia] 

 

Independent Ethics Committee 

(IEC) 

An independent body (a review board or a committee, institutional, regional, 

national, or supranational) constituted of medical/scientific professionals and 

non-scientific members, whose responsibility it is to ensure the protection of the 

rights, safety, and well-being of human subjects involved in a trial and to provide 

public assurance of that protection by, among other things, reviewing and 

approving/providing favorable opinion on the trial protocol, the suitability of the 

investigator(s), facilities, and the methods and material to be used in obtaining 

and documenting informed consent of the trial subjects. [ICH]  

 

Informed consent A process by which a subject voluntarily confirms his or her willingness to 

participate in a particular trial, after having been informed of all aspects of the 

trial that are relevant to the subject's decision to participate. Informed consent is 

documented by means of a written, signed and dated informed consent form. 

[ICH] 

Inspection A systematic and independent examination of trial-related activities and 

documents to determine whether the evaluated trial-related activities were 

conducted, and the data were recorded, analyzed, and accurately reported 

according to the protocol, sponsor's standard operating procedures (SOPs), good 

clinical practice (GCP), and the applicable regulatory requirement(s). [ICH] 

 

Investigational product A pharmaceutical form of an active ingredient or placebo being tested or used as 

a reference in a clinical trial, including a product with a marketing authorization 

when used or assembled (formulated or packaged) in a way different from the 

approved form, or when used for an unapproved indication, or when used to gain 

further information about an approved use. [ICH] 

 

Investigator A person responsible for the conduct of the clinical trial at a trial site. If a trial is 

conducted by a team of individuals at a trial site, the investigator is the 

responsible leader of the team and may be called the principal investigator. [ICH] 

 

Monitoring The act of overseeing the progress of a clinical trial and of ensuring that it is 

conducted, recorded, and reported in accordance with the protocol, standard 

operating procedures (SOPs), good clinical practice (GCP), and the applicable 

regulatory requirement(s). [ICH] 

 

Near Field Communication 

(NFC) 

A wireless technology that allows a device to collect and interpret data from 

another closely located NFC device or tag. [Techopedia] 

 

Nuremberg Code Code of ethics, set forth in 1947, for conducting human medical research. [CDISC] 

 

Optical character  

recognition (OCR) 

 

The technology or process of reading and converting typed, printed or 

handwritten characters into machine-encoded text or something that the 

computer can manipulate. The document is either scanned or a picture is taken 

and it is up to the program to recognize the characters and give an output in the 

form of a text document. [Techopedia] 
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Placebo A pharmaceutical preparation that contains no active agent. In blinded studies, it 

is generally made with the same outward physical appearance as the active 

product. [ACRC] 

 

Protocol (in 

relation to trials) 

 

A document that describes the objective(s), design, methodology, statistical 

considerations, and organization of a trial. The protocol usually also gives the 

background and rationale for the trial, but these could be provided in other 

protocol referenced documents. [ICH] 

 

Protocol amendment A written description of a change(s) to or formal clarification of a protocol. [ICH] 

 

Protocol deviation An incident involving non-compliance with the protocol that may or may not have 

a significant effect on the patient’s rights, safety or welfare, or on the integrity of 

the data. NOTE: Good clinical practice recommends that deviations be 

summarized by site and by category as part of the report of study results so that 

the possible importance of the deviations to the findings of the study can be 

assessed. (See related “Protocol violation”) [CDISC] 

 

Protocol violation An event occurring in a study that is not in compliance with the protocol and for 

which an exception has not been approved by the sponsor. For example, the 

recruitment of patients into the study with ages outside the range specified in the 

protocol. [ACRC] 

 

Radio-frequency identification 

(RFID) 

 

Technologies that use wireless communication between an object (or tag) and 

interrogating device (or reader) to automatically track and identify such objects. 

The tag transmission range is limited to several meters from the reader. A clear 

line of sight between the reader and tag is not necessarily required. [Techopedia] 

 

Randomization The process of assigning trial subjects to treatment or control groups using an 

element of chance to determine the assignments in order to reduce bias. [ICH] 

 

Regulatory authorities Bodies having the power to regulate. In the ICH GCP guideline the expression 

regulatory authorities include the authorities that review submitted clinical data 

and those that conduct inspections. These bodies are sometimes referred to as 

Competent Authorities. [ICH] 

 

Sponsor An individual, company, institution, or organization that takes responsibility for 

the initiation, management, and/or financing of a clinical trial. [ICH] 

 

Subject  An individual who participates in a clinical trial, either as a recipient of the 

investigational product(s) or as a control. [ICH] 

 

Trial master file (TMF) The collection of documentation that allows the conduct of the clinical trial, the 

integrity of the trial data and the compliance of the trial with Good Clinical 

Practice (GCP) to be evaluated. It is also essential to allow the trial to be effectively 

managed by the sponsor as it allows the appropriate individuals access to the 

necessary trial documentation. [ICH] 

 

Trial site  The location where trial-related activities are actually conducted. [ICH] 
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