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Heavy Nodes in a Small Neighborhood: Exact and
Peeling Algorithms With Applications

Ling Li"?, Hilde Verbeek *”, Huiping Chen

Leen Stougie

Abstract—We introduce a weighted and unconstrained variant
of the well-known minimum k union problem: Given a bipartite
graph G(U, V, E) with weights for allnodesin V,findasetS C V
such that the ratio between the total weight of the nodes in S and
the number of their distinct adjacent nodes in U is maximized. Our
problem, which we term Heavy Nodes in a Small Neighborhood
(HNSN), finds applications in marketing, team formation, and
money laundering detection. For example, in the latter application,
S represents bank account holders who obtain illicit money from
some peers of a criminal and route it through their accounts to
a target account belonging to the criminal. We prove that HNSN
can be solved exactly in polynomial time via linear programming.
We also develop several algorithms offering different effective-
ness/efficiency trade-offs: an exact algorithm, based on node con-
traction, graph decomposition, and linear programming, as well as
three peeling algorithms. The first peeling algorithm is a near-linear
time approximation algorithm with a tight approximation ratio,
the second is an iterative algorithm that converges to an optimal
solution in a very small number of iterations in practice, and
the third is a near-linear time greedy heuristic. In addition, we
formalize a money laundering scenario involving multiple target
accounts and show how our algorithms can be extended to deal
with it. Our experiments on real and synthetic datasets show
that our algorithms find (near-)optimal solutions, outperforming a
natural baseline, and that they can detect money laundering more
effectively and efficiently than two state-of-the-art methods.

Index Terms—Minimum k union, dense subgraph discovery,
combinatorial optimization, money laundering detection.
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1. INTRODUCTION

HE minimum & union problem [1], [2] is a well-known
T combinatorial optimization problem asking to select k sets
from a collection of sets that have the minimum union size
(i.e., k sets that together contain the fewest distinct elements).
It can also be modeled as a small set expansion problem [2],
where there is a bipartite graph G(U, V, E') whose left side U
represents elements, right side V' represents sets, and there is
an edge (u,v) € F between a node u € U and anode v € V,
if and only if the set corresponding to v contains the element
corresponding to u. Then, minimum % union is clearly equivalent
to the problem of finding a set S C V of k nodes, in order to
minimize the size of their neighborhood N () (i.e., the number
of distinct nodes adjacent to the nodes in S). We introduce
a weighted, unconstrained (i.e., S can have any size) variant
of this problem, which we term HEAVY NODES IN A SMALL
NEIGHBORHOOD (HNSN):

Problem 1 (HNSN): Given a bipartite graph G(U,V, E),
where each v € V' has degree d(v) > 0, and a weight function

w:V — Rsg, find a set S CV of nodes s.t. % is
maximized, where N(S) = {u | (u,v) € EAu € Uv € S}.
Example 1: The optimal solution of HNSN on the graph
below, where the weights of the nodes in V' appear on their
right, is S = {v; }, since % is maximized to 2.
(We assume that w() is evaluated in O(1) time.) The
degree requirement ensures that G has no isolated
nodes in V'; these would be added to a solution, as
they only increase the objective function. HNSN is
motivated by three real-world applications:

A.1 Profitable product set discovery: U represents
all products for sale, V' all previously purchased
bundles of products, and an edge (u, v) € E that product u was
sold in a bundle v. Each bundle v brought a profit w(v) to a
retailer (e.g., the sum of the profit of each product in v [3], or
a fraction of that). HNSN outputs a collection of bundles that
has the largest ratio between the total profit and the number of
distinct products in these bundles. Such bundles can be greatly
beneficial to a retailer, as retailers often wish to know a small
set of products that generate a large profit when sold in specific
bundles. This knowledge can be exploited by a retailer to buy
such products cheaply in bulk, or transport and store them with
lower costs [4].
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A.2 Team formation [5]: U represents a set of workers and V' a
set of jobs. Each edge (u, v) € E represents thata workeru € U
has some of the skills required for accomplishing a job v € V.
A job v is accomplished when all relevant workers (i.e., the
adjacent nodes of v) are hired to do it; this results in a profit w(v)
to a company. HNSN outputs a set S of jobs that are performed
by a set N(S) of workers and have the largest total profit per
hired worker ratio.

A.3 Money laundering detection [6], [7]: Smurfing is a key
money laundering technique [8], [9], [10], [11]. It starts with a
criminal (detection target) who distributes their illicit money into
peers. These peers deposit the money into their bank accounts
and perform transactions with other peers who then transfer the
money, or a large part of it, into the criminal’s bank account.
Their goal is to hide the original source of money, so that it
appears it came from legitimate sources. HNSN can be used to
detect this single-target smurfing attack. U and V' correspond
to bank account holders, and an edge (u,v) € E represents a
transaction performed between v € U and v € V. The target
is represented by a node ¢, connected to all nodes in V. Note
that there are no edges between nodes in V' because such edges
make it hard for the attack to succeed and easier to track the
account holders performing money laundering [8]. The peers
who receive money from the criminal are part of U and those
who transfer money to the criminal are part of V. The weight
w(v) represents how suspicious the money flow through v is (see
Section VII). Furthermore, a suspicious peer corresponding to
v typically receives money from few peers corresponding to
nodes in U [8], [10], as more transactions increase the risk that
this peer is caught. Thus, the output of HNSN is a set of peers
(corresponding to a subset of V') who are the most suspicious
based on their weights and on that they received money from
few others (corresponding to a subset of U).

Contributions: We introduce the HNSN problem and design
algorithms offering different effectiveness/efficiency trade-offs.
Specifically:

1. Unlike minimum % union that is NP-hard to solve ex-
actly [2], we show that HNSN can be solved exactly in polyno-
mial time. In particular, we design a Linear Programming (LP)
algorithm for HNSN, called LP, and prove that it solves HNSN
exactly.

2. We propose ContractDecompose, an exact algorithm for
HNSN to construct an optimal solution faster than the LP al-
gorithm when the input graph G is disconnected, as is often in
practice. ContractDecompose is based on two observations we
make about any optimal solution of HNSN: (I) the solution is
contained in one of the connected components of G; and (IT) the
solution contains either all nodes with the same neighborhood
or none of them.

3. We design three peeling algorithms' for HNSN: (I) an ap-
proximation algorithm (GAR) which iteratively peels a selected
node in U, its neighbors, and the incident edges to these neigh-
bors; (I) an iterative algorithm (IP) which peels the entire graph

IPeeling algorithms [12] typically start from the entire graph and iteratively
remove parts of it until it becomes empty. Each remaining part yields a candidate
solution and the best among them is returned.
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SHELF WITH 4 HOOKS HOME SWEET HOME
AMBER GLASS/SILVER BRACELET

HOME SWEET HOME KEY HOLDER ©
MIDNIGHT BLUE GLASS/SILVER BRACELET O
SILVER M.O.P ORBIT BRACELET ©

GREEN ENAMEL FLOWER RING

TURQ STONE/CRYSTAL EARRINGS

CREAM HANGING HEART T-LIGHT HOLDER

WHITE GLASS CHUNKY CHARM BRACELET @
BLACK ENAMEL FLOWER RING @

PURPLE ENAMEL FLOWER RING @

Fig. 1. A solution of our approximation algorithm. Product names (nodes in
U) appear on the left and profits of product sets (nodes in V') appear on the right.

TABLE I
SUMMARY OF OUR ALGORITHMS

[ Algorithm [[  Type | Comments |
LP Exact Optimal solutions but slower than other algorithms in general.
cD E Optimal solutions faster than LP when the graph has multiple

xact
connected components and contracted nodes.
1P Approx. | Converges to an optimal solution after few iterations in practice.
GAR Approx Finds a m approximate solution faster than LP,
PPIO% | CD, and IP.
GR Greedy | No solution quality guarantees but faster than GAR.
FGR Greedy | Variant of GR that is more efficient but less effective than GR.

G in each iteration and is based on a non-trivial reduction from
Densest Supermodular Subset [13]; and (III) a heuristic (GR)
which iteratively peels nodes of V', as well as a faster variant of
it (FGR). Along the way, we prove that the approximation ratio of
the first algorithm is tight, that the second algorithm converges
to an optimal solution of HNSN, and that the first, third, and
fourth algorithms can be implemented in near linear time. The
example below showcases our first algorithm in application A.1.

Example 2: We applied our approximation algorithm on the E-
Commerce dataset of Section IX. This dataset is represented by
a bipartite graph G(U, V, E), where U corresponds to products
and V to product sets, and (u, v) € E denotes that a product set v
contains product u. Furthermore, each product set v is associated
with a profit w(v). We obtained the solution shown in Fig. 1. The
solution has a very large profit and its neighborhood is comprised
of few semantically similar products which can be bought,
transported, or stored with low costs due to economies of scale.

A summary of our algorithms is in Table I. The exact al-
gorithms (LP and CD) are ideal for smaller datasets or when
solution quality is critical. The approximation algorithms (IP
and GAR) allow dealing with larger data than the exact ones and
provide quality guarantees. The greedy heuristics are suitable for
large-scale data and perform very well in practice.

4. We examine how smurfing attacks can be detected based
on HNSN. Beyond the single-target attack in application A.3,
which can be directly tackled by our algorithms, we investigate a
multi-target attack, in which there is a third layer in G containing
multiple target accounts. We extend HNSN to a problem for de-
tecting this attack and design adaptations of our algorithms for it.

5. We conducted experiments on 13 real datasets and
synthetic ones showing that: (I) our algorithms offer different
effectiveness/efficiency trade-offs (our exact algorithms are
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reasonably fast, our approximation and iterative algorithms
achieve (near)-optimal solutions much faster, and our heuristic
trades off a small amount of effectiveness for significantly
better efficiency); (II) our algorithms outperform a natural
baseline [14], [15] in terms of effectiveness and/or efficiency;
(ITI) ContractDecompose is faster than LP; and (IV) our
iterative algorithm converges to an optimal solution in a very
small number of iterations. We also show, using a real dataset,
that our algorithms can detect money laundering substantially
more effectively and efficiently than the two state-of-the-art
methods [8], [10] that are closest to our work.

Organization: Section II discusses our LP-based algorithm
(LP) as well as its proof of optimality. Section III discusses our
ContractDecompose algorithm, which is often faster than LP
in practice. Section IV, V, and VI discusses our approxima-
tion, iterative, and heuristic algorithm, respectively. Section VII
highlights application A.3. Section VIII reviews related work. In
Section IX, we present our extensive experimental evaluation.
Last, Section X concludes the paper.

A preliminary version without Contribution 2, the first two
algorithms of Contribution 3, adaptations of the new algorithms
and Theorem 11 in Contribution 4, and most of the experiments
appeared in the SDM 2023 conference [16].

II. EXACT LP ALGORITHM

LP for HNSN. We assign a binary variable x; to each node
v; € V of G such that z; = 1, if v; € S and z; = 0 otherwise.
Also, we assign a binary variable y; to each node u; € U
such that y; =1 if u; € N(S) (i.e., u; is adjacent to any
node in a solution S C V') and y; = 0 otherwise. Furthermore,
we consider an arbitrary ordering of nodes in V' and assign a
(non-negative) weight w; = w(v;) to every node v; € V. Then,
to solve HNSN, we need to solve the following Linear-Fractional
Integer Program:

V] U]
max Zwi 7] /Zyj (1a)
i=1 j=1
|U|
s.t. Zyj >0 (1b)
j=1
z; <vyj, (uj,v;) € E (1o
2 € {0,1}, i€ [L|V]] (1d)
yj € {07 1}7 JE [13 |UH (le)

Constraint 1b is added due to the degree requirement d(v) >
0, for each v € V, in Problem 1, which implies |N(S)| > 0,
for any S C V. Constraint 1c is added because, if a node v; is
contained in S, all its adjacent nodes are contained in N(.5)
and, if v; is not contained in .S, its adjacent nodes may still be
contained in N(.S). So far, it is not obvious that we can solve
the program in (1) in polynomial time.

To solve the program in polynomial time, we transform it as
follows. First, we linearize its objective function based on the
Charnes-Cooper transformation [17]. That is, we introduce a

1855
variable yy = Z‘% > (), which can be defined due to Con-
j=19Yj
straint 1b, and us]ing Yo we rewrite the program as:
04
max Yo - Z W; - Tj (23-)
i=1
Ul
st Yo - Zyj =1 (2b)
j=1
Ul
>y >0 (2¢)
j=1
T; < Ysjs (uj,vi) el (2d)
x; € {0,1}, i€l |V]] (2e)
yj € {07 1}7 JE [1, |U” (2f)
Yo € Rxo. (2g)

Second, we observe that Constraint 2b implies Constraint 2¢
and that 9 > 0. Thus, we can remove Constraint 2c and require
1o > 0. We also relax the integrality requirement for all variables
x; and y; , writing the program in (2) as the following non-linear
program:

V]
max Yo - Z W; - T4 (3a)
1=1
Ul
stoyor Yy yi=1 (3b)
j=1
r; <y, (uj,v) €EE (3¢)
z; €[0,1], ie[L|V]) (3d)
y; €1[0,1], je1,|U]] (e)
Yo = 0. (31)

Last, by setting z; = yo - ¥; and ¢; = yo - y; in the program
of (3), we get the Linear Program below. We obtain Constraint 4c¢
by multiplying both parts of Constraint 3¢ by ¥, and substituting
with z; and g;.

V]
max ., w; -z (4a)
i=1
|U|
s.t. Z g =1 (4b)
j=1
zi <q;, (uj,v;) €E (4c)
% €0,1, iell,|V] (4d)
g €[0,1], je[L|U]. (4e)

LP Optimality and Complexity: While LP relaxations do not
generally lead to optimal solutions, we prove that the LP in (4)
yields an optimal solution to HNSN, by showing that the value
of this LP is lower bounded and upper bounded by the objective
value of HNSN. Our proof uses some ideas from [12] but our
problem and its LP formulation are quite different.
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Lemma 1 (Lower bound): For any set S C V, the value of
the program in (4) is at least %

Proof: We will show that, for a set S C V, there exists
a feasible solution (Z,q) with value %, where Z =
{zi |vi € V} and § = {g; | u; € U}. For each node v; € S,
set z; = ‘N(S)‘ For each node v; 6 V\ S, set z; =0. For

each node u; € N(S5), set g; = ‘N(S)‘ For each node u; €
U\ N(S), set ¢; = 0. Hence, Z

|N (S )| IN(S)| N(S)
constraints are satisfied too. Thus, (Z,q) is a feasible solution

19 = Zj wu;eN(s) U =
= = 1, Constraint 4b is satisfied. Clearly, all other

to the LP and as such it has value ZL‘;‘l w; - Z;. Furthermore,
Z Wit %= Zmies w; + Z; = % The first equal-

ity holds by the way we set the z;’s and the second by the

way we assigned the w;’s. Since Z‘Kll Wy -z = % and

Z‘V‘l w; - z; 1S maximized by the program in (4), we have
4 2pes w(v)

max y ., | w; -2 > \J\f?is)\ O

Lemma 2 (Upper bound): Given a feasible solution of the

program in (4) with value 7, we can construct S C V such that

)
N 2T

Proof: Consider a feasible solution (z, g) to the program in
(4).Letn~ (v;) C U be the set of adjacent nodes to node v; € V'
and n™ (u;) C V be the set of adjacent nodes to anode u; € U.
Without loss of generality, we assume z; = min;.,..cn-(v;) 45>
for all 4 € [1,|V]]. This is because Constraint 4c holds, for
any u; € U that is adjacent to v; and Z; must be maximal due
to (4a).

We define: (I) collections of sets S and /V indexed by a param-
eterr > 0: S(r)={i|z >r}and N(r) ={j | g; > r}; and
(D) a function F(r) = ;. g(,) w; that outputs the total weight
of nodes with indices in S(r).

We show that an index of a node is contained in S(r) if
and only if the indexes of its adjacent nodes are contained
in N(r). First, we show that if ¢ € S(r), then each of its
corresponding j’s is contained in N(r). Indeed, ¢ € S(r) im-
plies Z; = min., cn-(v,) ¢ = 7. Thus, for every u; € n™(v;)
(i.e., for every adjacent node u; of v;), it holds that gq; > r,
which implies that each j that corresponds to i is contained in
N(r), by the definition of N(r). Then, we show that if each
J corresponding to an ¢ is contained in N(r), then i € S(r).
Indeed, if each j corresponding to an i is contained in N (r),
then ¢; > r holds, for each such j, by the definition of N(r).
Thus, ming.,, ;en-(v;) @5 > 7 also holds. This implies that z; > r
and i € S(r), by the S(r) definition.

We will prove that [~ | N (r)| dr = Zl ', @j. We define r; as
the largest 7 resulting in a subset N (7;) of N(r) with |U| — «;
nodes, where «; = Oand o; > 1,for j € [2,|U]] (see Fig. 2(a)).
Thus, allnodes in U with g; > 7; are contained in N (r; ) and also
in every N(rj), j' € [1, ). Furthermore, a1 — c; nodes in
U are contained in N (r;) \ N(;1); these nodes have g; = r;.

If all g;’s are equal (ie., each uj e U has gq; =),
fooo IN(r)|dr=|N(r)| = |U| - = Z 1 Gj. Otherwise, (5)
holds (see also Fig. 2):

/OOO NG dr = (U] — 1) -

IEEE TRANSACTIONS ON KNOWLEDGE AND DATA ENGINEERING, VOL. 37, NO. 4, APRIL 2025
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(a)

Fig. 2. Illustration of (a) the first and (b) the second equality of (5).

+(|U| — Ozg)-(?“g —7r)+... F (|U‘ — OZ‘U‘) . (T\U\ — T|U\71)

Ul
=20
)

The first equality holds due to the definition of N(r) and
r;’s, and the second one holds trivially (see also Fig. 2(b)). The
third equality holds because the oj 1 — «; nodes that are con-
tained in N (r;) \ N(r;j41) have equal g;’s, as mentioned above.
Thus, each summand in 71 (e — a1) + ... + 7y (JU| — o))
corresponds to a group of nodes with equal g;’s, and this sum-
mand is equal to the sum of the g;’s in the group. Therefore,
ri(ae —on) +. +7“\U\(\U| — ) = 1, 4.

In addition, Zl —14; =1 due to (4b), which holds be-
cause (Z,q) is a fea51ble solution. Thus, we have proved that
Jo IN(r)dr=1

Similarly, we have [* F(r)dr= Z _, w; - Z;, which is the
value of the objective function of the program in (4). Let us
denote this value by 7.

We claim that there exists an r such that |§((:))‘ > 7. Suppose
that such an r does not exist. Then for every r, it holds that

1(0&27041)4’7’2(0[370[2)4’ +T\U| |U‘ 704‘(]‘

‘f,?;))‘ < 7 which implies [;° F(r)dr <7 - fo IN(r)|dr =
7 -1 = 7. However, we have shown that fo (r)dr =1, so

we have a contradiction.

F(r)
To find an 7 such that NG|

distinct sets N (r) by setting r = ¢; for every u; € U. Let 1’ be

RGN
\N()

> 7, we check all combinatorially

one 7 such that ‘ > 7. Then, we constructan S = {v; € V|

s i )
e 2 7and S > 7

/ )
zZZT}suchthat ‘N( 5 =

Putting Lemmas 1 and 2 together, we obtain:

Theorem 1 (Optimality and Construction): Let OPT be the
value of an optimal solution to the program in (4). Then, the
following holds:

Z’UES ’LU(’U)

= OPT. 6
B =N () ©
Further, a set S C V' with maximum Zl“’%;)ﬁv) can be con-

structed from an optimal solution to this program.

Proof: Due to Lemma 1, OPT> maxgcy % (con-
sider S* = argmaxgcy Z‘“]f,s(;”(”)) Due to Lemma 2,
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maxgcy =520 > OPT. Thus, (6) holds. The proof of

IN(9)]
Lemma 2 gives a construction of a set S that maximizes
% from the optimal solution to the program in (4). O

Our algorithm solves the program in (4) and then constructs
an optimal solution S. Since this program is linear, its solution
can be obtained in O(n?-) time [ 18], where n is the total number
of variables and constraints; see [19] for the state of the art time
complexity of linear programming. .S’ can be constructed as in
the proof of Lemma 2. However, it is also possible to construct S
in O(]V|) time given an optimal solution (z*, ¢*) of the program
in (4). Specifically, we identify each 2] € z* such that z; > Oin
O(|V]) time and construct S = {v; € V' | 2} > 0}.

We will prove that S = {v; € V| 2z > 0} is an optimal
solution to HNSN. Since (z*, ¢*) is optimal for the program
in (4), (z*,y*) is optimal for the program in (2), where z* is
comprised of each z} = =} /y, i € [1,|V]], y* is comprised of
eachy; = q¢;/yg.j € [1,|U]], and y5 = ﬁ Since (z*, y*)

j=17

is optimal, y; - Z‘i‘;‘l w; - x; 1S maximum, subject to the con-
straints of the program in (2), which are all satisfied.

For any i € [1,|V]], v; € S implies z; > 0. Further, z; > 0
implies: (I) 27 = 1; and (II) ¢; > 0O, for each u; € N(S), from
(4c), which in turn implies y; = 1, for each u; € N(S). Also,
foranyi € [1,|V]],v; ¢ Simplies z; = 0, whichin turn implies
x; =0, and yj*. =0, for each u; ¢ N(S), due to (2a). Thus,

V] 1
for the S we constructed, ¥ - Vi oaf = — L.
Yo ZZZl ¢ Zj:quN(S) Y;

3

ZLZ‘I w; - T = 7‘]\/(15)‘ . Zl-‘jl w; - T = 72’]\,“655 ‘wq Since the
constraints of the program in (2) are satisfied, (2c) implies
Y jesen(s) Y = IN(S)] > 0. Thus, Zcs = Zuce o) i
maximum subject to | N (S)| > 0, and therefore S is an optimal

solution.

III. ContractDecompose ALGORITHM

We propose ContractDecompose, an algorithm for solv-
ing HNSN exactly based on our LP algorithm. Its ben-
efit is being exact unconditionally and efficient when the
input graph G(U,V,E) is comprised of many connected
components.

ContractDecompose is based on two observations about an
optimal solution to HNSN: (I) it either contains all nodes of V'
having the same neighborhood, or none of them; and (II) it can
be obtained from exactly one of the connected components of
G. We define a connected component as a subset of V' in which
every pair of not necessarily distinct nodes share a node from U
in their neighborhood.? For example, in a graph G(U, V, E) =
({u}, {v}, {(u,v)}) there is one component since the nodes in
the pair (v, v) share w.

Observation I is based on the fact that adding into any feasible
solution .S of HNSN, any node which has the same neighborhood
with a node already in S, does not change the denominator of the

objective function % of HNSN but cannot decrease the

2This definition is equivalent to the standard definition of a connected com-
ponent (as a maximal set of connected nodes in a graph) and simplifies our
discussion and notation.
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numerator, as all node weights are non-negative. Observation II
is more involved; it follows from Theorem 2, whose proof is
based on Lemma 3.

Lemma 3: Given the set C = {C4,...,C)} of connected
components of the node set V' of the input graph G(U,V, E)

to HNSN, there is some C; € C such that %w)ﬁu) >
Z’Jeuie[k]ci w(v)

[N (Uiere) Ci)l

Proof: If k = 1, the statement holds trivially. For £ > 1, we
will prove it by contradiction.

For brevity, we define a function g : 2V — R~ such that

g(C) = M, for any set of nodes C' C V. Suppose

IN(O)]
that g(C;) < g(U;epr 1y Ci) for all i € [1,k]. Then, g(C;) =
>vec, w(v) . . .
\Nfic)\ < 9(U;eqx Ci) implies that for any i € [1, k]:

Y oww)<g| G| INGC (7)
]

veC; iclk

Furthermore, we have:

U o = ZveCl wv) + ...+ Zveck w(v)

IN(CY)| + ...+ [N(Cy)| (®)

g
i€[k]

9 (Ui ©:) - (IN(C)I + .. + IN(C)])
IN(C1)| + ...+ [N(Ck)|

<

(C))

(8) holds because the nodes in each Cj, i € [k], do not share
neighbors in U and (9) is due to (7). However, the right part
of (9) is clearly equal to g (Uie[k,] Ci), hence we arrive at a
contradiction. ]

Theorem 2: An optimal solution to HNSN can be obtained
from one of the connected components of the node set V' of the
input graph G(U, V, E') to HNSN.

Proof: Consider an optimal solution S* and the graph
G'(U', V', E') thatis induced by the nodes in S* and N (S*), i.e.,
U =N(S, V' =5 and E' = {(u,v) |[lue U AveV'}.
If G’ is connected, the statement clearly holds. Thus, we will
henceforth assume that G’ is not connected. We will denote the
connected components of G’ by C1,...,C). For brevity, we

define a function g : 2V — R+ such that g(C) = %,
for any set of nodes C' C V. Clearly, g(S*) = g(V"') and since
S*isoptimal, g(V') > ¢(C%), for any connected component C,
i € [1, k], of G’. Furthermore, from Lemma 3, g(V") < g(C%) for
some C!, i € [1, k]. Let this connected component be C’. Thus,
it holds that g(V") = ¢g(C") and combined with g(S*) = g(V"),
we obtain g(S*) = g(C"). This implies that an optimal solution
to HNSN can be obtained from this C’, which is also a connected
component of the node set V of G. (|

Due to Observation I, ContractDecompose contracts ev-
ery set of nodes in V' that have the same neighborhood (i.e.,
it replaces every set {v1,...,v,} CV such that N({v1}) =
...=N{v,}) with a new node v € V such that N({v}) =
N{vi})=...=N({v,})) and sets the weight w(v) to
> ief1,] W(vi). Due to Observation II, ContractDecompose
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applies our exact LP algorithm to each of the connected compo-
nents Cy, 7 € [1, k], of the input graph G to construct a feasible
solution S; and returns as S the best of these solutions according
to the objective function of HNSN, which is an optimal solution
to HNSN by Theorem 2.

The pseudocode of ContractDecompose is shown in Algo-
rithm 1. In Lines 1 to 18, it performs the node contraction pro-
cess. This process starts by constructing two arrays of vectors,
A and B: A[i] is a vector of the neighbors of u; € U and B([j]
is a vector of the neighbors of v; € V' (Lines 1 to 7). Then,
in Line 8, ContractDecompose sorts B using Most Significant
Digit (MSD) radix sort [20], to efficiently identify groups of
nodes in V' that have the same neighborhood (i.e., vectors in
B with the same elements). Next, it iterates over the sorted B
and identifies a longest sequence of vectors in B that have the
same elements (Line 12). These vectors appear consecutively
in BB, due to sorting, and correspond to a maximal set of nodes
to be contracted. Subsequently, ContractDecompose contracts
the nodes (Lines 13 to 17) and increases the index ¢ of B so
that the next sequence of vectors is considered (Line 18). After
that, ContractDecompose finds the connected components of
G’, the graph after node contraction, and applies LP to each
component C;, i € [1, k], of this graph, to construct an HNSN
solution .S; for C;. Last, it outputs the best among the constructed
solutions (Line 23), which is an optimal solution to HNSN on
G, by Theorem 2.

Algorithm 1: ContractDecompose(G, w).

/* Node contraction */
A < array of |U| empty vectors
B < array of |V'| empty vectors
for each edge (u;,v;) € E do

| Append v; into the vector Ali]
for each vector Ali] in A do

for each element v in the vector Ali] do
| Append u; into the vector B[j]

Sort B with MSD radix sort
g (U, V' E') « G(U,V, E)
1 0;7r 0
while i < B.size do
Find a longest sequence B[i], . .., B[r] of consecutive

vectors in B that are comprised of the same nodes in U

© ® g U R W N R

o
N = o

13 Remove vj, . .., v, from V’ and all their incident edges
from B’

14 Add a node v into V’

15 w(v) « > w(vy)

16 for each element 1 in one of the vectors B[i], ..., B[r] do

17 | Add an edge (u,v) into E’

18 i—r+1

/* Graph decomposition %/
19 Find the connected components {C1, ..., Cy} of G’
20 foreachi € [1,k] do
21 G; < bipartite graph induced by the nodes in C; and those
in N(C;)
2 Si < LP(G;i, w)

23 return S 4 argmaxg, ;¢c[1,x]

ZUESi w(v)
[N(Si)]

Theorem 3: ContractDecompose can be implemented in
O(Xicpi g T(Cy)) time, where 7(C;) is the time needed
to apply LP to the connected component C; , ¢ € [1, k], of
graph G.

All missing proofs are in Supplemental Material.
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IV. GreedyApproximation ALGORITHM

GreedyApproximation is a near-linear time “peeling” ap-
proximation algorithm for HNSN. It provides a tight ap-
proximation ratio, as we prove in Theorem 6, and its solu-
tions are near-optimal on real-world graphs, as we show in
Section IX.

Algorithm 2: Greedy Approximation(G, w).

1440

2 R+ U

3 while R; # @ do
4 Select u € R; s.t. EUGNQ({U}) w(v) is minimum

/+ Update G %/
5 | B« EN{(,v) v € Ng({u}) nu' € Ng({v'})}

6 V + V\ Ng({u})

7 U+ U\{u|ueUANg({u}) =2}

// set of remaining nodes

/+ Update this set of remaining nodes x/
8 141+ 1
9 Ri +~— U

Zveng (ry) W)

10 returnSeargmaxRi:iqU‘ IRl
< i

The pseudocode of GreedyApproximation is shown in Al-
gorithm 2; Ng() denotes the neighbors of a subset of nodes
of either U or V in G(U,V, E). The algorithm: (I) iteratively
removes from the graph a node v € U whose neighbors have
a minimum total weight (Line 4), as this does not substantially
reduce the value of the objective function of HNSN; (II) updates
the graph by removing all edges incident to w or to its neighbors,
as well as these neighbors and all nodes in U (including u)
whose degree has become zero (Lines 5 to 7); (IIT) updates the
set R; of remaining nodes (Lines 8 and 9); and (IV) outputs a
set S comprised of the neighbors of R; that is the best over all
iterations (Line 10).

We show a near-linear time implementation:

Theorem 4: GreedyApproximation can be implemented in
O(|E] - log |U|)-time.

Theorem 5: GreedyApproximation finds an
approximate solution to HNSN.

Proof: For any feasible solution S C V/, it holds that:

> w(v) >

ves

This is because ZueN(S) ZUEN({u}) w(v) =3 ,cgw(v) -
IN({v})] <> esw(v) - maxyes |[N({v})|. To see why the
first equality holds note that the left-hand side of the equality
counts w(v) once for every neighbor of v, while the right-hand
side counts it |V ({v})| times once. The inequality follows from
IN({o})] < max,es IN{o})]

Now we prove the following, for any u* € N(S*) where S*
is any optimal solution to HNSN:

wlv Zves*w(v)
i,eN(ZW @)= NG

1
maxyev [N ({v})]

ZueN(S) EveN({u}) w(v)

10
maXyes |N({U})| ( )

1)

To see this, consider that we remove each neighbor
v € N({u*}) of any node u* € N(S*). This feasible solution

Pves W)= enqurph W) D pegt w(v)
V(o)1 < Sitey - Thus,

clearly satisfies
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(Cves W) = Xpen(uy W) - IN(S)] < X pes- w(v) -
(IN(S*)| — 1), which can be simplified to (11).

Let u* be the first node from N (S*) that is removed during
an iteration of the algorithm in which .S O S*. Thus, from (10),

IN(SI X venqurp wlv) . £ 3
we have 3, cqw(v) > SN since u” s the

node whose neighbors have a minimum sum of weights among
all nodes in N(S) (i.e., Z’UEN({’M}) w(v) Z Z’UEN({U*}) w(v))

P es W) o e (urp W) .
Therefore, we obtain NG > maxecs IN(OD* From the lat
ter inequality and (11), we obtain lﬁs(;”)fv) > — gV1|N({v})\ .
Zues* w(v)
IN(SH
The approximation ratio is m because the algo-
rithm outputs the best subset S over all iterations. (]
Theorem 6: The approximation ratio of Greedy

Approximation is tight for every integer max,cy |N({v})| >
2.

Proof: We prove this by constructing, given Ay > 2 and a
positive integer k, an instance (G(U, V, E), w) of HNSN s.t.:

e the maximum degree of the nodes in V' is Ay
all weights of the nodes in V" are 1;
the optimal solution value is Ay;
no two nodes in V' have the same neighborhood;3
the worst case solution output by GreedyApproximation
has a value that tends to 1, as k goes to infinity.

That is, we show that GreedyApproximation can have a ratio
of & = m when applied on this G.

We do this, by constructing a graph G that is the union of a
“sparse” and a “dense” part, which overlap in some 2Ay — 2
nodes of U. An optimal solution restricted to the sparse part
will have a value of maxg % = 1 whereas the dense
part has a value of Ay. Moreover, all nodes in U except the
2Ay — 2 nodes that are in both parts, will have degree Ay,
with no U-nodes having a smaller degree.

We describe the two parts of the graph separately; see also
Fig. 3. The common part (i.e., the nodes in both the sparse and
the dense part) consists of the U-nodes u; through uaa,, —2.

Sparse part: Let ¢ be some integer such thatt > 2Ay — 2 (we
give an exact value later). The sparse part of the graph consists
of t V-nodes and ¢ U-nodes. The latter consist of the common
part u; through usa,, —2, and usa, 1 through u;. Now, for every
i € [1,1], we create anode v; and, forevery j € [i,i + Ay — 1],
we add an edge between v; and u; (where u; = uj; 4 if j > 1).
Now, this part of the graph looks like a sort of cycle, where
every node in either U or V has degree Ay . Because there
are ¢ nodes in both U and V here, and all weights are 1,
the weight/neighborhood ratio of this sparse part is ¢/t = 1.

Dense part: We add nodes w} through ), to U. For every
i € [1, k], we add nodes v; ; through v; 5 to V" and, for every
J € [1, Ay], we add edges between u; and v; ; and between v; ;
and each of u; through ;4 A, _2 (which may include nodes of
the common part). Now every node of v/, . . ., u}, has degree Ay
and every node added to V" also has degree Ay . In this part of the
graph, we added &k new nodes to U in addition to the 2Ay — 2

30therwise, the instance might easily be reduced to an equivalent smaller
instance for which the ratio is not tight.
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Fig. 3. G(U,V,E) for Ay =2, t =4, and k = 2. The white (black) nodes
are contained in the sparse (dense) part of G, and the gray in both of these parts.
The weights of the nodes in V' appear on their right.

nodes of the common part. Furthermore, there are k - Ay nodes
in V for the dense part. This gives a weight/neighborhood ratio
of % for this part, which tends to Ay as k goes to infinity.

Putting this together, we have an instance in which every node
in U, except u; through usa,, 2, has degree Ay and all these
nodes tie for having the smallest sum of neighboring weights. If
one of the nodes in the sparse part of the graph is removed, its
neighbors’ neighbors will get a smaller degree. Thus, if the first
iteration removes a node that is only in the sparse part, the entire
sparse part (excluding the common part) will then be removed in
the subsequent iterations and we end up with just the dense (and
optimal) part after ¢ — 2Ay, + 2 iterations which, as described
before, has a value of Ay as k goes to infinity.

For example, in Fig. 3, after removing u3 and uy4, the node
v1 is left with the dense part. This gives a ratio of %ﬁ‘j;l,
which tends to Ay as k goes to infinity. Moreover, it can be
seen that Ay is also an upper bound on the optimal ratio of
this instance: if the neighborhood of the solution contains m
nodes out of ) through v}, then it can contain at most Ay - m
V-nodes in the dense part, meaning the ratio must be strictly
less than A‘;—n‘m = Ay (considering this denominator does not
include any of the nodes w; through usa, —2, which would
also be in the neighborhood). On the other hand, if only nodes
unique to the dense part are removed for £ iterations in a row,
nothing but the sparse part will be left. This case is the worst case
for the algorithm: the value of the solution decreases in every
iteration, meaning that the first candidate solution (i.e., the entire
graph) will be what is returned. There are ¢ 4+ k nodes in U and
t+ k- Ay nodes in V, so the ratio for the entire graph is
%. If we set t = k2, this equals % which tends
to 1 as k goes to infinity. Thus, the approximation ratio tends to

1 1 : : :
AT = may N 0 the worst-case for this graph. (|

V. ITERATIVE PEELING ALGORITHM VIA DSS

IterativePeeling is an iterative approximation algorithm. In
its first iteration, it produces a feasible solution with the same
approximation ratio as GreedyApproximation, while in its subse-
quent iterations it improves the quality of such a solution, until
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it converges to an optimal solution, as we show theoretically.
Interestingly, convergence happens after a very small number of
iterations in practice (see Section IX).

The crux of IterativePeeling is a highly non-trivial reduction
to the Densest Supermodular Subset (DSS) problem [13]. The
reduction allows us to use an effective and efficient algorithm
for DSS [13] as a subroutine in IterativePeeling.

Reduction from HNSN ro DSS : We start by some defini-
tions. A function f : 2V — R is non-negative if f(S) >0
for any set S C V, normalized if f({}) = 0, and supermodular
if £(X U{x}) — F(X) < F(Y U{a}) — £(Y) for any X C
Y CV and any € V \ Y. A normalized and non-negative
supermodular f is also monotone [13]. The DSS problem is
defined as follows:

Definition 1 (DSS [13]): Given a ground set V and a
non-negative, normalized, and supermodular function f : 2V —
R, find S C V that maximizes %

We will reduce HNSN to DSS via HNSNg, an intermediate
problem that makes the reduction easier, due to its objective
function. The first step of our reduction is an approximation-
preserving reduction from HNSN to HNSNg (Lemma 4) and the
second is an approximation-preserving reduction from HNSNg
to DSS (Lemma 6).

For a set of nodes U' CU, let N({U)={veV]|ve
N(U') AN N({v}) C U}, i.e., the set of neighbors of the nodes
in U’ which have no neighbor thatis not contained in U'. HNSN g
is defined below.

Definition 2 (HNSNg): Given a bipartite graph G(U,V, E),
where each v € V' has degree d(v) > 0, and a weight func-
tion w:V — Ry, find a set of nodes U' CU and a

set of nodes N(U') C N(U') such that Z”E#&)w(v) is
maximized.

Recall that, in HNSN, a subset S of V suffices to determine
the quality of a solution, as all neighbors of S are considered; i.e.,
what determines the quality of a solution is the subgraph induced
by the nodes in S U N(S). On the other hand, in HNSNg, a
subset U’ of U does not suffice to determine the quality of a
solution as some neighbors of N(U’) may not be considered.
Specifically, in HNSNg, we only consider the neighbors of
U’ that have no other neighbors except U’ (i.e., we consider
precisely N (U")). This helps the reduction of Lemma 4; S and
N(S) in HNSN corresponds to N (U”) and U, respectively, in
HNSNg.

Lemma 4: There is an approximation-preserving reduction
from HNSN to HNSN. In particular, there is an instance Zynsn
of HNSN with solution value « if an instance Zynsng 0f HNSNg
obtained from the reduction has solution value a.

The function }_, _ ;) w(v) in Def. 2 is clearly non-negative
and normalized. Below, we prove that it is also supermodular.
This is needed in the reduction, as the function f in DSS is
non-negative, normalized, and supermodular.

Lemma 5: The function 3, w(v) in HNSN is super-
modular.

Proof: Let f(U') = > ven (v w(v). It suffices to show that
for any subsets U’, U"” of U such that U’ C U” C U and any
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Fig. 4. Instance of Case Ia (left), Ib (center), and Ic (right).

node x € U \ U”, it holds that:

fU"Ufz}) = fU") = f(U U {x}) = F(U).

Without loss of generality, we consider a single neigh-
bor v € N({z}). There are three cases about how the
nodes in N({v}) \ {x} are distributed, which are considered
below.

CaseI: In this case, N({v})\ {z} # @ and every u €
N({v}) \ {2} belongs in exactly one of the sets: (a) U' N U”,
(b)U"\ U',or (c) U\ U". Fig. 4 illustrates these cases.

(a): For every u € N({v}) \ {z} s.t. u € U'NU" (i.e., all
neighbors of v other than x are in U’ N U"), we have:

fFU"Ufa}) = fU") = U U{a}) = f(U) = w(o).

This is because adding x into U’ adds w(v) to f(U") and to
F(U"), since U’ C U".

(b): For every u € N({v})\ {z} st. u e U"\ U’ (ie., all
neighbors of v other than « are in U” \ U’), we have:

U U {a}) — F(U7) > 0and F(U' U {a}) — F(U7) = 0.

This is because adding = to U” adds w(v) to f(U") (i.e.,
FU"U{x}) — f(U") > 0 as the difference is equal to w(v),
which is non-negative) but it does not affect f(U’) (i.e., f(U' U
{z}) = f(U") = 0).

(c): For every u € N({v})\ {z} st. u e U\U" (ie., all
neighbors of v other than x are in U \ U"), we have:

fU"U{z}) = f(U") = f(U"U{a}) = f(U') =0.

This is because adding = to U” (respectively, to U’) does not
affect f(U") (respectively, f(U")).

Case II: In this case, N({v})\ {z} # @ and the nodes in
N({v}) \ {2} belong to at least 2 of the sets U' N U", U"\
U’, and U\ U” (recall that U’ C U"” C U). Since the nodes
N({v}) \ {z} arecontained inatleastoneof U” \ U'orU \ U”,
FU' =)~ F(U") = 0. However, f(U"Ufa}h)—F(U") > 0;
it is equal to w(v) when all nodes in N (v) \ {z} are contained
in U” and 0 otherwise.

Case I1I: In this case, N({v})\ {2} =2 (e, N{v}) =
x). Thus, we have: f(U"U{z})— f(U") = f(U' U{z}) —
f(U") = w(v). This is because adding x to U” (respectively,
to U’) adds w(v) to f(U") and (respectively, to f(U")).
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§ = (v}, v3}

Fig. 5.
every node uZH s, 4 € [1,4], its neighbors, and the neighbors of these neigh-
in Zpss. Thus, VP = {vl ,.‘.,uf}. LetS =
f— HS
ZveN({ul s ,u;—["}) ’LU(U) - ’LU(Ul )’

ugs } and N(U') = vfs in the union graph on the right.

Constructing Zpss from a given Zynsng: the subgraph induced by

bors, is assigned to node viD
{vP,UQD} C VP, Then, fp(S) =
since U’ = {u{{s

Summarizing, f(U') = 3_,c o w(v) : 2V — Ry is su-
permodular, since for every U’ CU”" CU and z € U\ U”,
fU"U{x}) = f(U") = fF(U"U {x}) — f(U) holds. 0

Lemma 6: There is an approximation-preserving reduction
from HNSNg to DSS. In particular, there is an instance Zynsn g
of HNSNg with solution value « if an instance Zpgs of DSS
obtained from the reduction has solution value «.

Proof: Given any HNSNg instance THNSNg:
GHs (UHs VHs BHs) and w: VHs — R5y, we create an
instance Zpgs of DSS in polynomial time as follows (see
also Fig. 5 for an example): (I) As ground set, we define
VD:{v{j,...,v‘%Hs‘} with v = GH+[C;], i € [1,|UH:]],
where C; = N({uf*}) U N(N({uf*})) and G":[Cj] is
the induced subgraph of Gs. Each node v € N({u*})
of each C; has a weight w(v) equal to the weight of its
corresponding node in V<. (II) For any given S C V7, we
define fp(S) = >, 5 w(v), where U' = {ulfls |vP €8}
is a subset of nodes in the union graph U%Des vP. The

function fp : PAGEN R-( is non-negative, normalized, and
supermodular by Lemma 5.

We show that Tynsng has an optimal solution U if Zpgg
has an optimal solution S: If S C VP is an optimal solu-

tion to Zpss, then f’fsﬂs) = ZUENFgl”w(U) is maximized, where
= {u | vP € S}. Then, in Zynsn, let the solution U =
= {u's | vP € S}. Clearly, |U| = |S|. Furthermore, by the

correspondence between the weights of the nodes in V' and

of those in Vs, Locv W) _ Zvenin W)
[U] - [S]

Thus, U is an optimal solution to Zynsn -

Since Z”Eﬁgl) w(©) = fDS(‘S) holds, IHNSNS and Zpss have the

same solution value, and the statement holds.

Based on Lemmas 4 and 6, we obtain: O

Theorem 7: HNSN can be reduced to DSS with the same
solution value in O(|E|) time.

Iterative Peeling Algorithm: Due to Theorem 7, HNSN can
be approximated using the Super — Greedy + + algorithm for
DSS from [13]. Theorem 9 states the offered guarantees. Clearly,
Theorem 9 also implies that our algorithm converges to an
optimal solution for any instance of HNSN.

i8S maximized.
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We start by the following lemma, which is used in the proof
of Theorem 9 and also later in our algorithm.

Lemma 7: For every U' C U s.t. N(N(U")) CU’ and u €
U, Y venwn) @) = 2pemwnfuy) @) = 2pen(qup) w(©)-

We next state the following result from [13], which is used in
the proof of Theorem 9, and then prove Theorem 9.

Theorem 8 ([13]): There exists an algorithm that out-
puts an (1 — e) approximation to DSS, for any € € (0,1),
after T’ = O(OPTm -maxyey (f(V) — f(V \ v))) iterations,
where OPTpgs 1s the value of an optimal solution to DSS
and f : oV R is a non-negative, normalized, supermodular
function.

Theorem 9: There exists an algorithm that outputs an (1 —
€)-approximation to HNSN, for any € € (0,1), after T =

O(l&g‘;ﬁg “MAXyeU D yen({y}) W(V)) iterations, where OPT is
the value of an optimal solution to HNSN.

Proof: ~ The algorithm reduces HNSN to DSS via
Theorem 7 and uses the algorithm underlying Theo-
rem 8 (i.e., Super — Greedy + +) as subroutine. By Theo-
rem 7 and Theorem 8, it follows that the algorithm ob-

tains an (1 — ¢)-approximate solution of HNSN after 7' =
0 (s

OPT-
cause in the reduction (see also Lemmas 4, 5, and 6, and
Theorem 1.3 of [13]) we set:

FMAXyeU D yeN ({u}) w(v)) iterations. This is be-

max (f(V) = f(V\v))
= max Z w(v) — ~Z w(v)
veN(U) veN(U\{u})
= max Z w(v)
veN ({u})
(the last equality follows from Lemma 7, applied with U’ = U),
U’ ven () W
OPTDSS = maxy'cu f|$_],|) = mmaXy'cu zje]\]g{/)() =
OPT, n = |U|, and € in DSS is equal to € in HNSN. O

Algorithm 3: IterativePeeling (G, w, T).

1 L0 < Array of 0's of size |U| // Initial loads
2 fort € [1,7T] do
3 j<<1
4 U’ <~ U // Initial solution for iteration ¢
5 wh11e U’ #+ @ do
6 ut,j %argmlnueU/7(Lt 1[“]+ZveNg({u})w('U))
7 L*ug 5] = L' Mue 5] + Xoeng (fue, 1) w(©)

// Load of wug;
. E « E\{(,v/) | v/ € Ng({ur ;) Au’ € Ng({v'})}
) V e V\ Ng({ues})
10 Ui j1 < Ui \{ulueUANg({u}) = o}
11 je—j+1

zuEN(Ut’j)w(U)

12 return S <+ arg maxy; .t 07 'jl

EMLIT(L,i<|U]

We employ Theorem 9 to deal with HNSN; the only difference
is that we do not explicitly perform the reduction to DSS but
operate directly on the graph G that is input to HNSN. This leads
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to a simpler algorithm, called IterativePeeling. As can be seen
in Algorithm 3, IterativePeeling first initializes an array of loads
(values that make node selection to consider information from
the previous iteration) (Line 1) and then performs 7 iterations
(Lines 2—11). In each iteration, it peels all nodes in U. Each
time the loop in Line 5 is executed, it peels the node having a
minimum sum of load and weights of its neighbors (Line 6),
and it updates the loads, the graph G, and the current solution
(Lines 7 to 10). Last, the solution with the largest objective value
among all solutions Uy ; that have been considered is returned
(Line 12).

Note that lterativePeeling performs 7' iterations, each with
a different vector of loads L. Also, the initial 19 is a vec-
tor of 0’s and the algorithm simply selects a node u with
minimum -, ((,p) w(v) in Line 6, which is also what
GreedyApproximation does. Therefore, after the first iteration,
IterativePeeling achieves the same approximation as in Theo-
rem 5. In the next iteration ¢, the vector of loads L~ is used to
select a node and to compute L. Note also that the value of T
in Theorem 9 depends on OPT and hence cannot be determined
before IterativePeeling runs, so that a desired approximation
guarantee is achieved. However, lterativePeeling converges to
an optimal solution after a small number of iterations in practice
(see Section IX).

IterativePeeling is implemented in O(T - (|JU|+ |E|-
log(|U|))) = O(T - |E| - log(|U])) time, where T is the in-
put parameter in Algorithm 3, as it is implemented based on
GreedyApproximation.

VI. GREEDY HEURISTIC

Greedy is a near-linear time “peeling” heuristic for HNSN
(see Algorithm 4), which: (I) iteratively removes from the input
graph a node of V' whose removal does not substantially reduce
the value of the objective function of HNSN; (II) computes the
value of the objective function for the set of remaining nodes
after each iteration; (III) finds the best set R of remaining nodes
over all iterations; (IV) considers, for each node u of U, all
its neighbors with degree 1 as a group and finds the best such
group ; and (V) outputs as solution the best set among R and
Q. Steps I to I1I are implemented in Lines 2 to 9, while Steps IV
and V in Lines 10 to 12.

Let R; C V be the set of remaining nodes up until iteration <.
2ver; w(v)
IN(R:)]
from R; 1 anode v with small weight w(v), sothat >, . w(v)
is still large, and with many neighbors, so that | N (R;)| becomes
much smaller. As we show next, if there is a node v in R; with
at least one neighbor with degree 1 in the graph induced by
the nodes in R; and their adjacent nodes N (R;) (Line 3), one
such node v with minimum ratio between w(v) and the number
of such neighbors is selected for removal (Line 4). Otherwise,
a node v with minimum ratio between w(v) and its degree is
selected (Line 6). After each node removal, Greedy memorizes
the set of remaining nodes (Line 7). Then, it stores the set 12 of
remaining nodes with a largest objective value over all iterations
(Line 9), because the objective function of HNSN is clearly
non-monotone (i.e., it may increase or decrease after a node

Greedy aims to find an R; with large , by removing
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Algorithm 4: Greedy(G, w).

11+ 0, R, <V
2 while R; # @ do
3 if 3v € Ry s.t. IN(R;)| — IN(R; \ {v})| > 0 then
4 ‘ Select v € R; s.t. m is minimum
5 else
) w) i
6 Select v € R; s.t. IN(fo D] 1S minimum
7 R'H—l < RZ \ {’U}
8 141+ 1

Zver; w(v)

IN(R;)|
o Selectu € Ust. 32, c n(fu})|N({o})|=1 W(v) is maximum
1 Q< {v|ve N({u}) AIN({v})| =1}

ves! w(v)

IN(S")|

9 R+ argmaij:je[OylV”

=

12 return S < arg maxXg/e{R,Q}

removal). Next, the algorithm selects the node u of U whose
neighbors with degree 1 have the largest total weight and stores
these neighbors as ) (Lines 10 to 11). Such solutions are not
considered during the previous steps, due to peeling (unless the
last R; is equal to (). Last, the best among R and () is returned
(Line 12).

Efficient Implementation: A direct implementation of Greedy
takes O(|E| - |V|) time because computing all ratios requires
traversing G, which takes O(|V| + |E|) = O(|E|) time per it-
eration. We show a near-linear time implementation of Greedy
in Theorem 10.

Theorem 10: Greedy can be implemented in O(|E|-
log(|V])) time.

The key ideas of the proof (in Supplemental Material) are: (I)
To perform the check in Line 3 in O(| E/|) time over all iterations.
For this, we show that the difference in Line 3 is equal to the
number of neighbors of v that have degree 1 in the graph induced
by the nodes in R; and those in N (R;) and exploit hashing. (IT)
To perform the selection in Line 4 in O(|E| - log(]V|)) time
over all iterations. For this, we identify nodes whose scores
must be updated in an iteration, update their ratios, and find a
minimum ratio, using a binary search tree and hashing, instead
of computing all ratios from scratch to find a minimum. (IIT) To
perform the selection in Line 6 in O(|V] - log(|V])) time over
all iterations using sorting. (IV) To construct R in Line 9 in
O(|E]) time, by computing the numerator and denominator of
Dver,; w(v)

IN(R;)

We also consider a variation of Greedy without Lines 3-5,
referred to as FastGreedy. It takes O(|E| + |V - log(|V])) time
and trades effectiveness for efficiency.

decrementally.

VII. MONEY LAUNDERING DETECTION APPLICATION

Money Laundering (ML) is the process of transforming crime
profits into legitimate assets [6]. ML involves three steps [6]:
(D) placement, in which illicit money from a criminal is placed
into the financial system; (II) layering, in which this money is
separated from its source through layering financial transactions
that aim to elude detection; and (III) integration, in which the
money, or a fraction of it, is returned to the criminal from what
seem to be legitimate sources.
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Smurfing [8], [9], [10], [11] is a key layering technique for
attacking anti-money laundering systems. It involves a criminal
who distributes their illicit money to peers. Then, the peers
perform financial transactions, in which the money flows from
their accounts to the accounts of other peers and eventually to
the criminal’s target account(s). The peers are called smurfs.

Single-target Attack: This attack was discussed in Section |
and can be detected by solving HNSN. A node ¢ that represents
the target’s account and its incident edges play no role in HNSN.
Thus, ¢ and these edges are omitted from the input to HNSN. We
focus on graphs with no edges among nodes in V, as they are
generally more suspicious (i.e., edges between nodes in V' do
not benefit the attackers, as discussed in Introduction) [8], [21].

Our suspiciousness measure is the objective function

% of HNSN, with w(v) = %%, for each node v € V;
0, 1s the amount of money sent by 11 to t, 7, is the total amount
of money v receives from its adjacent nodes in U, and b,
is the account balance of v before any money transfers take
place. We consider the account balance, as it is not necessarily
negligible (e.g., normal accounts may have a large balance) [11].
We assume i, + b, > 0; e.g., banks require a non-zero balance
in order to maintain an account.

If a solution S of HNSN has large %
induced by .S and N (.S) models a highly suspicious money flow
to t. This captures that: (I) Smurfs receive money from few
others [8], [10]. This is because a criminal usually trusts a small
number of peers (nodes in U) to distribute their money to, as
a larger number increases the risk of being caught. (II) Smurfs
often aim not to leave much money in their accounts, as their
accounts may be frozen [9], [10].

Multi-target Attack: The attack involves multiple targets,
representing multiple criminals or a criminal with multiple
accounts. The input graph is a tripartite graph G(U, V, W, E),
where W represents users receiving money from others in
V. The degree of each node in W is in [1,|V|]. The targets
correspond to a subset of W.

, the subgraph

s . . > pes w(v)
Our suspiciousness measure is \N(S)\iw’ where N (.5)

and each w(v) is as before, and M (S) = {w | I(v,w) € EA
v € S,w € W} is the subset of nodes in W that receive money
fromthenodesinS C V. A set.S withsmall | M (5)] is preferred,
as the number of targets is typically small (e.g., up to 8 for
real ML flows detected in [11]). Our measure is fundamentally
different from that of [10] and offers three benefits (see Sup-
plemental Material for details): (I) It can be used to compare
subgraphs with nodes transferring different amounts of money.
(IT) It considers the balance b,,, which is important as a larger b,
implies a higher account retention risk and thus that an account
is less likely fraudulent. (IIT) It allows distinguishing between
subgraphs with the same number of nodes and total ingoing and
outgoing amounts but different topologies.

Detecting the Multi-target Attack: We extend HNSN for the
multi-target case, as follows:

Problem 2 (Multi-target HNSN (MHNSN)): Given a tri-
partite graph G(U,V, W, E), where each v € V has at least
one adjacent node in U and at least one adjacent node in
W, and a weight function w:V — Rsp, find a set S C
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V' of nodes such that % is maximized, where
N(S)={u|3(u,v) € EAueUveS}and M(S) ={w |
(v, w) € EAvES,we W}

Each v € V must have at least one adjacent node in U and at
least one adjacent node in W, as we are interested in detecting
money flows from nodes in U to target nodes in W through
v. This ensures that at least one node in U and at least one
node in W is connected to a node in .S and hence |N(S)| > 0
and | M (S)| > 0. Thus, at least one smurf in U sends money to
another smurf in .S that then sends money to nodes in . As in
the single-target case, w(v) =

The LP algorithm for HNSN can easﬂy be adapted to solve
MHNSN exactly in polynomial time. Greedy and FastGreedy
can also be easily adapted to tackle MHNSN. The details of
these algorithms are provided in Supplemental Material. We
also show an approximation-preserving reduction (Theorem 11)
from MHNSN to HNSN. This has two 1mp0rtant implications:
(D An O(|E[log(|U]| + [W]))-time e
approximation algorithm for MHNSN can be obtained via
GreedyApproximation. (I) An (1 — ¢)-approximation algo-
rithm to MHNSN can be obtained via lterativePeeling, for any

€ (0,1).

Theorem 11: Thereis an approximation-preserving reduction
from MHNSN to HNSN. In particular, there is an instance
TInvunsy of MHNSN with solution value « if an instance Zygnsn
of HNSN obtained from the reduction has solution value a.

Note that we do not perform the reduction explicitly. We
simply modify GreedyApproximation, or IterativePeeling, so
that it iteratively peels a node v € UUW with minimum
> ven(u) W(v) (along with all its adjacent nodes and the edges
of these nodes), as nodes in U or W are treated the same.

VIII. RELATED WORK

Related Problems: HNSN is a weighted and unconstrained
variant of the minimum k union problem; the latter has been
studied theoretically in [1], [2]. As discussed in Section I,
minimum k union can be formulated as a small set expansion
problem. Alternatively, it can be formulated as a problem asking
for k£ hyperedges of a hypergraph with the minimum size of
their union, for a given integer k£ [2]. HNSN can be viewed
as a weighted and unconstrained version of this formulation,
where each u € U corresponds to a hypernode, each v € V' to
a hyperedge with a weight w(v), and the neighbors of v are
the hypernodes of the hyperedge corresponding to v. HNSN
and minimum £ union are related to dense subgraph problems
(see [22], for a survey). Two well-known such problems are the
densest subgraph problem [12], [23], which asks for a subgraph
with maximum average degree, and the densest k-subgraph
problem [24], which asks for a subgraph of k nodes with
maximum average degree, for a given integer k. The equivalent
of these problems in hypergraphs are the densest subhypergraph
problem [25] and the densest k-subhypergraph problem [1], [2].
Both are well studied [2], [25], [26], [27].

Related Applications: Profitable product set discovery falls
into the area of utility mining [28]. This area mainly focuses on
identifying patterns with sufficiently high utility, while HNSN
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seeks to identify sets having a largest ratio between utility and
the number of distinct items contained in them, as such sets can
be beneficial to a retailer [4].

Team formation can be formulated as a subgraph detection
problem on a bipartite graph, and there are recent approaches
that adopt this formulation [5], [29], [30]. However, these ap-
proaches detect fundamentally different types of subgraphs than
our approach. In particular, they consider community search
problems on bipartite graphs based on an adaptation of the notion
of k-core [31].

Money laundering detection [6] can be performed using rule-
based or machine-learning approaches (see [7], for a survey).
Our work is relevant to approaches for detecting smurfing attacks
from graph data [8], [9], [10], [11], [32], [33], [34], [35]. The
approaches of [11], [32] output all subgraphs that are isomorphic
to certain graph patterns while our approach outputs the most
suspicious subgraph, without restricting its topology to that of
specific patterns. The approach of [9] considers a streaming
setting and tracks statistics for each account over time to iden-
tify suspicious accounts. The approach of [33] is applied to a
sequence of directed, edge-weighted graphs having a common
node set and aims to classify each node as suspicious or not.
It utilizes a supervised approach taking into account various
statistics about financial transactions. The approach of [34] has
the same goal as that of [33] but is applied to an undirected,
edge-weighted graph and follows a semi-supervised approach.
The approach of [35] is applied to a directed, edge-weighted,
temporal graph and aims to: (I) detect a dense temporal subgraph
with high value in measures capturing structural, temporal,
and monetary information; and (II) identify the flow of money
laundering funds. For task I, it proposes a peeling algorithm; and
for task IT it uses a maximum flow algorithm. Different from the
above approaches, we use an undirected bipartite graph as input
(the direction of edges is implicit; always from nodes in U to
nodes in V). Also, we aim to detect smurfing attacks (which
involve transactions between the peers of a criminal) and thus
our algorithms output a connected subgraph of the input graph.
Classifying nodes as suspicious or not, as the approaches of [34]
and [33] do, is interesting but unrelated to the HNSN problem,
and dealing with temporal aspects in our problem is left for future
work. Due to their different input data and/or outputs, none of
the above approaches is an alternative to our work.

The closest works to ours based on the type of data they are
applied to and the attacks that they consider are [10] and [8].
The work of [10] proposes a suspiciousness measure, which has
some weaknesses, addressed by our measure (see Section VII),
and a greedy algorithm, called FLOWSCOPE. The work of [8]
proposes AA-SMUREF, a heuristic for detecting a specific single-
target smurfing attack in which |[U| =1 and |V| > 3.

IX. EXPERIMENTAL EVALUATION

A. Data and Setup

Datasets: We conducted experiments using 13 real-world
datasets, as well as using synthetic datasets (see Table II and
Supplemental Material for details).
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TABLE II
DATASETS CHARACTERISTICS (k AND ¢ DENOTE THE NUMBER OF CONNECTED
COMPONENTS AND THE CONTRACTED NODE PERCENTAGE, RESPECTIVELY; IN
SYN, ¢ € {10%, 20%, 30%, 40%, 50%})

\ Datasets T 10 T VI ] [E] [ k |
Foodmart (FM) 1,559 4,141 18,319 1
E-commerce (EC) 3,468 14,975 174,354 12
Liquor (LI) 4,026 52,131 410,609 165
Fruithut (FR) 1,265 181,970 652,773 4
YooChoose (YC) 107,276 | 234,300 507,266 22,033
Kosarak (KS) 41,270 990,002 8,019,015 271
Connectious (CN) 458 394,707 1,127,525 117
Digg (DI) 12,471 872,022 | 22,624,727 13
NotreDame (ND) 127,823 | 383,640 1,470,404 3,142
IMDB (IM) 303,617 | 896,302 3,782,463 7,885
NBA Shot (NBA) 129 1,603 13,726 1
ACM Citation (ACM) 751,407 | 739,969 2,265,837 1
Czech Financial Dataset (CFD) 60,606 1,496 138,256 1,496
AML gy 35,583 31,491 106,514 6,271
AML [, 65,117 42,840 224,991 7,834
SYN 200,000 | 200,000 | 80,000,000 1
SYN} 100,000 | 150,000 | 50,000,000 | {1,2,5,10,25}
SYN. 10,000 10,000 80,000 1

The first six datasets in Table II were obtained from https:
//bit.ly/3S5y0Ode. These datasets contain utilities (profits) of
items (nodes in U) which are summed up to obtain the trans-
action (node v € V) utility, following [3]. Thus, these datasets
model the profitable product set discovery application (see A.1
in Section I), where a transaction corresponds to a bundle of
products. The next four datasets in Table II were obtained
from https://sparse.tamu.edu/. These datasets model unweighted
bipartite graphs, and we used unary weights for them.

For the team formation application (see A.2 in Section I),
we used the NBA and ACM datasets in Table II, obtained
from https://bit.ly/3Yu6M5Q and https://bit.ly/3WzWDbEc, re-
spectively. NBA represents LA Lakers players who have scored
in at least one regular-season NBA match over two decades
(nodes in U) and the matches involving these players (nodes
in V). An edge connects a player (node v € U) to a match (node
v € V) if the player scored in this match. The weight of a node
v € V is the total points scored by the players in this specific
match. In ACM, each node in U represents an author who has
co-authored at least one paper and each node in V' corresponds
to a paper co-authored by at least one author represented by a
node in U. An edge connects an author (node v € U) to a paper
(node v € V) if the author co-authored the paper. The weight of
anode v is the number of citations the paper has received.

For the money laundering detection application (see A.3
in Section I), we utilized three datasets: the Czech Financial
Dataset (CFD), which contains anonymous money transfers
from a Czech bank, and two anti-money laundering datasets with
ground truth, AML; and AML . CFD has been used in [9], [10]
and is available from https://bit.ly/20zDm2R. CFD has been
pre-processed by keeping transactions from and to other banks,
creating a tripartite graph G(U,V, W, E) (see Section VII).
AMLy and AML}, are obtained from https://bit.ly/4c8ql70),
and they have been widely used in recent anti-money laundering
research [32], [36], [37]. In AMLy, 0.63% of the transactions
(edges) are labeled as fraudulent, compared to 0.36% in AMLy,.

We constructed three types of synthetic datasets: SYN, SYNy,
and SYN,. Each SYN dataset models a bipartite graph that
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has one connected component and no nodes that can be con-
tracted. The edges in each SYN dataset are formed between
randomly selected nodes. The degrees of the nodes in V' are
in [1, 50], and they are sampled from a Zipfian distribution
with parameter 0.1; such power-law degree distributions are
often encountered in real graphs. The weight of every node v
inVissettow(v) =r-|N({v})|, where r is chosen uniformly
at random from [0.5, 100]. We constructed SYN datasets with
varying number of U and V' nodes and varying number of edges;
specifically |U| and |V| are up to 200,000 each and | E/| up to 80
million.

Each SYNj dataset models a bipartite graph with k €
{1,2,5,10, 25} connected components. All SYN,, datasets have
the same |U]|, |V|, | E| and no nodes that can be contracted. All
components in these datasets are constructed as in SYN datasets
and their |U|, |V'|, and | E/| are the same.

Each SYN, dataset models a bipartite graph with a percentage
¢ € {10%, 20%, 30%, 40%,50%} of nodes that can be con-
tracted. All SYN, datasets have the same |U|, |V|, and |E| and
one connected component. Each SYN,. dataset is constructed in
two steps. First, for the given c and a fixed » = 10, we construct a
SYN dataset with |U| = 10000; |V | = 10000 — ¢ - 10 000; and
|E| = 80000 — ¢-10000 - r. Then, we add ¢- 10000 nodes
in V' with the same r randomly selected neighbors (and thus
c-10000 - r new edges in E). This ensures that all ¢ - 10 000
nodes will be contracted. Last, we set each weight w(v),v € V,
as in the SYN dataset.

Setup: In the applications of profitable product set discovery
and team formation (A.1 and A.2 in Section I), we evaluated our
algorithms, ContractDecompose (CD), IterativePeeling (IP),
GreedyApproximation (GAR), Greedy (GR), and FastGreedy
(FGR), by comparing them to GreedRatio [14], [15] (GRR), a
state-of-the-art method for minimizing a ratio of non-negative
monotone submodular functions. As in [14], we ensured that
there is at least one v € V' with w(v) > 0 and applied GRR to
try to minimize D L which is equivalent to maximizing
the objective function of HNSN. This is because: (I) [N (.S)]
is non-negative, monotone (as 0 < |[N(S)| < |N(T)|, for any
S CT CYV), and submodular (as a coverage function [38]);
and (I) }°, _ ¢ w(v) is non-negative monotone (as w(v) € Rx¢)
and submodular (as it is clearly modular) [38]. GRR takes
O(|E| - |V|) time and cannot be sped up by lazy evaluation [39],
which is applicable for minimizing the ratio of a modular to
a submodular function [14]. In addition, we compared our
algorithms to FlowScope (FL) [10] and AA-SMURF [8] in
the context of money laundering detection (A.3 in Section I).
FL takes O(|E| -log(|V])) time when applied to a tripartite
graph as in our case. On the other hand, AA-SMURF takes
O(E|- (|U|+ V| +|W|)+ (JU| - [W])?) time in the worst
case; recall that TV represents the users who receive money from
other users in V. We did not compare our algorithms to [9], [11],
[32], [33], [34], [35], as they deal with different problems and/or
are applied to different settings (see Section VIII).

We used 7' (the maximum number of iterations) equal to 10 in
IP, unless specified otherwise, and measured the effectiveness
of the solution S of IP right after iteration i using the ratio
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(a) Score % for all algorithms on real datasets. (b) Runtime

Fig. 6. N

(s) on real datasets.

% /OPT, where OPT is the value of an optimal solution.

We refer to this ratio as Accuracy at iteration ¢ and report its
mean and sample standard deviation when IP is applied to a set
of random subgraphs.

All experiments ran on an AMD EPYC 7702 CPU with 512
GB RAM. We implemented our algorithms in C++ and used
Gurobi 9.1.2 in LP and CD. The implementation of FL and
AA-SMURF was obtained from https://bit.ly/3LHigea and https:
//bit.ly/3yFUQnS, respectively. See https://bit.ly/3ymM9hG for
our code and datasets.

B. Effectiveness and Efficiency on Real Data

We examined the effectiveness and efficiency of our algo-
rithms* in the context of the profitable product set discovery
(A.1) and team formation (A.2) applications using the first 12
real datasets of Table II.

The results evaluating the effectiveness of all HNSN algo-
rithms (i.e., % for a solution S of HNSN) are in Fig. 6(a).
Note that: (I) CD afways found an optimal solution, as expected.
(II) IP always found an optimal solution within 7" = 10 itera-
tions. (III) GAR found an optimal solution in all datasets except
LI, NBA, and ACM. In these datasets, it achieved solutions that
were within 90.6%, 91.5%, and 89.1% of the optimal, respec-
tively. This is encouraging, as its (tight) approximation ratio of

1 . . . .
ey INTET)] implies less effectiveness in the worst case (e.g.,

the smallest ratio over all datasets was 34—120 = 0.00029 and cor-
responds to DI but GAR found an optimal solution when applied
to DI). (IV) Both GR and its variant, FGR, found near-optimal
solutions that are within 94.4% of the optimal on average, over
all the tested datasets. The results of the experiments of Fig. 6(a)
in terms of runtime are in Fig. 6(b). As can be seen, all our
algorithms substantially outperformed GRR. For example, our

slowest algorithm, CD, was more than two orders of magnitude

4We omit the results for LP, as it achieved the same solutions with CD but
less efficiently (LP was still much faster than GRR).
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faster than GRR on average and up to more than three orders
of magnitude faster. Note that: (I) CD performed reasonably
well; its runtime was comparable to that of IP. (I) GAR was
3.5 times faster on average than IP. (III) GR was 16.6 times
faster on average than GAR. (IV) FGR was the fastest algorithm,
outperforming GR by 4.9 times on average. The results show
that our exact algorithm CD is practical, and they align with
the time complexity analyses of our approximation and heuristic
algorithms; these algorithms take near-linear time, whereas GRR
takes O(|E| - |V|) time.

C. Effectiveness and Efficiency on Synthetic Data

To thoroughly evaluate effectiveness, we applied all algo-
rithms on 500 small graphs, each constructed by sampling
a number of records (a record corresponds to a node in V')
uniformly at random from a dataset. We performed this process
on all datasets of Section IX-B, sampling 10000 records from
EC, LI, YC, KS, CN, and DI, and 1,000 from all other datasets.
The results in Fig. 7 are analogous to those in Fig. 6(a); our
algorithms found optimal (CD) or near-optimal solutions (the
solutions of IP, GAR, GR, and FGR were within 99.54%,
96.80%, 94.15%, and 93.40% of the optimal, respectively).
Notably, the order of effectiveness of these algorithms in this
experiment is the exact reverse of their order of efficiency. On
the other hand, the solutions of GRR were on average 36% worse
than the optimal. For example, our worst-performing (but most
efficient) algorithm, FGR, was 76.8% more effective than GRR
on average. Furthermore, the difference between FGR and GRR
on all datasets except LI was statistically significant at p-value
< 0.005, which was computed using Welch’s test, while for LI
the difference was not statistically significant (p-value > 0.005).
In the latter dataset, GAR was 3% worse than GRR, but it was
more effective by 96% on average over all the datasets.

In addition, we measured runtime using subgraphs of SYN
with varying |U|, |V, or |E| (see Fig. 8). Again, all our algo-
rithms outperformed GRR in terms of efficiency. Specifically,
CD, IP, GAR, GR and FGR were, on average, faster than
GRR by 3.2,40.7,294.8, 503.4 and 10237.5 times, respectively.
That is, the order of effectiveness of these algorithms was the
exact reverse of their order of efficiency. Notably, our faster
algorithms, GR and FGR, needed less than 2 minutes and 3
seconds, respectively, to process the largest SYN dataset, which
contains 80 million edges, while GRR needed 4.6 hours. The
results of Fig. 8 are in line with the time complexity analyses.
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TABLE III
COMPARISON BETWEEN LP AND CD ON REAL DATASETS
‘ Dataset || % of Contracted | # of Connected | # of Merged | Runtime of | Runtime of Efficiency
Nodes ¢ Components k| Components LP (s) CD (s) Improvement
FM 1.16% 1 1 0.79 0.70 11.66%
EC 7.12% 12 10 1.15 1.06 7.58%
LI 5.86% 165 134 6.64 6.51 1.90%
FR 42.4% 4 4 361.93 14.00 96.13%
YC 52.19% 22,033 12,489 529 417 21.19%
KS 38.71% 271 267 20.02 5.59 42.98%
CN 83.33% 117 17 927.33 528.72 72.08%
DI 40.07% 13 10 478.81 227.88 52.41%
ND 48.87% 3,142 1,438 20.91 12.32 41.08%
M 49.45% 7,885 3,881 62.16 37.77 39.23%
NBA 26.08% 1 1 0.51 0.18 65.02%
ACM 18.39% 1 1 396.13 57.41 85.51%

All algorithms except CD scale linearly with | E|, and logarith-
mically with either |U| or [V|. Note that the runtime of GR and
GRR increased slightly with |U| due to data structures operating
on U whose terms in the complexity formulas are absorbed.
Also, note that IP was 10 times slower than GAR, as we used
T = 10.

From Sections IX-B and IX-C, it is clear that our exact
algorithms are reasonably fast (faster than GRR, which performs
worse), our approximation algorithms find near-optimal solu-
tions much faster than the exact algorithms, and our heuristics
are slightly less effective but much faster than our approximation
algorithms.

D. Efficiency Improvement From LP to CD

LP vs CD on Real Data. Table I1I shows that CD is faster than
LP by 44.73% on average and by up to 96.13%. As expected from
our time complexity analysis (see Section III), the improvement
islarger when } ;. (; ;1 7 (C}) is smaller than 7. That is, CD be-
comes faster when: (I) many nodes in V' are contracted; and (II)
after the node contraction there are many connected components
in the graph. However, invoking the Linear Programming solver
incurs some overhead which does not pay off in the case of too
small connected components. Therefore, in our implementation,
we merged components with fewer than 100 nodes in their V' part
into a single component iteratively. Each iteration stops when
the new component contains 500 or more nodes in its V' part. The
largest efficiency improvement (96.13%) was observed in FR,
where 42.4% of the nodes were contracted and there were only 4
connected components after node contraction, and the smallest
in LI (1.9%), where only 5.86% of nodes were contracted and
there were still 134 connected components after merging the
small connected components.
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LP vs CD on SYN, and SYNy. We also examined the impact
of node contraction and of graph decomposition separately on
the efficiency of CD using the SYN, and SYN,, datasets. That
is, we either omit Lines 1 to 18 from Algorithm 1 and use G, or
replace Lines 19 to 23 with “return S < LP(G', w)”.

Fig. 9(a) shows the runtime of LP and CD on SYN,, for
varying percentage of contracted nodes c. As c increases, the
difference between CD and LP increases, since the LP algorithm
in Line 22 of Algorithm 1 runs on a smaller (single-component)
graph in terms of V' and E. For example, when 50% of nodes
are contracted, CD was 73.61% faster than LP.

Fig. 9(b) shows the runtime of LP and CD on SYNj,
for a graph with |U| = 100,000, |V| = 150,000, and |E| =
50,000,000, and varying number of connected components
k. As k increases, the difference in runtime between CD and
LP increases, since the connected components become smaller
, and |E| and thus the total time of the
LP algorithm invocations in CD (Algorithm 1) is smaller. For
example, when k£ = 2, CD was 51.89% faster than LP and when
k = 25, it was 91.80% faster. The marginal gain in efficiency
decreases as k increases, since the solver is invoked more often,
which incurs an overhead. To reduce such overheads, one can
execute Lines 20 to 22 in parallel.

E. Convergence of IP

We next evaluated the Accuracy (see Section IX-A) of IPusing
the real-world datasets of Section IX-B. IP found an optimal
solution right after the first iteration in the case of 9 out of 12
datasets. In the LI (respectively, NBA and ACM) dataset, it found
a solution within 90.6% (respectively, 91.45% and 89.05%) of
the optimal right after the first iteration and an optimal solution
right after the third (respectively, third and second) iteration.

We also examined the effectiveness of IP using the random
subgraphs sampled from the 12 real datasets used in the exper-
iments of Fig. 7. IP found an optimal solution right after the
first iteration in all the tested subgraphs of YC, CN, DI, and
ND. The results for the subgraphs of the remaining datasets are
shown in Fig. 10. IP found an optimal solution right after the
fourth iteration in the case of EC and IM, a solution that is within
99.4% of the optimal in the case of LI, FR, KS, NBA and ACM,
and a solution within 96.1% of the optimal in the case of FM.
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F. Money Laundering Detection

We examined the effectiveness of our algorithms for money
laundering detection (A.3) using the CFD dataset, which has no
ground truth, and the AML and AML;, datasets, which have
ground truth. IP was configured with 7" = 30.

CFD Dataset: We first detected the most suspicious subgraph
from CFD using each of our algorithms for HNSN. All our
algorithms found the same solution; a subgraph with 21 nodes
(12 source, 1 middle, and 8 target) and small balance before and
also after the bank transactions (3,120 and 19,672, respectively).
FL detected a much larger subgraph with 122 nodes (87 source,
1 middle, and 34 target) and much larger balance before and
also after the transactions (15,087 and 92,581, respectively).
The smaller size and balance of the subgraph detected by our
algorithms suggest that it is more suspicious [10], [11] than
the one detected by FL. Also, this subgraph is 3.22 times
more suspicious than that of FL, according to our measure.
AA-SMURF did not produce a solution, as the CFD dataset does
not have a subgraph that can be detected by this algorithm (see
Section VIII).

Since CFD has no ground truth, we followed the evaluation
methodology of [8], [9], [10]. That is, we injected fraudulent
patterns in CFD and examined whether or not they can be
detected. Specifically, we injected two types of patterns that are
well-known to correspond to real-world smurfing attacks [8],
[11], [32], [40]; see Fig. 11. In the single-target setting, we
compared our algorithms to both FL. and AA-SMURF. In the
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TABLE IV
PERCENTAGE OF DETECTED FRAUDULENT PATTERNS BY OUR METHODS AND
BY FL [10] FOR DIFFERENT MEAN VALUES

[ Mean() || 07 | 075 | 08 | 085 | 09 |

[ Our methods [[ 100% [ 100% [ 100% [ 100% [ 100% |
\ FL | 18% | 31% | 49% | 68% | 66% |

TABLE V
COMPARISON BETWEEN OUR ALGORITHMS, FL, AND AA-SMURF ON THE
AML gy DATASET IN TERMS OF EFFECTIVENESS, RUNTIME, AND SPACE

EFFICIENCY
[ Dataset i AMLy |
‘ Measurement H % ‘ Fraudulent Ratio of Edges Runtime (s) | Memory Usage (GB) ‘
Our methods 2.17 12 /12 4.81 0.09
FL 0.06 0/4 8.24 0.22
AA-SMURF 0.43 6/10 13387.16 265.06
TABLE VI

COMPARISON BETWEEN OUR ALGORITHMS, FL, AND AA-SMURF ON THE
AML, DATASET IN TERMS OF EFFECTIVENESS, RUNTIME, AND SPACE

EFFICIENCY
[ Dataset || AMLL |
‘ Measurement H % | Fraudulent Ratio of Edges | Runtime (s) Memory Usage (GB) ‘
Our methods 2.80 12/12 10.55 023

FL 0.50
AA-SMURF -

The —’s denote that AA-SMURF could not run (out of memory error) in our machine that has 512 GB RAM.

2/2 17.25 0.34

multi-target setting, we only compared our algorithms with
FL because AA-SMURF cannot detect multi-target patterns (see
Section VIII). We generated over 1,000 different patterns. To
favor FL, we used balance b, = 0, for eachv € V.

For the single-target patterns, we used |V € [1,18] and
sampled each weight w(v) € (0,1] from a normal distri-
bution N (p,0 =0.1). We tried all combinations of |V| €
{1,2,4,6,...,18} and 1 € {0.5,0.55,0.6,...,1}. All our al-
gorithms for HNSN detected all injected patterns, whereas FL
did not detect any injected pattern when |V | > 8 and AA-SMURF
did not detect any injected patterns when |V | =1 or |V| =2,
as by design it only detects singe-source, single-target patterns
with [V| > 3.

For the multi-target patterns, we applied the adaptations of our
methods to deal with MHNSN (see Section VII) and modified
GAR to output the best among the solution of GAR and a solution
comprised of the best node in V/, to account for the fact that
several nodes in V' in CFD are good candidates due to their
very small neighborhood and large weight. This modification
did not change the approximation ratio of GAR and had a
negligible impact on its runtime. We considered two configu-
rations for the patterns. In the first, we tried all combinations of
|U|,[W| e€{1,2,...,6} and w(v) € {0.5,0.55,...,1}. Each
node v € V had the same w(v). Again, all our algorithms
detected all injected patterns, whereas FL did not detect any
injected pattern when w(v) < 0.8. In the second, we sampled
w(v) € (0,1] from a normal distribution N (i, 0 = 0.1) with
w € {0.7,0.75, . ..,0.9}. For each mean value 1, we constructed
100 patterns with |U| and |W| selected uniformly at random
from [1,6]. Note from Table I'V that all our methods detected all
injected patterns, while FL detected between 18% and 66% of
them. GAR without the modification outperformed FL; in the
experiment of Table IV its scores were 39%, 60%, 71%, 96%,
and 95%.
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In sum, our methods detected a more suspicious graph than
FL from the real dataset CFD, while AA-SMURF did not de-
tect a suspicious subgraph. Our methods also detected in-
jected patterns more accurately than FL and are applicable to
the multi-target setting unlike AA-SMURF. Last, our methods
were many times faster than FL, and also faster than AA-
SMURF with the exception of IP (see Supplemental Material for
details).

AML and AML}, Datasets: We compared our algorithms
against FL. and AA-SMURF using the labeled AMLy and
AML;, datasets; see Tables IV and V. Since these datasets
have ground truth, we did not inject fraudulent patterns into
them. Interestingly, in both datasets, our algorithms detected
suspicious patterns (all edges were labeled fraudulent) with
one source node, six middle nodes, and one target node
(i.e., of the same type as that in Fig. 11(a)). This obser-
vation confirms that the patterns used in our experiments
with the CFD dataset are realistic and is in line with prior
works (e.g., [8], [11], [32], [40]), which state that this type of
patterns often correspond to money laundering activities. FL
detected a subgraph with no fraudulent edges in the AMLy
dataset, while, in the AML [, dataset, it detected a subgraph that
does not correspond to smurfing attacks (i.e., a solution with 1
source, 1 middle, and 1 target node and 2 edges). AA-SMURF
detected a subgraph with 6 out of 10 fraudulent edges in AML;,
while it could not run on AML}, (due to lack of memory, in a
machine with 512 GB RAM).

Our algorithms were also more efficient than FL (by 41.63%
in AMLy and by 38.8% in AML}) and 3 orders of magnitude
more efficient than AA-SMURF in AML . Last, our algorithms
required less memory than FL (by 59.1% in AMLy and 32.3%
in AML}) and three orders of magnitude less memory than
AA-SMURF.

X. CONCLUSION

We introduced HNSN, a weighted and unconstrained variant
of the well-known minimum & union problem. We showed that
HNSN can be solved exactly in polynomial time via linear
programming and proposed several algorithms for it: an ex-
act algorithm based on node contraction, graph decomposition
and linear programming; and three peeling algorithms offering
different effectiveness/efficiency trade-offs. Our experiments
showed that our algorithms find optimal or near-optimal so-
lutions, outperforming a natural baseline, and that they can
detect money laundering much more effectively and efficiently
than the two state-of-the-art methods that are the closest to our
work. The ability to define the general combinatorial problem
HNSN and solve it via exact and approximation algorithms
that are effective in different applications is mostly because its
input contains a bipartite graph. However, it should be clear
from Section VIII that more general settings are also useful in
money laundering detection. For example, a general graph would
allow modeling longer paths between the peers of a criminal,
while temporal graphs would capture temporal characteristics.
It is thus interesting to study HNSN-like problems for money
laundering detection in such settings.
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