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ABSTRACT
Technological advancements in the last century have opened numerous
venues and great challenges. The use of machines and devices in everyday
human life has assigned them a new societal role. Envisioning the machine
to act as an educator, helper, supporter, mediator, negotiator, moderator,
doctor, and a daily companion is the debate of the day. Emergence of such a
techno-human society has brought many challenges to technologists and
social scientists. A main question that still stands is whether such a societal
setup will be stable. One of the crucial factors for such a setup to be
successful is the humans’ levels of trust in machines. To make such artefacts
more human-aware with respect to their trust, dynamical models of trust
should be designed, verified, validated and embedded into them. These
models will enable the machine to estimate human trust and adapt
accordingly. In existing literature there are several computational models of
trust which silently assume a rational basis of trust. This performance
oriented, system-theoretic view of trust is not the true representation of
human behaviour. As reported in many recent studies humans usually do not
behave rationally under the influence of personal perception, feeling and
biases. This notion of trust is called human-based trust in this dissertation.
Both system-theoretic and human-based trust models have their own domain
of applications in the current socio-technological world. In these days
interactions in the socio-technological world can be classified into three
types, namely, human-human, human-machine and machine-machine.
System-theoretic trust has a wide application for cases when two
autonomous machines communicate or interact with each other. These
machines do not have human aspects. Hence, the performance-oriented view
of utility, past experiences and institutions enforcements can provide them
enough to trust on each other or not. Different from a machine-machine view
of interaction, human-based trust has an application in both human-machine
and human-human interactions. Hence, understanding of human trust
dynamics in these perspectives is necessary for progress and effective
utilization of current socio-technological advancements. This dissertation
deals with modelling of human-based trust and validation of these models,
which is an essential component for human-human and human-machine
interaction posed under the challenges of the postmodern human society.
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“To be trusted is a greater compliment than being loved.”
George MacDonald
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PART A
INTRODUCTION

CHAPTER 1
INTRODUCTION
This chapter is dedicated to give a brief overview to the reader about
research motivation, background, intended aims, proposed methodology
and dissertation structure.

Introduction

1.1

Introduction

In this chapter a brief description about the motivation for this research, research
goals, research methodology, and a high level description of the component-based
design of a human-based agent model is provided. Here the design of human-based
agent is proposed so that research work performed in this dissertation can be
presented in a unified framework. Finally, this chapter concludes with an overview
of the parts and chapters presented in this dissertation.

1.2

Motivation

Technological advancements in the last century have opened numerous venues and
great challenges. The use of machines and devices in everyday human life has
assigned them a new societal role. Envisioning the machine to act as an educator,
helper, supporter, mediator, negotiator, moderator, doctor, and a daily companion is
the debate of the day. Emergence of such a techno-human society has brought many
challenges to technologists and social scientists. A main question that still stands is
whether such a societal setup will be stable.
One of the crucial factors for such a setup to be successful is the humans’ levels of
trust on machines. To make such artefacts more human-aware on their trust,
dynamical models of trust should be designed, verified, validated and embedded
into them. These models will enable the machine to estimate human trust and adapt
accordingly. For example, the advent of information and communication
technology (ICT) has put humans in an information overflow and selection of the
right information from a human-trusted information source at the right time is a
challenge. Hence, there is a strong need of a system that can aid humans, keeping
the humans’ personality, context and needs under consideration for filtering
information influx, and presenting the right information at the right time. To be
successful, such a system should be capable of estimating a human’s trust on the
various information sources and on the system itself and adapt accordingly.

1.3

Research goal

In this section main focus of the research is described and primary research
questions are formulated in Section 1.3.1 and 1.3.2 respectively.

1.3.1

Research focus

Design of models for human cognition is vital for social and cognitive sciences as
well as for artificial and ambient intelligence. The focus of the research presented in
this dissertation is to explore dynamics of human trust with different modelling
techniques including different human personality attributes and to verify, compare
and validate these designed models in real experiments.
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1.3.2

Research questions

After a literature review of computational models of the trust it was found that
proposed computational models in the literature mostly consider trust of an agent on
a single trustee at a time, and in case of multiple trustees it is a silent assumption
that the agent’s trust values on multiple trustees are mutually independent. But in
reality the agent’s trust on multiple trustees may depend on each other. This notion
of trust is termed as relative trust in this dissertation. It is also noticed that in the
existing literature most of the computational trust models of the human are based on
some rationality assumption, and human affective and biased behaviours are not
represented, whereas a vast literature from psychology and neuro-science indicates
that humans often exhibit non-rational, affective (Eich et al., 2000; Winkielman et
al., 2009; Niedenthal, 2007) and biased (Sears, 1983; Kahneman et al., 1982;
Resnick and Zeckhauser, 2002; Haselton et al., 2005) behaviour. Furthermore most
of the trust models presented in literature were not validated in human experiments.
Based on the above observations the primary research question for this dissertation
is described as follows:
Research Question 1: How to design, verify, compare and validate
computational models of trust for a human that involves the human factors of
relativeness, affect or bias?
Trust is usually viewed at an individual level in the sense of an agent having trust in
a certain trustee. It can also be considered at a population level, like how much trust
for a certain trustee exists in a given population or group of agents. The dynamics of
trust states over time can be modelled per individual in an agent-based manner. At
each point in time these individual trust states can be aggregated to obtain the trust
state of the population. However, in an alternative way trust dynamics can be
modelled from a population perspective as well, taking into account only global
variables and parameters of the population. Such a population-level model is much
more efficient computationally. Keeping the above discussion in mind, the second
research question is described as follows:
Research Question 2: To investigate how far for the case of multiple agents,
agent-based and population-based modelling techniques can approximate
each other particularly in the case of trust.

1.4

Background

This section describes some of the background information of the research work
conducted for this dissertation. Section 1.4.1 advocates that computer simulation as
a well accepted scientific method to study the systems which are physical
inaccessible or too dangerous or unacceptable to engage. Hence it is considered one
of the most suitable tools to study the dynamics of human trust phenomenon. The
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argument presented in Section 1.4.1 is extended for social simulations and the
modelling of cognitive agents in Section 1.4.2 and 1.4.3 respectively. It is argued
that for the study of complex social phenomena which bears human as one of the
main component the concept of cognitive modelling of the trust of a human is the
primary requirement. In Section 1.4.4 the role of human trust is emphasised to
simulate realistic human behaviour in social simulation systems.

1.4.1

Simulation as scientific paradigm

Science is an endeavouring process to explore the world around us and collect the
knowledge that can be verified (Popper, 2002). In this process of scientific
discovery scientists go through a rigorous process which is usually called the
scientific method. The scientific method deals with observation of natural
phenomena, generation of hypotheses explaining it, and the design of experiments
in order to refute or accept these hypotheses. The result of the scientific
experimentation provides the basis for the further inquiries and discoveries in
science. The advent of thought experiments (Brown, 1993) and later in the last
century the computer has given birth to the phenomenon of simulation as one of the
promising scientific experimentation techniques. Simulation, or more precisely
computer simulation, is very handy as a scientific experimentation tool when the
studied system is physical inaccessible or too dangerous or unacceptable to engage
(Sokolowski and Banks, 2009). Simulation can also be used prior to real
experiments to branch and bound alternative possibilities of the experimentation
process thus reducing the time and the cost. Besides the role of computer simulation
as scientific experimentation technique over the years, computer simulation has
been well accepted as a tool for education and training, healthcare, strategic and
military planning, investment banking, and the manufacturing industry. As
described in (Axelrod, 1997) the purpose of simulation is very diverse, including
prediction, performance, training, entertainment, education, proof and discovery.
The research conducted for this dissertation deals with a human’s internal state of
mind, namely trust, which is not directly physically accessible, only indirectly via
the behaviour it induces. Therefore computer simulation is the most appropriate
scientific technique to be used in this process.

1.4.2

Social simulation

Recently simulation techniques have been used to investigate the science behind
complex social phenomena (Schelling, 1969; Epstein and Axtell, 1996). Social
scientists have applied principles of the well known system dynamic theory (cf.
Forrester, 1968; Forrester, 1969; Forrester, 1971) and the more recently developed
agent-based techniques for simulation (e.g., Epstein and Axtell, 1996; Axtell, 1999;
Axelrod, 1997). Both simulation techniques have pros and cons when applied in
different contexts. Population-based simulation usually is based on system
dynamics applied to global (non-individual) variables of the system. As population-
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based simulation lacks micro-level details of the system and hence is often assumed
not to be a true representation of the system. In agent-based simulation internal
processes and behaviour of each individual agent is modelled (for example, using
cognitive modelling techniques) and then the agents are allowed to interact with
each other under some interaction protocol to generate both individual and
collective social level effects. Though the agent-based simulation is considered
more realistic, for larger numbers of agents it becomes intractable. Population-based
and agent-based simulations both, claim to represent social phenomena in there own
respect. In this dissertation both techniques are applied and compared, particularly
in the context of trust.

1.4.3

Trust as a cognitive phenomenon

Trust is the basis for all activities that we perform in our daily life from extending
our hand for handshake and passing a causal smile to our colleague to attending a
doctor for our physiotherapy and dropping our kids at school. This is all about
expectation that we associate with others to do, what we think they ought to do. In
act of trusting others we put ourselves in a vulnerable situation. Why do we do so?
We like to be vulnerable or we are bound by something. We have bounded
rationality, limited time, information and cognitive abilities that make us to trust
and be trustworthy for a collective good of ours and others. Is trust always
successful? Do we get what we ought to get from it? Answer to this question is
context dependent. Trust is not successful all time but most of the time it is. Study
of the dynamics of a human’s trust states has been performed across many academic
disciplines which include neuroscience (King-Casas et al., 2005; Zak et al., 2004,
Kosfeld et al., 2005), psychology (Deutsch, 1962; Worchel, 1979), sociology
(Fukuyama, 1995; Gambetta, 1988), political science (Barber, 1983; Hardin, 2002;
Knight, 2001), economics (Arrow, 1974; McCabe and Smith, 2000; Seabright,
2004; Zak and Knack, 2001), management science (Sitkin et al. 1998; Kramer and
Tyler, 1996; Mayer et al., 1995), computer science (Marsh, 1994) and artificial
intelligence (Jonker and Treur, 1999; Shneiderman, 2000; Sabater and Sierra, 2005;
Castelfranchi and Falcone, 2000a; Falcone and Castelfranchi, 2000b; Castelfranchi
and Falcone, 2010; Bohmann,1989; Jonker et al., 2004). A comprehensive overview
of the trust research can be found in (Reinhard and Akbar, 2006, Grandison and
Sloman, 2000; Josang et al., 2007). Trust is considered essential for social
functioning, in particular, coordination and cooperation among humans. It makes
human life much easier by making social behaviour predictable and ease in working
together creating a sense of community (Misztal, 1996).
As reported in many studies from sociology, economic and management sciences,
trust increase the wellbeing of an individual of a society, profit of a business and
ease in the management of an organization. Trust is useful if it is well-grounded or
justified which means if we have enough reasons to trust based on our pass
experiences or institutional controls. But if such a luxury of information and support
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is not available then trust is not plausible. In such a situation utilitarian theory of
economics with a blend of human cognitive abilities and attitude provides an
answer. Trust has a personal flavour, disposition of personal trust and propensity is
something which is rooted in the human personal cognitive abilities and collective
experiences over lifetime. It is a multifaceted phenomenon which is based on a
number of human personality traits (Akhter, 2004). Hence, it is believed that trust is
intertwined with other human phenomena like biases and affect. In (Hill and
O'Hara, 2005) an emphasis is on the crucial role of the biases in the process of trust
and trust based decision making while (Johnson and Grayson, 2005) divides trust
into cognitive, affective and behavioural components. (Dunn and Schweitzer, 2005)
introduces the notion of affective cognition for trust and examines the relationship
between trust and emotions through a series of experiments and reports that
negatively valenced emotions like anger and sadness decrease trust while positively
valenced emotion like happiness increases trust in a given trustee.
Keeping above in view one can divide the study of trust into two branches one
which is based totally on utilitarian theory and the other which has a human touch,
we call former as a system theoretic and later a human-based. System theoretic trust
is sometimes called as process-based (Zucker, 1986), knowledge or experiencedbased (Holmes, 1991; Lewicki and Bunker, 1995), rational, and economics- or
calculative-based trust (e.g., Coleman, 1990; Williamson, 1993), which position
trust as a rational choice based on past experiences (if any) and its rationally derived
costs and benefits (Lewicki and Bunker, 1995; Shapiro et al., 1992). Human-based
trust on other hand is sometimes called as personality-based (Bowlby, 1982;
Erikson, 1968, Rotter, 1967) cognition-based (Brewer, 1981; Lewis and Weigert,
1985b; Meyerson et al., 1996) and socio-cognitive (Castelfranchi and Falcone,
2010) trust which develops with the collective personal experiences under the
influence of human personality and social influences over the lifetime. There is
another form of trust called Institution-based trust (Shapiro, 1987; Zucker, 1986)
which helps in trusting phenomenon in both case as described above through
security and control provide by guarantees of social norms and institutions. System
theoretic and human-based trust both have their own domain of applications in
current socio-technological word. In these days interactions in socio-technical word
can be classified into three types namely, human-human, human-system and
system-system. System theoretic trust has wide application when two autonomous
systems communicate or interact with each other. These systems do not have human
aspects. Hence, performance oriented view of utility, past experiences and
institutions enforcements can provide enough for them to trust or not on each other.
Other then system-system view of interaction human-based trust has application in
both human-system and human-human interactions. Hence understating of human
trust dynamics in these perspectives is necessary for progress and effective
utilization of current socio-technological advancements. This dissertation deals with
modelling of human-based trust which is an essential component for human-human
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and human-machine interaction posed under the challenges of post modern human
society.

1.4.4

Modelling of a cognitive agent

An agent can be modelled at different levels, for example, at a physiological or
psychological level. A cognitive agent is an intelligent agent which is based on the
models of human cognitive processes. Design of cognitive agents primarily obtains
its inspiration from theories of cognitive science which claims to represent the
human’s mental processes and behaviour. Modelling and simulation of cognitive
agents is equally important for the social sciences a well as for cognitive science for
verification and validation of their respective theories (Sun, 2006). Another
practical application of cognitive agents is in the domains of human-oriented
ambient intelligence or human-aware computing where supporting software agents
can reason (based on an internally represented cognitive model of the human) about
a person’s state of mind and support whenever and wherever needed (Treur, J.,
2008; Sharpanskykh and Treur, 2010). To realize intelligent personalized support to
a human user, different models of human cognition are being developed and
embedded into devices that can reason about human mental processes and provide
timely support, tailored to the person and his or her state. Trust can be one of the
states of the person, which is estimated by the ambient system. Such trust states can
relate to options or tools to be used by the person, but equally well to the support
providing ambient agent. To support the human in a personalized way the trust
human has in various options that can potentially aid in performing the task is an
important factor. For instance, the manual for a task might contain a lot of flaws,
whereas another human that has experience with the task can immediately aid in a
correct fashion. Here, the trust value for the manual will be much lower, and an
ambient agent showing this manual will most likely be ignored. In demanding
circumstances, for example on board of a Naval vessel, where critical tasks are
performed, such information is crucial for personal assistant ambient agents to be
useful and help improve the overall effectiveness of a mission. Hence, the ambient
agent must hold models of human trust dynamics to reason about and predict the
current state of the trust of the user and adapt its own behaviour accordingly. As the
human would trust on those systems more which could understand and support
human keeping his/her humanly nature under consideration hence the models
presented in this dissertation are a step towards achieving a trustable ambient agent
for the human support.

1.5

Research methodology

In this section a brief overview of the scientific methods and the methodology used
to address the research questions formulated in Section 1.3.2 are described in
Section 1.4.1 and 1.4.2 respectively.
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1.5.1

Scientific methods

Research is the systematic search for knowledge. Scientific research uses predefined
scientific methods in the search and discovery of scientific knowledge. In (March
and Smith, 1995) scientific research is divided into natural and designed science
research where each has its own question to address and hence follows different
research methodologies to pursue their respective inquiries. The inquiry in the
natural science is of the form of finding of the objectivity and functionality of an
object while the inquiry of the design science is how to design an artefact to
achieve a desired objective. Hence, the nature of natural and design science
research is descriptive and prescriptive respectively. Research in natural science
follows the so-called empirical cycle (de Groot, 1969) which is based on discovery
(theorization) and justification (empirical validation) while research in design
science revolves around the regulative cycle (van Strien, 1997) based on build
(design of artefact) and evaluate (performance measurement). In (March and Smith,
1995) the research process in the field of information technology (IT) is described
as a natural as well as a design science. In (March and Smith, 1995) it is stated that
natural science research in IT deals with the pursuit for the natural laws that govern
IT systems while design science research in IT deals with design and improvement
of IT artefacts for better performance.

1.5.2

Scientific methods used

The research presented in this dissertation is of natural as well as design science.
The first research question addressed in this dissertation as presented in the Section
1.2.3 is an example of a design science inquiry which deals with design,
verification, comparison and validation of an artefact namely a trust model that
carries different human factors like relativeness, affect and bias. The second
research question is more like an inquiry of natural science (of the computational
systems) which is to investigate that how far the two systems (techniques) namely
agent-based and population-based modelling can approximate each other.

1.6

An overall agent model as a context for trust dynamics

In this section an overall design for a human-based agent is described that can
function as a context for the human trust models explored. Here, a human-based
agent is referred to an agent who is equipped with human cognitive and physical
processes and simulates a human in a virtual or physical world. In this conceptual
design each component interacts with other components in accordance with
predefined interfaces offering and consuming well charted services for/from other
components. The models for trust dynamics explored in this dissertation can be
used to instantiate this design to model a human-based agent. This agent will carry
the processes of human trust involving, for example, human biases towards the
trustees, perceived mutual relationship among the trustees and perceived change in
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the environment for exploration of new trustees or exploitation of the existing
trustees for the future contact. By providing a useful context, this type of design
might allow flexibility in the modelling of a human-based agent where different
human cognitive and physical processes can be plugged to see their mutual effect.

1.6.1

Overall design of a human-based agent

Modelling of physical and cognitive processes of the human has been a long
standing challenge for researchers (Plaut, 2000). A primary difficulty is rooted into
the mutual coupling of the different human processes. Hence, it is hard to come up
with a universal human model which bears the dynamics of all human processes as
well as their mutual coupling effects on each other. Also extensibility of such a
model (if any) would be impossible to manage. The advent of component-based
design gives flexibility (Gössler and Sifakis, 2003) in the design of a system where
different components not only perform their dedicated functionality but can also
interact and affect or get affected by the functionally of others under a predefined
interaction protocol. In such systems extensibility and mutual dependency of these
components can be managed quite easily. Here, the component-based design of a
human-based agent is briefly introduced which might help in managing the
complexity by exploiting component-based design principles. In this respect
different cognitive and physical processes are supposed to be designed as
independent components and placed together to produce human like behaviour. The
models for trust dynamics designed in this dissertation might be used to generate an
instantiation of this overall agent design in the context of trust.

1.6.2

Components of the overall design of a human-based agent

An agent’s physical state (behaviour) usually changes when an external stimulus is
presented to it. In fact this change is determined by some internal process happening
within the agent that might be termed as agent cognition. So the change in
behaviour of an agent can be determined through its cognitive states and the
external stimulus presented to the agent. As the physical state of different agents
may change differently on the presence of the same external stimulus, agents can
process the same stimulus differently. This process of change in an agent’s physical
state upon the occurrence of an external stimulus is broken down into the following
phases:





Occurrence of external stimulus by the source
Reception of stimulus at agent’s sensor state
Processing of the stimulus at agent’s cognitive state
Change in effector state of the agent to perform an action

The interactions between these phases are depicted in Figure 1. In Figure 1 the
source produces a stimulus which is received by the agent’s sensor state. This
sensed stimulus is passed to cognitive and effector states of the agent. Here it can be
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observed that the sensor, cognitive and effector states are mutually coupled with
each other through a causal feedback loop which implies that the change in one
state of the agent affects other states. The cognitive state of an agent can be further
composed of three sub-processes, namely perception, adaptation and preparation, as
shown in following Figure 2.
Cognitive
State

Source

Sensor
State

Stimulus

Effector
State

Action

Figure 1. Interaction diagram
The perception state of the agent, perceives an external stimulus (objective
experience) coming from a sensor state along with the input coming from the
adaptation and preparation sub-states of the agent cognitive state. The perceived
stimulus (subjective experience) affects the adaptation and preparation states of the
agent, while the preparation and adaptation states affect each other as well. Hence,
there is a causal feedback loop between the perception, adaptation and preparation
states of the agent. Finally, the preparation state of cognitive state produces an
output which is passed to the effector state. The effector state makes a change in the
environment that is observed as the agent’s behavioural output.
Cognitive State
Adaptation

Sensor
State

Perception

Preparation

Effector
State

Figure 2. Cognitive state of an agent
As an example, consider a grocery items buying of a customer from a departmental
store. When a customer intends to buy some grocery item, she might select one of
the several departmental stores based on her current trust levels (preparation
component takes input from adaptation component about trust values of the
customer on different stores and produces a decision to select one of these as the
behavioural output). When she buys items from the selected departmental store this
process gives her an external stimulus (objective experience) that might include
friendly behaviour of seller, item quality, item price etc. This external stimulus has
some objective value. The external stimulus is perceived by different customers
differently which is based on their sensor, cognitive and preparation states. Hence,
the trust values of the customer for departmental stores change on receiving this
perceived stimulus (perceived experience) which eventually effect her future
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selection of departmental store for buying the grocery items. More detail of these
states and their functionality is explained in following sections.
1.6.2.1 Occurrence of external stimulus by the source
Every object present in the agent’s environment produces an external stimulus to
the agent at each time point. This external stimulus can be considered an objective
experience. An objective experience has the same empirical (objective) value for all
agents in a given environment. This value is a physical quantity and can be
observed, measured and recorded by a sensing device or instrument. In the buying
example this might be the facial expressions of the casher at departmental store.
The source generates an external stimulus e for every sense n which can be
described as a function T with one argument as follows,
e = T (n)
1.6.2.2 Reception of stimulus at agent sensor state
The external stimulus e produced by the source in the agent’s environment is
received by the agent at the sensor state with an input from the effector state. The
sensed external stimulus by the sensor state is passed to the cognitive and effector
states. The sensor state generates the sensor state value s carrying external stimulus
e and effector state ef which is described as a function S with two arguments as
follows,
s = S (e, ef)
This process is delegated to a dedicated component called Sensor. In UML 2.0
(Pilone and Pitman, 2005) the component diagram of this sensor component S can
be represented as shown in Figure 3. Here it should be noted that sensing of an
external stimulus involves the effector state of the agent. This can be explained by
considering the case of a person who has focused his/her attention to a specific part
of the environment under the direction of his/her effector state and hence, he/she
cannot sense external stimuli around his/her which are out of his/her attention. For
example, it may happen that a person A hears the sound of an alarm clearly while
person B cannot hear it due to her focused attention on some other part of the
environment
get e
Sensor

publish s

get ef

Figure 3. Sensor component S
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1.6.2.3 Processing of the stimulus by the agent at cognitive state
The cognitive state of an agent perceives the sensor state s which carries external
stimulus in it, updates internal cognitive models and prepares a response to this
perceived sensor state. The cognitive state generates the cognitive state pr using
sensor state s which is described as a function C with one argument;
pr = C(s)
This process of cognitive state is delegated to component call cognition. The
component diagram of this cognition component can be represented as shown in
Figure 4.

get s

Cognition

publish pr

Figure 4. Cognition component C
As stated earlier, upon the reception of a sensor state s in cognitive state an agent
perceives this sensory input in perception state with an input from adaptation and
preparation states as shown in Figure 2. This could be explained using buying
example, in the buying example if the casher smiles to the customer she can
perceive this smile based on her previous experiences (taking input from adaptation
and preparation states) which might give a very different value for the perceived
sensor state then the value of the actual sensor state. This perceived sensor state is
passed to adaptation state which updates cognitive experience bank and some kind
of response in the preparation state is generated. Here, the preparation state of the
agent might carry decision making models which are influenced by perception and
adaptation states. Hence, the processing of a sensor state at agent cognitive state can
be broken into three sub-states as follows,
a) Perception state: agent’s perception of the sensor state
b) Adaptation state: agent’s adaptation to or learning from the perceived
sensor state and
c) Preparation state: preparation of the agent’s response on adaptation to
the perceived sensor state
a) Perception state: agent’s perception of the sensor state
The process of the agent’s perception can be defined as the process of
transformation of a sensor state s (objective experience) into a perceived sensor
state s' (subjective experience) by the agent. Perception uses the sensor state s, the
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adaptation state a and the preparation state pr to produce the perceived sensor state
s’ (subjective experience); this is described as a function P with three arguments:
s' = P(a, s, pr)
Here it should be noted that the sensor state s carries the external stimulus e
generated by the source in it. This process is delegated to a dedicated component
called perception. The component diagram of this perception component P can be
represented as shown in Figure 5.
get a
get s

Perception

publish s’

get pr

Figure 5. Perception component P
This perceived sensor state s' is published by the perception component P and can
be used by the adaptation and the preparation states described in subsequent
sections. It should be noted that in this design the abstraction of the few processes
provides just an approximation which may become better when more human
processes are integrated into it. To explain this component at trust level let’s retake
the grocery buying example. Assume the customer is ill and she is not feeling well.
In this case a slight awkward behaviour of the casher might lead to a very bad
experience for her or even normal experience might be perceived as an awkward
experience which has very different effect on her trust dynamics.
b) Adaptation state: agent’s adaptation to or learning from the perceived sensor
state
Adaptation state of the agent is responsible for adaptation and learning form
perceived sensor state. This state may contain different sub-states interacting with
each other which may represent different cognitive processes and have their own
cognitive characteristics. These dynamic states represent the processes that update
these states under the influence of the agent’s preparation state pr and perceived
sensor state s'. In the case of trust this component is responsible for maintaining
trust values of different trustees and updating them on receiving new perceived
sensor states. In the buying example it represents the actual change in customers
trust on receiving her perceived experience from the store.
Adaptation state uses a perceived sensor state s’ (subjective experience) and
preparation state pr to generate the new adaptation state a; this is described as a
function A with two arguments:
a = A(s’, pr)
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This process is delegated to a dedicated component called adaptation. The
component diagram of this adaptation component A can be represented as shown in
Figure 6.
get s’
Adaptation

publish a

get pr

Figure 6. Adaptation component A
c) Preparation state: preparation of the agent’s response on adaptation to the
perceived sensor state
The process of the reparation of the agent’s responses is delegated to the preparation
state. In the case of trust this component is primarily responsible for taking decision
based on trust levels taken from adaptation state and perceived sensor state received
by the perception state.
Preparation state uses a perceived sensor state s’ (subjective experience) and the
adaptation state a to generate the preparation state pr; this can be represented as a
function Pr with two arguments:
pr = Pr(s’, a)
The process of preparation is delegated to a dedicated component called
preparation. The component diagram of this preparation component Pr can be
represented as shown in Figure 7.
get a

Preparation

publish pr

get s’

Figure 7. Preparation component Pr
As stated earlier the overall process of agent cognitive state is divided in to the
components described above. Using above components cognition component of the
human-based agent assuming the responsibility of the cognition can be designed. In
Figure 8 component-based design of the cognition component of the human-based
agent is presented. Here it can be seen that all sub-states of the agent’s cognitive
state are integrated (as shown in Figure 8) in the output pr of the preparation state;
this pr is published by the cognition component. This preparation state pr is used by
the effector state E described in next section.

17

Analysis and Validation of Models for Trust Dynamics

Cognition
get s’
Adaptation

publish a

get pr

get a

get a
get s

get s

Perception

publish s’

get s’

Preparation

publish pr

publish pr

get pr

Figure 8. Cognition component of the human-based agent
6.2.4

Change in effector state of the agent to perform an action

Responses prepared against the sensor state in the agent’s cognitive state are passed
to the effector state of the agent. The effector state is primarily responsible for
generating an observable response of the agent to the environment. It might happen
some times that the sensor state is directly passed to effector state by bypassing
agent’s cognitive state. This will produce an unconscious response to external
stimulus immediately which is known as the reflex arc. In general the effector state
uses sensor state and cognitive state pr to generate a conscious action; process of
the effector can be described as function E with two arguments:
τ = E(s, pr)
In above equation τ is the action produced by the agent’s effector state. The process
of effector state is delegated to a dedicated component called effector. The
component diagram of this effector component E can be represented as shown in
Figure 9.
get s
Effector

publish τ

get pr

Figure 9. Effector component A
In the case of trust effector state is responsible for performing action τ in the
environment which is in fact prepared in cognitive state of the agent. This action
might be the selection of department store from a set of stores for buying.
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1.6.3

Modelling of a human-based Agent

In the previous sections different agent states are described which perform their role
on receiving an external stimulus and exhibiting observable behaviour involving
different human cognitive an physical processes. This whole process is divided into
reception, cognition (divided into perception, adaptation and preparation) and action
which are performed by the sensor, cognitive (divided into perception, adaptation
and preparation) and effector components respectively. Using the above
components an overall component-based design of a human-based agent is designed
and shown in Figure 10. Here Human-based agent is presented as a software
component which receives external stimulus e and publishes an action τ. This figure
is the component-based extension of interaction diagram present in Figure 1.
In this dissertation a number of models for the dynamics of trust are proposed,
verified, compared and validated. These models can be used to instantiate the
component-based design of human-based agent proposed above. In the scope of this
research, the models designed are limited to receiving an external stimulus from the
environment as objective experience (a numeric value) and giving output to the
environment in the form of a decision or an action (selection of trustee from a set of
trustees). Here primarily agent’s cognitive processes for the trust dynamics are
modelled and physical processes or attributes of the agent are ignored.
Human‐based Agent (HBA)

get s

Source

publish e

get e

get e

Cognition

publish pr

get pr
Sensor

publish s

get s

Effector

publish τ

publish τ

get τ

Figure 10. Component-based design of a human-based agent

1.7

Dissertation overview

This section contains an overview of the dissertation with a brief description of the
parts and the chapters contained in it and the research papers embedded in these
chapters in Section 1.7.1 and 1.7.2 respectively.

1.7.1

Overview

This dissertation is presented as a collection of research papers of which the
majority has been already published in conference proceeding and journals.
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Detailed references to these papers are included in Section 1.7.2. Most of these
papers are unchanged and are only reproductions of already published work with an
exception of layout, grammar and spelling modification where needed. The chapter
which carries significant difference from their respective published work bears this
notion in its introduction section. The reader may find overlap in some of the
sections of the chapters which mainly involve the literature review and the
methodology sections. This is because the whole research is conducted in the same
context of modelling of the dynamics of the trust which carries grounding on
similar literature and follows a common methodology. As the chapters are primarily
based on one research paper hence all chapters are self contained and the reader can
read them in the isolation. The first and last parts of this dissertation are the
introduction and discussion, and are meant to give a coherent picture of the whole
research.
This dissertation is divided into six parts, where the first and the last part contain
one chapter each which are the introduction and discussion. In the rest of the four
parts, in part B, C, and D the first research question is addressed while part E
addresses the second research question. A brief description of all these parts is
provided below.
1.7.1.1 Part-A: Introduction
This part of the dissertation contains one chapter which briefly describes the
relevant background information for this research, motivation behind this research,
research goals, research methodology, and a high level description of the
component-based design of a human-based agent model. The designed of humanbased agent is proposed so that research work performed in this dissertation can be
presented in collective framework. Finally, this part concludes with an overview of
the whole dissertation.
1.7.1.2 Part-B: Modelling dynamics of relative trust of a single agent
In part B, the dynamics of the relative trust of an agent is modelled. This part
consists of three chapters where each chapter proposes a trust model. In the first
chapter, a cognitive model of relative trust for an agent is proposed. The second
chapter presents a model to extend the existing experience based trust models with
the notion of relativeness by introducing a modular technique where stimulus e (the
objective experience) is converted into perceived stimulus e’ (the subjective
experience). This transformation is performed using the notion of the agent’s
perceived relativeness among the trustees and then this e’ (subjective experience) is
fed into the existing trust models as a stimulus (experience) thereby establishing the
relativeness in the trust values. The last chapter in this part introduces a trust based
decision making model to select a trustee from a set of trustees for the future contact
in dynamic environment. Here by a dynamic environment, an environment is meant
where the behaviour of trustees changes overtime. This is done by calculating the
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agent’s perceived change in the environment and the agent’s personality attribute of
exploration for the new trustees and exploitation of the current best trustee. On
integrating the models proposed in this part in accordance with the human-based
agent model proposed in the last section an existing experience based trust model
can not only be extended to incorporate the human perceived notion of relativeness
among trustees but can also give a better support in the dynamic environment.
1.7.1.3 Part-C: Modelling dynamics of trust with biases and affect
In this part the dynamics of the trust of an agent is modelled which are influenced
by biases and emotions. This part consists of three chapters as well. In the first
chapter a neuro-cognitive model of relative and non-relative trust is proposed which
integrates cognitive and affective aspects of an agent trust. The second chapter
presents a comparison study of the cognitive model of relative trust proposed in
Part-B and the neuro-cognitive model of trust. Here, a novel comparison technique
called mutual mirroring of the models is introduced. In the last chapter of this part,
bias based trust models are presented which addresses the abstract notion of human
biases with respect to trust.
1.7.1.4 Part D - Empirical validation
The empirical validation of the models proposed in the previous parts against the
human behaviour observed in a computer based experiment is presented in this part.
The part consists of four chapters. In the first chapter an adaptive agent model is
proposed that can tune or personalize a human model for trust by adaptively
estimating parameters of the model against human behavioural traces. Here several
parameter tuning techniques are presented and their cost and accuracy is tested. In
order to investigate the performance of these proposed parameter tuning techniques,
a subset of these techniques is applied for the empirical validation of an existing
model for a human’s functional state and performance and is presented in second
chapter. In chapter three, the empirical validation of relative notion of trust is
performed using the most suitable parameter tuning technique as explored in
chapter one and validated in chapter two in the trust context. In the last chapter the
empirical data collected from the human experiments conducted during the
validation process of the relative trust model is utilized to validate the bias based
models described in part C.
1.7.1.5 Part-E: Modelling dynamics of collective trust for multiple agents
In this part, trust dynamics of the population of agents is modelled using agent and
population-based techniques. This part consists of four chapters as well. For the
comparison of agent and population-based modelling, as in the literature the some
research work on agent-based modelling was already done in the field of epidemic,
economic and criminology. Hence, to understand these modelling techniques better
and to perform a comprehensive comparison of agent-based and population-based
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modelling techniques a repetitive comparison exercise is performed in the domains
of epidemics, economic, criminology and trust. In the first and second chapter the
idea of agent and population-based modelling techniques is applied in context of
epidemic and economics, and criminology respectively. In third chapter agent and
population-based techniques are applied in the context of trust to see how far these
two modelling techniques can generate same results. Finally in the last chapter a
Multiagent system is designed where each agent carries the relative notion of trust
and communicates its trust according to a predefined interaction protocol. Here
agents communicate and receive their respective trust values for trustees to and
from each other and update their trust on the trustees respectively. This repetitive
comparison exercises in different domains (epidemic, economics, criminology and
trust) has helped to an extent in finding the answer for the second research question
laid in this dissertation.
1.7.1.6 Part-F: Discussion
This last part of the dissertation consists of one chapter which concludes the whole
research activity for this dissertation and relates it to existing work in this field.
After a brief introduction of the chapter, the related work, research contribution, and
possible future extensions are briefly highlighted.

1.7.2

Embedded research papers

In this section a list of the research papers produced during this process is compiled
and divided as it is presented in the different part of the dissertation. It should be
noted that the authors are listed in an alphabetical order and all can be regarded as
having made a comparable contribution. Also, Part-A and Part-F being a collective
account on the whole research process does not include any research paper.
1.7.2.1 Part-B - Modelling dynamics of relative trust for a single agent
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PART B
MODELLING DYNAMICS OF
RELATIVE TRUST FOR A
SINGLE AGENT
When an agent interacts with a trustee, its trust is updated as the result of
experiences with that specific trustee in combination with certain
personality attributes. For the case of multiple trustees, there might however
be dependencies between the trust levels in different trustees. This means
that an experience with one trustee may change the trust on another trustee
which might happen precisely due to the relationship perceived between
them by the agent. This notion of trust is in this dissertation referred to as
relative trust. In this part, two models are explored which incorporate the
relative notion of trust directly and indirectly in the trust update function.
Indirect incorporation of the relative notion of trust in the trust update
function helps in extending existing trust models into a relative trust model.
Trust is generally used for decision making. In literature generally trustbased decision making mechanisms focus on a single most trusted option,
which as a side effect may lead to a lack of information on the other options
over time. Therefore it may sometimes be worthwhile to be more explorative
in the decision making, especially to adapt to dynamic environments. To
explore this, a trust-based decision making model is presented that utilizes
the relative trust of an agent for decision making in a dynamic environment.
In Chapter 2 a relative trust model is presented where the agent’s perceived
relationship among trustees is considered as competitive. In Chapter 3 the
model discussed in Chapter 2 is extended from competitive to any kind of
agent’s perceived relationship (competitive, cooperative or neutral) among
the trustees. In Chapter 4 an adaptive trust-based decision making model is
proposed that varies the extent of exploration and exploitation in the agent’s
decisions.

CHAPTER 2
MODELING DYNAMICS OF RELATIVE
TRUST OF COMPETITIVE INFORMATION
AGENTS
by
Hoogendoorn, M., Jaffry, S.W. and Treur, J.
In order for personal assistant agents in an ambient intelligence context to
provide good recommendations, or pro-actively support humans in task
allocation, a good model of what the human prefers is essential. One aspect
that can be considered to tailor this support to the preferences of humans is
trust. This measurement of trust should incorporate the notion of
relativeness since a personal assistant agent typically has a choice of
advising substitutable options. In this chapter such a model for relative trust
is presented, whereby a number of parameters can be set that represent
characteristics of a human.

Work presented in this chapter has been published in the following forms
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Modelling of Dynamics of Trust in Competitive Trustees. In: Cognitive
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2.1

Introduction

Nowadays, more and more ambient systems are being deployed to support humans
in an effective way (Aarts, Harwig and Schuurmans, 2001; Aarts, Collier, van
Loenen and Ruyter, 2003; Riva, Vatalaro, Davide and Alcañiz 2005). An example
of such an ambient system is a personal agent that monitors the behaviour of a
human executing certain complex tasks, and gives dedicated support for this. Such
support could include advising the use of a particular information source, system or
agent to enable proper execution of the task, or even involving such a system or
agent pro-actively. In order for these personal agents to be accepted and useful, the
personal agent should be well aware of the habits and preferences of the human it is
supporting. If a human for example dislikes using a particular system or agent, and
there are several alternatives available that are more preferred, the personal agent
would not be supporting effectively if it would advise, or even pro-actively initiate,
the disliked option.
An aspect that plays a crucial role in giving such tailored advice is to represent the
trust levels the human has for certain options. Knowing these trust values allows the
personal assistant to reason about these levels, and give the best possible support
that is in accordance with the habits and preferences of the human. Since there
would be no problem in case there is only one way of supporting the human, the
problem of selecting the right support method only occurs in case of substitutable
options. Therefore, a notion of relative trust in these options seems more realistic
than having a separate independent trust value for each of these options. For
instance, if three systems or agents can contribute X, and two of them perform bad,
whereas the third performs pretty bad as well, but somewhat better in than the
others, your trust in that third option may still be a bit high since in the context of
the other options it is the best alternative. The existing trust models do however not
explicitly handle such relative trust notions (Falcone and Castelfranchi, 2004; Marx
and Treur, 2001).
This chapter introduces an approach to model relative trust. In this model, a variety
of different parameters can be set to fully tailor this trust model towards the human
being supported. These aspects include initial trust and distrust, the weighing of
positive and negative experiences, and the weight of past experiences. The model is
represented by means of differential equations to also enable a formal analysis of
the proposed model. Experiments have been conducted with a variety of settings to
show what the influence of the various parameters is upon the trust levels.
This chapter is organised as follows. First, in Section 2.2 the model is explained.
Next, Section 2.3 presents a number of simulation results. In Section 2.4 the model
is used to compare different cultures with each other. Section 2.5 presents a formal
analysis of the model. Finally, Section 2.6 is a discussion.
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2.2

Modelling dynamics of trust of competitive trustees

This section proposes a model that caters the dynamics of a human’s trust on
competitive trustees. In this model trust of the human on a trustee depends on the
relative experiences with the trustee in comparison to the experiences from all of the
competitive trustees. The model defines the total trust of the human as the
difference between positive trust and negative trust (distrust) on the trustee. It
includes personal human characteristics like trust decay, flexibility, and degree of
autonomy (context-independence) of the trust. Figure 1 shows the dynamic
relationships in the proposed model.
CT1
Trust Decay
Human

CT2

Trust Flexibility
CTn
Trust Autonomy

Figure 1. Trust-based interaction with n competitive trustees (information agents
IA)
In this model it is assumed that the human is bound to request one of the available
competitive trustees at each time step. The probability of the human’s decision to
request one of the trustees {CT1, CT2, . . . CTn} at time t is based on the trust value
{T1, T2, . . . Tn} for each CTi respectively at time t. In the response of the human’s
request CTi gives experience value (Ei(t)) from the set {-1, 1} which means a
negative and positive experience respectively. This experience is used to update the
trust value for the next time point. Besides {-1, 1} the experience value can also be
0, indicating that CTi gives no experience to the human at time point t.

2.2.1

Parameters characterising individual differences between
humans

To tune the model to specific personal human characteristics a number of
parameters are used.
Flexibility (): The personality attribute called trust flexibility (β) is a number
between [0, 1] that represents in how far the trust level at time point t will be
adapted when human has a (positive or negative) experience with a trustee. If this
factor is high then the human will give more weight to the experience at
∆
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than the already available trust at t to determine the new trust level for t + ∆ and
vice versa.
Trust Decay (): The human personality attribute called trust decay () is a number
between [0, 1] that represents the rate of trust decay of the human on the trustee
when there is no experience. If this factor is high then the human will forget soon
about past experiences with the trustee and vice versa.
Autonomy (): The human personality attribute called autonomy is a number
between [0, 1] that indicates in how far trust is determined independent of trust in
other options. If the number is high, trust is (almost) independent of other options.
Initial Trust: The human personality attribute called initial trust indicates the level
of trust assigned initially to a trustee.

2.2.2

Dynamical models for relative trust and distrust

The model is composed from two models: one for the positive trust, accumulating
positive experiences, and one for negative trust, accumulating negative experiences.
The approach of taking positive and negative trust separately at the same time to
measure total trust is similar to the approaches taken in literature for degree of
belief and disbelief (Shortliffe and Buchanan, 1975; Luger and Stubblefield, 1998).
Both negative and positive trusts are a number between [0, 1]. While human total
relative trust at CTi on any time point t is the difference of positive and negative
trust at CTi at time t.
Here first the positive trust is addressed. The human’s relative positive trust of CTi
at time point t is based on a combination of two parts: the autonomous part, and the
context-dependent part. For the latter part an important indicator is the human’s
relative positive trust of CTi at time point t (denoted by
): the ratio of the
human’s trust of CTi to the average human’s trust on all options at time point t.
Similarly an indicator for the human’s relative negative trust of CTi at time point t
(denoted by
) is the ratio between human’s negative trust of the option CTi
and the average human’s negative trust on all options at time point t. These are
calculated as follows:
∑

⁄

∑

⁄

⁄ and ∑
⁄ express the average
Here the denominators ∑
positive and negative trust over all options at time point t respectively. The context-
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dependent part was designed in such a way that when the positive trust is above the
average, then upon each positive experience it gets an extra increase, and when it is
below average it gets a decrease. This models a form of competition between the
different information agents. The principle used is a variant of a ‘winner takes it all’
principle, which for example is sometimes modelled by mutually inhibiting neurons
representing the different options. This principle has been modelled by basing the
1, which is positive when the
change of trust upon a positive experience on
positive trust is above average and negative when it is below average. To normalise,
this is multiplied by a factor
1
. For the autonomous part the
change upon a positive experience is modelled by 1
. As  indicates in how
far the human is autonomous or context-dependent in trust attribution, a weighted
sum is taken with weights  and 1- respectively. Therefore, using the parameters
defined in above
∆ is calculated using the following equations. Note that
here the competition mechanism is incorporated in a dynamical systems approach
where the values of
have impact on the change of positive trust over time:





∆

1

1
1



∆

1

1
0

∆

1
Notice that here in the case of negative experience positive trust is kept constant to
avoid doubling the effect over all trust calculation as negative experience is
accommodated fully in the negative trust calculation. In one formula this is
expressed by:
∆





1

1

1 /2

1


1
1

∆

1

In differential equation form this can be reformulated as:





1

1
1 /2

1


1
1

1

Notice that this is a system of n coupled differential equations; the coupling is
realised by
which includes the sum of the different trust values for all j.
Similarly, for negative trust:
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In one formula this is expressed as:
∆
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In differential equation form this can be reformulated as:
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Notice that this again is a system of n coupled differential equations but not coupled
to the system for the positive case described above.

2.2.3

Combining positive and negative trust in overall relative trust

of CTi at time point t is a number between [-1, 1] where -1
The human’s trust
and 1 represent minimum and maximum values of the trust respectively. It is the
difference of the human’s positive and negative trust of CTi at time point t:

In particular, also the human’s initial total trust of CTi at time point 0 is 0 which
is the difference of human’s initial trust
0 and distrust
0 in CTi at time
point 0. Change in total trust can be represented as follows:

2.2.4

Decision model for selection of a trustee

As the human’s total trust is a number in the interval [-1, 1], to calculate the request
probability to request CTi at time point t (
is
) the human’s total trust
first projected at the interval [0, 2] and then normalized as follows:
∑
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2.3

Simulation Results

This section describes a case study to analyze the behaviour of the model described
in Section 2.2. This case study analyzes the dynamics of a human’s trust on the
three competitive Information Agents (IA’s). Several simulations were conducted
against the case study. Few of the simulation results are presented in this and the
next section. In this case study it is assumed that the human is bound to request one
of the available competitive information agents at each time step. The probability of
the human’s decision to request one of the information agents {IA1, IA2, IA3} at time
t is based on the human’s total relative trust with each information agent
respectively at time t {
,
,
} (i.e. the equation shown in Section 2.2.4).
In response of the human’s request for information the agent gives an experience
value
.

2.3.1

Relativeness

The first experiment described was conducted to observe the relativeness attribute
of the model (see Figure 2). In the Figure, the x-axis represents time, whereas the yaxis represents the trust value for the various information providers. The
configurations taken into the account are as shown in Table 1.
Table 1. Parameter values to analyze the dynamics of relative trust with the change
in IAs responses
Attribute
Trust Decay
Autonomy
Flexibility
Time Step
Initial Trust and Distrust of
{IA1,IA2,IA3}

Symbol

η
β
∆t
0 ,
0 ,

0 ,
0 ,

0 ,
0

Value
0.01
0.25
0.75
0.10
0.50,0.50,0.50,
0.50,0.50,0.50

a)
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b)

c)
Figure 2. Model dependence on amount of positive response from IAs:
a) information agents IA1, IA2, IA3 give experience positive, random (equal
probability to give a positive or negative experience), negative respectively on each
request by the human respectively. b) information agents IA1, IA2, IA3 give
experience positive, positive, negative on each request by the human respectively.
c) information agents IA1, IA2, IA3 give experience positive, negative, negative on
each request by the human respectively
It is evident from these graphs that the information agent who gives more positive
experience gets more relative trust than the others, which can be considered a basic
property of trust dynamics, trust monotonicity (Marx and Treur, 2001; Jonker and
Treur, 1999).

2.3.2

Trust decay

This second experiment, shown in Figure 3, was configured to observe the change
in the total trust in relation to change in the trust decay attribute  of the human. The
configurations taken into the account are as shown in Table 2.
In these cases also the information agent who gives more positive experience gets
more relative trust than the others. Furthermore, if the trust decay is higher, then the
trust value drops rapidly on no experience (see Figure 3c; more unsmooth fringes of
the curve).
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Table 2. Parameter values to analyze the dynamics of relative trust with the change
in trust decay ()
Attribute
Symbol
Experience {IA1, IA2, IA3}
E1, E2, E3
Autonomy, Flexibility, Time Step η, β, ∆t
Initial Trust and Distrust of
0 ,
0 ,
{IA1,IA2,IA3}
0 ,
0 ,

Value
1, random, -1
0.25, 0.75, 0.10
0 , 0.50,0.50,0.50,
0 0.50,0.50,0.50

a)

b)

c)
Figure 3. Model dependence on trust decay: a)  = 0.01, b)  = 0.05, c)  = 0.10
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2.3.3

Flexibility of trust

This experiment is configured to observe the change in the total trust with the
change in the human’s flexibility of the trust (see Figure 4). The configurations
taken into the account are shown in Table 3.
Table 3. Parameter values to analyze the dynamics of relative trust with the change
in flexibility ()
Attribute
Experience {IA1, IA2, IA3}
Trust Decay
Autonomy
Time Step
Initial Trust and Distrust of
{IA1,IA2,IA3}

Symbol
E1, E2, E3


η
∆t
0 ,
0 ,

0 ,
0 ,

0 ,
0

Value
1, random, -1
0.01
0.25
0.10
0.50,0.50,0.50,
0.50,0.50,0.50

In these cases again the information agent who gives more positive experience gets
more human’s relative trust then the others. Furthermore as the values of the β
decrease the rate of change of the trust also decrease. In Figure 4c, β=0 which
means that trust does not change on experiences at all, so the initial values retain for
experiences from the information agents hence trust value remains stable. Finally in
the Figure 4d as initial values of the total trust are taken T1(0)=1, T2(0)=0 and
T3(0)=-1 instead of T1(0)=0, T2(0)=0 and T3(0)=0, so the total trust decays due to
the trust decay factor and becomes stable after a specific time span.

a)

b)

41

Analysis and Validation of Models for Trust Dynamics

c)

d)
Figure 4. Model dependence on trust flexibility: a) β = 1.00, b) β = 0.01,
c) β = 0.00, d) β = 0.00 and T1(0)=1, T2(0)=0, T3(0)=-1

2.3.4

Autonomy of trust

This experiment (see Figure 5) is configured to observe the change in the human
trust with the change in the human’s autonomy for the total trust calculation.
Configurations taken into the account are shown in Table 4.
Table 4. Parameter values to analyze the dynamics of relative trust with the change
in autonomy (η)
Attribute
Experience {IA1, IA2, IA3}
Trust Decay
Flexibility
Time Step
Initial Trust and Distrust of
{IA1,IA2,IA3}

Symbol
E1, E2, E3


β
∆t
0 ,
0 ,

0 ,
0 ,

0 ,
0

Value
1, random, -1
0.01
0.75
0.10
0.50,0.50,0.50,
0.50,0.50,0.50

In these cases also the information agent who gives more positive experience gets
more relative trust then the others. Furthermore as the values of the η decrease the
human weights the relative part of the trust more than the autonomous trust. In
Figure 5c, η=0 which means that the human does not take into account the
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autonomous trust. This gives unstable patterns that are extremely sensitive to the
initial conditions of the system. The example graph shown is just one of these
patterns.

a)

b)

c)
Figure 5. Model dependence on trust autonomy: a) η=1.0, b) η=0.50, c) η=0.00

2.3.5

Initial trust and distrust

This experiment is configured to observe the change in the total trust with the
change in the human’s initial trust and distrust (T+i(0), T-i(0)) on information agents
(see Figure 6). Configurations taken into the account are shown in Table 5.
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Table 5. Parameter values to analyze the dynamics of relative trust with the change
in initial trust.
Attribute
Experience {IA1, IA2, IA3}
Trust Decay
Autonomy
Flexibility
Time Step

Symbol
E1, E2, E3

Value
1, random, -1
0.01
0.25
0.75
0.10


η
β
∆t

a)

b)

Figure 6. Model dependence on initial trust { 0 ,
0, 1, c) 0, -1, 0
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0 }: a) 1, 1, -1, b) -1,
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Here it can be observed in the graphs presented in Figure 6 that the final outcome of
the trust is not very sensitive for the initial values.

2.4

Dynamics of relative trust in different cultures

The degree of reliability of available information sources may strongly differ in
different types of societies or cultures. In some types of societies it may be
exceptional when an information source provides 10% or more false information,
whereas in other types of societies it is more or less normal that around 50% of the
outcomes of information sources are false. If the positive experiences percentage
given by the information agents varies significantly, then the total relative trust of
the human on these information agents may differ as well. This case study was
designed to study dynamics of the human’s trust on information agents in different
cultures with respect to the percentages of the positive experiences they provide to
the human. A main question is whether in a culture where most information sources
are not very reliable, the trust in a given information source is higher than in a
culture where the competitive information sources are more reliable. Cultures are
named with respect to percentage of the positive experiences provided by the
information agents to the human as shown in Table 6 and other experimental
configurations in Table 7. Simulation results for the dynamics of the relative trust
for the cultures mentioned in Table 6 are shown in Figure 7.
Table 6. Classification of human cultures with respect to the positive experiences
given by the IAs
Culture Name
A
B
C
D

Percentage of the positive experiences by the
information agents {IA1, IA2, IA3}
100, 99, 95
50, 40, 30
10, 0, 0
0, 0, 0

Table 7. Parameter values to analyze the relative trust dynamics in different
cultures
Attribute
Trust Decay
Autonomy
Flexibility
Time Step
Initial Trust and Distrust of
{IA1,IA2,IA3}

Symbol


η
β
∆t
0 ,
0 ,

0 ,
0 ,

0 ,
0

Value
0.01
0.25
0.75
0.10
0.50,0.50,0.50,
0.50,0.50,0.50
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From Figure 7 it can be concluded that in every culture whatever relative percentage
of the positive experiences may be (except when all information agent give negative
experiences all of the time (see Figure 7d), the information agent that gives more
positive experiences to the human gains more trust. Furthermore, the information
agent that gives more positive experiences at least secure neutral trust (T(t)=0) in
the long run, even the percentage of positive experiences is very low (see Figure
7c).

a)

b)

c)
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d)
Figure 7. Dynamics of relative trust in different cultures. a) culture A, b) culture B,
c) culture C, d) culture D

2.5

Formal analysis of the model

In this section a mathematical analysis is made of the change in trust upon positive
(resp. negative) experiences. In Section 2.2 the differential equation form of the
model for positive trust was formulated as:
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1
1
1
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1
1

/2



1

∑

One question that can be addressed is when for a given time point t an equilibrium
occurs, i.e. under which conditions trust does not change at time point t. Another
question is under which circumstances trust will increase at t, and under which it
will decrease. As the experience function
is given by an external scenario,
these questions have to be answered for a given value of this function. So, three
cases are considered:
Case 1:

=1

In this case the differential equation can be simplified to
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When  > 0.2 then 1/ < 5 and therefore 1/ - 1< 4, hence (1- ) / < 4 which can

1. As
/
1, this shows that for  > 0.2 as long as
be reformulated into


S(t) is positive, the discriminant is always negative, and therefore upon a positive
experience there will always be an increase. When S(t) = 0, which means all trust
values are 0, no change occurs. For the case the discriminant is 0, i.e.,
then the quadratic equation for
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has two zeros symmetric in S(t):
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/

4
1




2

less than
In this case increase upon a positive experience will take place for
the smaller zero or higher than the larger zero, and not between the zeros. An
equilibrium occurs upon a positive experience when
1 or when equality
holds:
2



⁄ 1

0

This only can happen when the discriminant is not negative, in which case
equilibria occur for
equal to one of the zeros.
Case 2:

=0

In this case the differential equation can be simplified to:

So, in this case positive trust is decreasing or has in equilibrium with positive trust
0.
Case 3:

= -1

In this case the differential equation can be simplified to:
0
So, for this case always an equilibrium occurs in t for positive trust.
For negative trust, the situation is a mirror image of the case for positive trust, and
by combining the positive and negative trusts, the patterns for overall trust can be
analyzed.

2.6

Discussion

This chapter has introduced a model for relative trust to enable personal assistant
agents to give the appropriate support to humans. Within the model several
parameters have been introduced to tailor it towards a particular human. The
influence of these parameters upon the trust has been extensively shown in this
chapter by means of simulations, even including different cultural settings. Finally,
a mathematical analysis has been conducted to formally derive what the change of
the trust functions is in case of positive and negative experiences.
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A variety of trust models have been proposed in the literature (Riva, Vatalaro,
Davide and Alcañiz, 2005; Falcone and Castelfranchi, 2004). These trust models
attempt to determine the level of trust in certain agent based upon experiences. They
do however not take into account the notion of relativeness of this trust. Models
have been proposed for relative trust as well. In (Beth, Borcherding and Klein,
1994) a model is presented that allows an agent to combine multiple sources for
deriving a trust value. This notion of relativeness differs from the notion used in this
chapter. (Kluwer and Waaler, 2005) extends an existing trust model of (Jones,
2002) with the notion of relative trust. They take as a basis certain trust values
determined by the model (Jones, 2002), and compare these values in order to make
statements about different trust values for different agents. In determining the trust
itself, they do not incorporate the experiences with other agents that can perform
similar tasks, which is done in this chapter. In (Maanen and Dongen, 2005) a trust
model is utilized to allocate decision support tasks. In the model, relative trust is
addressed as well but again not incorporated in the calculation of the trust value
itself.
For future work, an interesting option is to see how well the parameters of the
model can be derived by a personal assistant (based upon the requests outputted by
the human).

2.7
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CHAPTER 3
INCORPORATING INTERDEPENDENCY OF
TRUST VALUES IN EXISTING TRUST
MODELS FOR TRUST DYNAMICS
by
Hoogendoorn, M., Jaffry, S.W. and Treur, J.
Many models of trust consider the trust an agent has in a trustee as the
result of experiences with that specific agent in combination with certain
personality attributes. For the case of multiple trustees, there might however
be dependencies between the trust levels in different trustees. In this
chapter, two alternatives are described to model such dependencies: (1)
development of a new trust model which incorporates dependencies
explicitly, and (2) an extension of existing trust models that is able to
express these interdependencies using a translation mechanism from
objective experiences to subjective ones. For the latter, placing the
interdependencies in the experiences enables the reuse of existing trust
models that typically are based upon certain experiences over time as input.
Simulation runs are performed using the two approaches, showing that both
are able to generate realistic patterns of interdependent trust values.

Work presented in this chapter has been published in the following form
Hoogendoorn, M., Jaffry, S.W. and Treur, J., (2010). Incorporating
Interdependency of Trust Values in Existing Models for Trust Dynamics. In:
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Management IV, Proceedings of the 4th International Conference on Trust
Management, Advances in Information and Communication Technology
(TM'10). Advances in Information and Communication Technology, volume
321, pp. 263-276, Springer Verlag.
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3.1

Introduction

Within multi-agent systems, the concept of trust is often a key element in the
relationship between agents. For example, an agent’s trust in other agents might
influence the selection process for task delegation. As a result, a variety of models
related to trust have been proposed, see e.g. (Falcone and Castelfranchi, 2004;
Hoogendoorn, Jaffry and Treur, 2008; Jonker and Treur, 1999). In most of these
trust models, the trust an agent has in another agent is seen as the result of
experiences the agent has with that other agent, and certain personality attributes
(see e.g. Hoogendoorn, Jaffry and Treur, 2008; Jonker and Treur, 1999), and is
independent of trust in other agents. More complex trust models also address a more
advanced interpretation of the experiences, for example using a cognitive attribution
process (see e.g. Falcone and Castelfranchi, 2004).
Merely considering experiences the agent has with a single other agent is however
not always sufficient nor realistic. Sometimes experiences with an agent or the trust
value in an agent can influence the trust in another agent. Imagine the following
scenario: somebody wants to buy a new television. He currently has experience
with two websites that sell televisions (referred to as w1 and w2). Given these
experiences, he has a high trust in w1 and a low trust in w2. As a result, he decides to
buy the television at w1. Unfortunately, he gets a negative experience as the
television is delivered with a broken screen and they do not accept the liability. Of
course, this negative experience brings down the trust the person has in w1, however
it might also result in an update of the trust in w2. Essentially, there are three options
for this dependency:
(1) positive trust dependency, whereby negative experiences with one trustee
have a negative influence upon the trust level of another trustee as well,
and a negative experience has a negative influence upon the trust level of
other trustee;
(2) negative trust dependency, whereby a negative experience with one trustee
has a positive influence upon the trust of another trustee and a positive
experience a negative influence, and
(3) no trust dependency, meaning that there is no influence because the agent
does not perceive a relationship.
For the example, a negative trust dependency between w1 and w2 could be the case
if the human perceives them as substitutable competitors (given the experience with
w1, w2 was actually not that bad) and a positive trust dependency in case the human
sees the trustees as representatives from the same group (all Internet stores cannot
be trusted).
In order to address these dependencies, a possibility is to incorporate such
relationships in the trust model explicitly. This approach is taken in chapter 2, and
has been refined in this chapter. A disadvantage of such an approach is however that
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this does not allow the reuse of the currently existing trust models, each having their
own specific pros and cons. Another option which is therefore investigated in this
chapter is to model a process which transforms the objective experiences into
subjective experiences for each of the agents, thereby considering the dependencies
as expressed before. This does allow for the reuse of existing trust models. Hereby,
first a model to translate objective into subjective experiences is created with a
number of parameters that can be set to tune the precise relationship between the
experiences with each of the trustees. Simulation runs have been performed using
both approaches to investigate whether the models are able to generate the desired
behaviour.
This chapter is organized as follows. First, a trust model which incorporates
interdependency directly is presented in Section 3.2, followed by the model to
translate objective into subjective experiences and feed this into an existing trust
model in Section 3.3. Section 3.4 presents compatible existing trust models and
simulations results using all variants are presented in Section 3.5. Section 3.6
presents related work, and finally, Section 3.7 concludes the chapter and gives
directions for future work.

3.2

Relative trust model

This section describes a dedicated trust model of human trust on interdependent
trustees incorporating the interdependence in the trust model itself. Note that this
model has been inspired by model presented in Chapter 2 but has been slightly
simplified to obtain higher transparency. In this model trust values have some
degree of interdependency (competition, neutral, cooperation) where the human
trust on a trustee depends on the relative trust in the trustee in comparison to the
trust on other trustees. This model includes human personality characteristics like
trust decay, flexibility and the degree of interdependency among trustees. Figure 1
shows the dynamic relationships in the model. Here, the trust value of one trustee is
directly dependent on the trust values on other trustees.
γ=autonomous decay
β=trust flexibility
η=trust dependency

E1
E2

T1
T2

E2

T3

Figure 1. Dynamic relationships in relative trust model
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In the model described in Figure 1 it is assumed that trustees {S1, S2, . . . Sn} provide
experiences (Ei(t)) to human at each time step continuously, these experiences have
value from the continuous interval [-1, 1]. Here, -1 indicates the most negative
experience whereas 1 is the most positive. The human updates the trust value on a
trustee by keeping trust values on other trustees under consideration along with the
interdependency relation of the trustees (η). Furthermore, human personality
attributes like trust flexibility, expressing how much an experience counts (β) and
autonomous trust decay (γ), indicating how fast trust goes back to a neutral value
when there are no new experiences also play a role in this process. On receiving an
experience Ei(t) from a trustee Si at time point t, the human trust on Si at the next
time point (t+1) is the sum of the human trust on Si (Ti(t)) and the experience Ei(t)
minus the autonomous decay in trust, this is expressed as follows:
1

1

In differential form:
⁄
To introduce the notion of trustees interdependence perceived by the human in this
model, the relative trust of the human is defined. The relative trust of the human on
Si at time point t (τi(t)) is the difference between the human’s projected trust on Si
(T’i(t)) and the average of the human’s projected trust on all trustees times the
degree of trustees interdependency η. The human projected trust on Si at time point t
is the human trust on Si projected from the range [-1, 1] to [0, 1] as follows:
1 ⁄2
The human’s relative trust on trustee Si at time point t can be calculated as follows:

Where η is the degree of trustees interdependency in the range [-1, 1]. A negative
value of η denotes cooperation while a positive value represents competition among
the trustees and n is the number of trustees. The human relative trust is designed to
fulfil the requirements for different interdependencies among trustees as shown in
Table 1.
This relative trust is introduced as a bias in the above trust equation with experience
and trust values as follows:
⁄
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Table 1. Value of Relative Trust with different interdependencies
Trust Value
Above average
Above average
Equal to average
Equal to average
Below average
Below average

3.3

Interdependency
Cooperation
Competition
Cooperation
Competition
Cooperation
Competition

Relative Trust Value
Negative
Positive
Zero
Zero
Positive
Negative

Subjective experience-based trust model

This section describes a model of human trust on interdependent trust values using
experience transformation, thereby allowing for the reuse of existing trust models.
In this model the trust values for different trustees have some degree of
interdependency among themselves (competition, neutral, cooperation), similar to
the model presented in Section 3.2. In this case, the human trust on a trustee
depends on the relative experiences with the trustee in comparison to the
experiences it has obtained from the other trustees. This model includes human
personality characteristics like trust decay, flexibility, trust bias on experience, and
degree of interdependency among trustees. Figure 2 shows the dynamic
relationships in the model used.
α=trust bias
E1

E2

E3

η=dependency

E’1

T1

E’2

T2

E’3

T3

Figure 2. Dynamic relationships in subjective experience-based trust model
The model expressed in Figure 2 is composed of two models: one for transforming
an objective experience with a trustee into a subjective experience (on the left), and
another model for updating the human trust value based on this subjective
experience (on the right). In this case, it is assumed that the trustee continuously
provides the human with objective experiences (Ei(t)) which are transformed into
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subjective experiences (E’i(t)) also on the interval [-1, 1]. This transformation
depends on the human trust bias on experience (α) and the degree of
interdependency among trustees (η). Thereafter this experience is passed on to the
trust model (which can in principle be any compatible existing trust model). The
computational models for Figure 2 are described in the following sections.

3.3.1

Transforming objective into subjective experience using trust
interdependency

This section explains the design of the mathematical model for transforming an
objective experience provided by the trustee into a subjective experience using trust
interdependency. The human‘s subjective experience at any time point t is based on
a combination of two parts: the trust biased part, and the trustee’s interdependency
part. For the latter part an important indicator is the human’s relative experience of
trustee Si (Ei(t)) at time point t (denoted by τi(t)): the difference of the human’s
experience of Si to the average human’s experience from all trustees at time point t
times the degree of trustees interdependency η. This is calculated as follows:

Here it should be noted that E’i(t) is the objective experience from trustee Si at time
point t projected from the interval [-1, 1] onto the interval [0, 1]. The trust
interdependency parameter (η) can take values from the continuous interval [-1, 1],
where negative and positive values of η denote cooperation and competition
respectively similar to the model presented in Section 3.2. The human’s relative
experience is designed to fulfil the requirements as expressed in Table 2 for
different interdependencies among trustees.
Table 2. Change in objective experience with interdependencies
Objective experience

Interdependency

Above average
Above average
Equal to average
Equal to average
Below average
Below average

Cooperation
Competition
Cooperation
Competition
Cooperation
Competition

Change in Objective
Experience
Negative
Positive
Zero
Zero
Positive
Negative

To calculate the experience when taking the interdependency into account, the
relative experience at time point t is added to the objective experience Ei(t) from
trustee Si at time point t:
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In addition, a trust bias is included when transforming the objective experience into
a subjective experience at time point t. Hereby the factor α (trust bias on
experiences) is used to take α percent of the value of the trust a human has in a
trustee i at time point t (Ti(t)) and (1 – α) percent of the trustees experience in
combination with the interdependency relation:
1
For further smoothing of this transformation (following approaches often found in
neurological modeling), a threshold function th(β1, β2, Vi) is used with threshold β1
and steepness β2, defined as follows:
,

1

,

1

As the value of this threshold function resides on the interval [0, 1], this value is
projected onto the interval [-1,1] according to the following formula:
2

3.3.2

,

,

1

A sample trust model

In order to illustrate how this experience can be used in a trust model, a very basic
trust model is explained here. This model is an extension of a model present in the
literature (Jonker and Treur, 1999), which accumulates experiences over time and
updates trust accordingly. Other trust models that are also suitable and have been
found in existing literature are expressed in Section 3.4. In the trust model presented
below, the trust is based on experiences in combination with two personality
characteristics trust flexibility β and autonomous trust decay γ (defined similarly as
in Section 3.2). In this model, it is assumed that the human trust on a trustee Si at
time point t is Ti(t) (a value from the interval [-1,1]). On receiving a subjective
experience Esi(t) from trustee Si trust of human on the trustee at time point t + ∆t
adapts as follows:
∆

∆

in differential form:
⁄
Here it could be noted that trust would be in equilibrium if:
⁄
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3.4

Experience-based trust models from literature

This section describes two other experience-based models taken from literature, and
it will be shown that they also can be combined with the subjective experience
model as proposed in Section 3.3. In (Jonker and Treur, 2003) a simple trust model
is proposed which accumulates experiences over time without temporal discounting
of experiences. The model is defined by the following equation:
⁄

⁄

In the equation, β is the trust flexibility (i.e., how much an experience counts) while
Ei(t) is the experience with trustee i (in this case, the subjective experience if it is
integrated with the proposed model). Similarly, another trust model described in
(Jonker and Treur, 2003) also accommodates experiences from the environment
(but this time in discounted form), and the trust values are then updated as follows
(with the same parameters):
⁄

1

Here it can be noted that the exponential part in this model supports temporal
discounting of experiences over time. Other, more complex trust models that are
based upon experiences exist as well; see Section 3.6 for more details.

3.5

Simulation results

The models described in Section 3.2, 3.3 and 3.4 have been used to conduct a
number of simulation experiments to see what patterns emerge using the different
models, and how the different models compare. Here, first the experimental
configurations of the simulations are described briefly followed by some of the
simulation results.
The experimental configurations for the simulations are shown in Table 3. During
the experiments, the initial trust value of the human on all trustees is considered
neutral (zero) and the effect of the degree of trust interdependency has been
observed using three different values [-1, 0, 1] of η for cooperation, neutral and
competition. The models were analyzed against several experience sequences. An
experience sequence is the series of experience values received by human from
different trustees over time. The experience sequences used in the graphs presented
in this section are shown in Figure 3. Here, three trustees are assumed namely S1, S2
and S3, giving experiences E1, E2 and E3 respectively, where S2 and S3 give positive
(1) and negative (-1) experience values respectively for the whole experiment (2000
time steps) while S1 gives negative (-1) and positive (l) alternating periodically in a
period of 500 time steps each (see Figure 3a). Moreover, in Figure 3b, S1 gives
positive (1) and neutral (0) experiences and S2 gives negative (-1) and positive (1)
alternating periodically in a period of 500 time steps each, while S3 gives neutral (0)
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experiences for the whole experiment. This approach of using a shift in experience
after a certain number of positive and negatives experiences is inspired on different
empirical validations techniques of experience-based trust models presented in
literature (see e.g. Jonker, Schalken, Theeuwes and Treur, 2004). The presented
experience sequences in this chapter are selected to show adaptation of different
trust models over sudden shifts in the behaviour of the trustees.
Table 3. Model configurations used for simulation experiments
Parameters
Threshold
steepness
degree of trustees interdependency
Trust bias on experience
autonomous trust decay
trust flexibility
time step
initial trust on trustees

Symbols
β1
β2
η
α
γ
β
∆t
T(0)

Values
0
1
[-1, 0, 1]
0.25
0.10
0.10
0.10
0, 0, 0

a)
1

E1
E2
E3

Trust

0.5

0

-0.5

-1
0

500

1000
Time

1500

2000

Figure 3. Experience sequence used for simulations
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3.5.1

Experiment 1a: Relative trust model

In this experiment the experience sequence of Figure 3a is used for the relative trust
model as explained in Section 3.2. The results are shown in Figure 4. In Figure 4a,
4b and 4c the trust values T1, T2 and T3 of the trustee S1, S2 and S3 are shown on the
y-axis for competitive, neutral and cooperative trust interdependency, respectively,
while time is on the x-axis. In Figure 4a the interdependency is competition, so it
can be observed that when S1 gives positive experiences, the trust values of the
other two trustees become lower and vice-versa.
1

T1
T2
T3

Trust

0.5

0

-0.5

-1
0

500

1000
Time

1500

2000

1

a)
T1
T2
T3

Trust

0.5

0

-0.5

-1
0

500

1000
Time

1500

2000

1

b)
T1
T2
T3

Trust

0.5

0

-0.5

-1
0

500

1000
Time

1500

2000

c)

Figure 4. Dynamics of relative trust model a) η=1, b) η=0, c) η=-1
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In Figure 4b, η is set to zero that means the trust values of trustees are mutually
independent which shows in the graphs as well. In Figure 4c cooperation is
introduced by setting η = -1. Hence in Figure 4c it can be seen that when S1 gives
positive experiences it also effects the trust values of the other two trustees
positively and vice-versa. Furthermore in the competitive case (Figure 4a) the
maximum and minimum values of trust attained is higher than the neutral and
cooperative cases. This is because competition gives an additional increase to the
positive and negative trust values towards extremes while cooperation brings them
closer to each other.

3.5.2

Experiment 1b: Subjective experience-based in combination
with simple trust model

In this experiment the experience sequence of Figure 3a was used for the subjective
experience-based model described in Section 3.3 in combination with the simple
trust model shown in Section 3.3.2.
In Figure 5a, 5c and 5e the values of the subjective experiences for trustee S1, S2 and
S3 are shown on the y-axis for competitive, neutral and cooperative trust
interdependency respectively and in Figure 5b, 5d and 5f the respective trust values
are shown. The patterns shown resemble the ones shown for the model presented in
Section 3.2. In Figure 5b it can be noted that when trustee S1 gives negative
objective experiences, due to the competition values the subjective experiences of
S2 and S3 become slightly higher and vice-versa. In Figure 5c as the
interdependency value η is 0, no mutual effect of the subjective experiences on each
other could be observed. The curves shown in Figure 5c also show the effect of the
threshold function used in the model. In Figure 5e where η = -1, representing
cooperation, it can be seen that an increase in objective experience of S1 gives a
positive boost to the subjective values of S2 and S3 and vice-versa.
1

E'1
E'2
E'3

Trust

0.5

0

-0.5

-1
0
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f)

Figure 5. Dynamics of subjective experience-based trust model a) subjective
experience for η=1, b) Trust for η=1, c) subjective experience for η=0, d) Trust for
η=0, e) subjective experience for η=-1, f) Trust for η=-1
Furthermore, in the competitive case (Figure 5a) the maximum and minimum
values of the subjective experiences are higher than for the neutral and cooperative
cases. This is due to that fact that competition gives an additional increase to the
positive and negative subjective experience values towards extremes while
cooperation brings them closer to each other. Similarly these subjective experiences
have a direct effect on the trust values of the trustees in each case (see Figure 5b,
5d, 5e).

3.5.3

Experiment 1c: Subjective experience-based in combination
with trust model from literature

In this experiment the experience sequence of Figure 3a was used for the subjective
experience for trust model from literature described in Section 3.4. One of the two
models described in this literature is not accounting temporal discounting of
experiences while the second does.
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Figure 6. Dynamics of subjective experience-based on trust models from literature
a) without temporal discounting and η=1, b) with temporal discounting and η=1, c)
without temporal discounting and η=0, d) with temporal discounting and η=0 e)
without temporal discounting and η=-1, f) with temporal discounting and η=-1
In Figure 5a, 5c and 5e simulation results for the model without temporal
discounting of experience are shown. In this case it can be observed that this simple
model does not show the type of results as expected and generated by the other
models. In Figures 6b, 6d, and 6f the simulation results for model incorporating
temporal discounting of experiences are shown. In Figure 6b it can be noted that
when trustee S1 gives negative objective experiences, due to the competition values
the trust of S2 and S3 become slightly higher and vice-versa. In Figure 6d as the
interdependency value η is 0, no mutual effect of the trust values on each other
could be observed. In Figure 6f where η = -1, representing cooperation, it can be
seen that an increase in objective experience of S1 gives a positive boost to the
subjective values of S2 and S3 and vice-versa. Furthermore, in the competitive case
(Figure 6a, 6b) the maximum and minimum values of the trust are higher than for
the neutral and cooperative cases. This is due to that fact that competition gives an
additional increase to the positive and negative trust values towards extremes while
cooperation brings them closer to each other (see Figure 6c, d, e, f).

3.5.4

Experiment 2: Relative trust and subjective experience-based
trust models

In this experiment the second experience sequence was used where trustee S1 gives
positive (1) and neutral (0) and S2 gives negative (-1) and positive (1) experience
values alternating periodically every 500 time steps, while S3 gives neutral (0)
experiences for the whole experiment (see figure 3b).
In Figure 7a (relative trust model) and 7b (subjective experience-based trust model)
it is shown that when trustee S2 gives negative experiences, and there is a
competitive interdependency the trust values of S1 become slightly higher than the
trust values of S1 in Figure 7c and 7d (where there is a neutral interdependency). In
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Figure 7c and 7d as the interdependency value η is 0, no mutual effect of trust
values on each other can be observed. In Figure 7e and 7f where η = -1 representing
cooperation among trust values of trustees, it can be seen again that an increase in
trust of S2 due to positive experience gives a positive boost to S1 and S3 and viceversa.
1

T1
T2
T3

Trust

0.5

0

-0.5

-1
0

500

1000
Time

1500

2000

1

a)
T1
T2
T3

Trust

0.5

0

-0.5

-1
0

500

1000
Time

1500

2000

1

b)
T1
T2
T3

Trust

0.5

0

-0.5

-1
0

500

1000
Time

1500

2000

c)

69

Analysis and Validation of Models for Trust Dynamics

1

T1
T2
T3

Trust

0.5

0

-0.5

-1
0

500

1000
Time

1500

2000

1

d)
T1
T2
T3

Trust

0.5

0

-0.5

-1
0

500

1000
Time

1500

2000

1

e)
T1
T2
T3

Trust

0.5

0

-0.5

-1
0

500

1000
Time

1500

2000

f)

Figure 7. Dynamics of relative and subjective experience-based trust model for
experiment 2, a) relative trust model for η=1, b) subjective experience-based model
for η=1, c) relative trust model for η=0, d) subjective experience-based model for
η=0, e) relative trust model for η=-1, f) subjective experience-based model for η=-1
Furthermore, in the competitive case (Figure 7a and 7b), the maximum and
minimum values of trust attained for the trustees is higher than for the neutral and
cooperative cases. This is due to that fact that competition gives an additional
increase to the positive and negative trust values towards extremes while
cooperation brings them closer to each other. Also here as S3 is giving neutral
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experience in Figure 7c and 7d, there is no change in trust value of S3 because initial
value of the trust is neutral as well. But the effect of competition and cooperation on
S3 can clearly be seen in Figure 7a, 7b and 7e, 7f.

3.6

Related work

A variety of computational models have been proposed for trust. (Falcone and
Castelfranchi, 2004) for example, present an approach which includes a cognitive
attribution process to update the trust of an agent. This process has been
incorporated into their trust model because they claim that the simple idea that
positive experiences increase the trust is not always valid, and therefore a more
complex process is needed. They do however not directly take interdependencies of
trust levels into account. Although in this chapter simpler trust models have been
used, the model as proposed by Flacone and Castelfranchi is certainly compatible
with the subjective experience model as presented in this chapter. (Jonker and
Treur, 1999) present a formal framework for the analysis and specification of
models for trust evolution and trust update. Here, both quantitative and qualitative
examples are shown of trust functions. In this chapter, the quantitative example
model has been used to exemplify that the subjective experience approach is
compatible with an existing trust function. The qualitative example could in
principle also be used in combination with the proposed function for subjective
experiences; however a mapping would be needed from the qualitative to the
quantitative values and vice versa. (Kluwer and Waaler, 2006) incorporates the
notion of relativeness as an extension of the trust model presented by (Jones, 2002).
In (Kluwer and Waaler, 2006) for determining trust, as a basis trust values
determined by the model presented in (Jones, 2002) are taken and then these values
are used in order to make statements about different trust values for different agents
which does not incorporate the experiences with other agents that can perform
similar tasks. In last chapter a computational model of trust which does represent
interdependencies between trust levels is presented. In the current chapter refined
version of this model has been used as a comparison with the presented alternative
that allows the reuse of existing trust models, thereby showing that similar patterns
can be generated. For a more extensive overview of existing computation trust
models, see (Ramchurn, Huynh and Jennings, 2004; Sabater and Sierra, 2005).
Besides formalised computational models for trust, also informal trust models have
been proposed in other fields, for example, in the field of management sciences. An
interesting example is the model proposed in (Mokhtar, Wajid and Wang, 2007)
which specifically addresses trust in collaborative environments. However, the
focus is not so much on how trust values are influenced due to interdependencies,
but more on the requirements of trust values different agents have in each other in
order to make cooperation successful.
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Next to trust models, the notion of reputation is also frequently modelled. Hereby,
reputation can be defined as the opinion or view of someone about something (cf.
Sabater and Sierra, 2005) and according to (Ramchurn, Huynh and Jennings, 2004)
can mainly be derived from the aggregation of opinions of members of a
community about one of them. In this chapter, the main focus has been on the sole
experiences of one agent, and the community view has not been addressed.
Nevertheless, it would be an interesting part of future work to investigate how trust
interdependencies affect the overall reputation of agents in a society. For an
overview of computational models for reputation, see (Ramchurn, Huynh and
Jennings, 2004; Sabater and Sierra, 2005).

3.7

Conclusions and future work

In this chapter, the notion of interdependent trust has been addressed. Hereby, two
approaches have been taken: (1) to use a dedicated trust model which incorporates
interdependent trust (which is a refinement of the model presented in chapter 2, and
(2) to develop a model that transforms objective experiences into subjective
experiences that can be fed into an existing trust model. In order to evaluate the two
approaches, simulation runs have been performed to investigate to which extent
comparable patterns come out of the approaches. In the simulations of the
subjective experience variant three trust models have been used to generate such
patterns (of which two were taken from literature). The patterns that appeared is in
accordance with the expectations.
For future work, a validation of the model based upon experiments with humans is
planned. Furthermore, the integration of the subjective experiences with more
complex models such as for instance the model of (Falcone and Castelfranchi,
2004) is also planned.
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CHAPTER 4
EXPLORATION AND EXPLOITATION IN
ADAPTIVE TRUST‐BASED DECISION
MAKING IN DYNAMIC ENVIRONMENTS
by
Hoogendoorn, M., Jaffry, S.W. and Treur, J.
Trust is generally considered an important aspect in the decision making of
agents. In the literature, a variety of computational models for trust have
been proposed that also express how an agent can make a decision by
exploiting the trust levels it has for the different options. Within such a
decision making mechanism the focus is usually on a single most trusted
option, which as a side effect may lead to a lack of information on the other
options over time. Therefore it may sometimes be worthwhile to be more
explorative in the decision making, especially to adapt to dynamic
environments. In this chapter an adaptive trust-based decision making
model is proposed that varies the extent of exploration and exploitation in
the agent’s decisions. The model is evaluated and compared to other
existing models by means of simulations.

Work presented in this chapter has been published in the following form
Hoogendoorn, M., Jaffry, S.W. and Treur, J., (2010). Exploration and
Exploitation in Adaptive Trust-Based Decision Making in Dynamic
Environments. In: Huang, X.J., Ghorbani, A.A., Hacid, M.-S., Yamaguchi,
T. (eds.) Proceedings of the 10th IEEE/WIC/ACM International Conference
on Intelligent Agent Technology (IAT'10). IEEE Computer Society Press,
pp. 256-260.

Adaptive Trust‐Based Decision Making in Dynamic Environments

4.1

Introduction

Within multi-agent systems research, the notion of trust has been under
investigation for a substantial period (see, e.g. Ramchurn, Huynh and Jennings,
2004; Sabater and Sierra, 2005, for an overview). The research is hereby focused on
a variety of topics, ranging from cognitive models of trust (see e.g. Falcone and
Castelfranchi, 2004) to decision models based upon trust values of individuals (see
e.g. Kim, Ferrin and Rao, 2008; Vassileva, Breban and Horsch, 2002). In most
trust-based decision making models the selection is based upon the highest trust
level, sometimes in combination with additional factors. In (Marsh, 1994), for
example expresses a decision making model based upon the trust value, the
importance of the action, the risk of the situation, and the perceived competence of
the options. In both (Hoogendoorn, Jaffry and Treur, 2008; Vassileva, Breban and
Horsch, 2002) the decision to select an option is solely dependent on the trust level:
the most trusted option is simply selected.
In [6] the idea has been proposed that agents should sometimes also be more
explorative in their efforts to gain a good insight on the quality of other options.
Hence, a decision to select a particular option (e.g., an agent to perform a certain
task) is not solely based upon the current highest trust value, but should also depend
on the desired amount of exploring to investigate the trustworthiness of other
options. Of course, deciding when to be more explorative and when to be
exploitative is not a trivial matter. Typically it is assumed that agents should be
explorative in the beginning, and thereafter exploit their gained knowledge. When
participating in highly dynamic environments however, the behaviour of the options
and the experiences that these options give can fluctuate significantly over time,
thereby possibly requiring new exploration phases once too many changes occur.
In this chapter, an adaptive trust-based decision model is introduced which
dynamically determines the amount of exploration and exploitation the agent
performs. The choice of the extent of exploration is based upon the agent’s
estimation of the extent of change of the environment. More specifically, this is
modelled by taking the difference between a short term trust level, based on only
the most recent set of experiences the agent has obtained, as opposed to the long
term trust level, based on experiences over a longer time period.
In principle the introduced adaptive decision model can be used in combination
with any existing trust model. In this chapter the trust model described in
(Hoogendoorn, Jaffry and Treur, 2010) is used. In order to show that under certain,
more dynamic circumstances this approach indeed results in better selection of the
appropriate option, it is compared to an existing decision making model (cf.
Hoogendoorn, Jaffry and Treur, 2008) for a variety of settings.
This chapter is organized as follows. In Section 4.2 the existing trust model used is
briefly introduced. The decision making model which incorporates both exploration
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and exploitation is presented in Section 4.3. The approach is evaluated by means of
simulations in Section 4.4. Finally, Section 4.5 is a discussion.

4.2

The existing trust model used

In the existing trust model described in Chapter 3 used throughout this chapter is it
is assumed that options S1, S2, . . . Sn provide experiences Ei(t) to the human at each
time step; these experiences have a value from the continuous interval [-1, 1]. Here,
-1 indicates the most negative experience whereas 1 is the most positive. The trust
values reside on the same interval. The human updates the trust value on an option
by keeping trust values on other options under consideration along with the
interdependency extent η of the options in the range [-1, 1]. A negative value of η
denotes cooperation (indicating that differences between trust levels are partially
absorbed) while a positive value represents competition among the options
(indicating amplification of differences between trust levels). Furthermore, human
personality attributes like trust flexibility β, expressing how much an experience
counts, and autonomous trust decay γ, indicating how fast trust goes back to a
neutral value, also play a role in this process. The following differential equation
then represents the trust update over time:
⁄

1

This expresses that the change in the trust value Ti(t) for option Si is based upon the
height of the experience Ei(t) compared to the previous trust value plus the
contribution of the relativeness of the trust τi(t). This all is multiplied by the factor
β, which expresses flexibility of the trust: how much the new experience counts
compared to the already existing trust. From this, the autonomous decay of the old
trust value is subtracted. The relativeness of the trust is calculated by first
normalizing all trust values to a value between 0 and 1:
1 ⁄2

2

The value for τi(t) is calculated in the following way:
3
This equation determines the difference between the trust level of option Si
compared to the average. The value is then multiplied with the value of η resulting
amplification in case of competition and absorption in case of cooperation.

4.3

Adaptive trust-based decision making

As mentioned before, trust is generally considered an important criterion in the
decision process to select a particular option among alternatives S1, S2, . . . Sn. As a
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result, selection mechanisms have been expressed that take the trust level as input
and generate a decision of the option to be selected. Mostly, the option with the
highest trust level is selected (see e.g.Hoogendoorn, Jaffry and Treur, 2008;
Hoogendoorn, Jaffry and Treur, 2010; Vassileva, Breban and Horsch, 2002). This is
based on the idea that the trust levels give an adequate account of the world’s state
of affairs. In fact a silent assumption behind this is that the world is static or at least
does not change very fast, so that adequate trust values for the different options can
be built up over a longer time period. However, in case the world is changing over
relatively short time periods, the trusting agent can be misguided when it always
only chooses the option that was the best in the past, and thus prevents itself from
acquiring new experiences with the other options.
In this section a trust-based decision model is introduced which varies between this
exploitative behaviour and more explorative behaviour enabling it to obtain
experiences with other options compared to the currently most trusted option. In
order to create such a model a separation is made between two types of trust,
namely long term trust and short term trust. Essentially, both types of trust are
represented by the model described in Section 4.2. The only difference is the value
for the decay γ chosen. For the short term trust a relatively high value for γ is
selected (since this trust should only represent recent experiences and not consider a
longer history of experiences) referred to as γS, whereas for the long term trust a
relatively low value γL. The idea is that a difference between the short term and the
long term trust levels indicates a recent change in the behaviour of the options, and
therefore is used to make an agent more explorative. In case the trend remains
stable, indicated by no or only a small difference between long term and short term
trust levels, the agent should be more exploitative by choosing the most trusted
option. Assume that LTi(t) represents the long term trust in option Si at time t,
whereas STi(t) represents the short term trust (both projected on the interval [0,1]),
then the estimated change in the environment C(t) is defined by:
∑

|

|

4

Hence, the change is simply the average absolute difference between the short and
the long term trust level for all options. Based upon this factor, the fraction of
exploration behaviour the agent should exhibit is updated in the following way:
⁄

1
5

Here, the function Pos(V) is defined by:
0

0
0

6
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The function to determine the update of the extent of exploration to be performed
considers two aspects. The first aspect expresses that the exploration extent has to
be increased according to a factor  times the estimated change C(t) in the
environment. The second aspect specifies that there is an autonomous decay of E(t)
by a factor  (comparable to reduction of temperature in simulated annealing).
When the first contribution is higher than the second one, the value of E(t) will
increase; otherwise it will decrease. In particular, when the change in the world C(t)
is 0, the value of E(t) will eventually approximate 0, which indicates a purely
exploitative trust-based decision making approach.
Given the exploration extent E(t), each option can be assigned a certain probability
RPi(t) of being selected. A difference is made between the option that currently has
the highest trust value (equation 8), and the other options (equation 7).
1
1

∑

7
8

The first equation (7) expresses that the options that are not the must trusted option
have a request probability of 0 in case the exploration factor is 0, whereas the
probability is equal to all other options in case there is the maximum exploration
extent 1. In case the exploration factor is between these extremes, a value
proportional to the trust relative to all other options is taken in combination with a
fraction of an equal request probability. In the second equation (8), the request
probability of the option with the highest trust value is expressed, which is simply
the remaining probability. This is 1 in case the exploration factor is 0, and an equal
share in case the exploration factor is 1, and value with a combination of an equal
share and a part dependent on the trust value in case of intermediate exploration
values.

4.4

Simulation results

The trust model described in Section 4.2 and the adaptive trust-based decision
model presented in Section 4.3 have been used to generate simulation results (using
an implementation of these formulae in C++). Hereby, the models have been tested
in various experiments to judge their respective pros and cons. In the simulation
results the parameter settings as shown in Table 1 have been used.
In these settings, a relativeness of 1 is taken which means that trustees are
competitive with each other, so if an option gives a positive experience to an agent
not only the trust value of this option will increase but it also has an effect on trust
values of other options (in this case for those options with a more negative trust
value their trust value will go down even more). The initial trust values Ti(0) for all
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options are set to neutral zero to give each a fare start in the beginning of the
simulation. Furthermore, the rate of change  has been set to an average value 0.5.
The initial exploration rate has been set to 1 to make the agent more explorative in
the beginning. The parameters for short term trust decay γS, rate of change for
exploration α, and the autonomous decay for exploration ρ will all be varied in the
scenarios to enable an investigation of the influence of these parameters.
Table 1. Model configurations used for experiments
Parameter Name
Number of options
Options relativeness
Agent initial trust on options
Agent initial exploration
Rate of change of trust
Rate of change of exploration
Autonomous decay of trust
Autonomous decay of short term trust
Autonomous decay of exploration
Size of time step
Total time steps
Total time

Symbol
n
η
Ti(0)
E(0)
β
α
γL
γS
ρ
∆t
TS
t

Values
3
1.00
0.00
1.00
0.50
variable
0.10
variable
variable
0.10
1000
100

In the following subsections simulation results of several experiments are presented.
In these experiments, the experiences given by the options are varied. For those
options that are not selected, an experience value equal to the current trust level of
the option is taken (thereby thus only having a decay and an influence of the
relativeness with the other options). In experiment 1 a one time change occurs in the
world, resulting in different behaviour of all options. In experiment 2 a highly
dynamic environment with many changes is used and finally a non-changing world
is represented in Experiment 3. As a measure for performance of a model the
average value of the experiences is used. If {ei(0), ei(1), …, ei(t)} is the experience
sequence received by decision model “i” till time point t then the performance of
model “i” at time point t can be calculated as follows:
∑

4.4.1

9

Experiment 1

In this experiment a situation is modelled where one of the options initially gives
very good experience while others give very bad experiences. After some time
however (at time point 25) the first option starts giving neutral experiences while
the other options start giving very good experiences. Here the options’ behaviour is
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assumed to be normally distributed according to specific standard deviation and
mean value (see Table 2). As a setting for the first set of graphs, values for γS, α, and
ρ of 0.25, 0.50, and 0.25 respectively have been used.
Table 2. Options behavior for experiment 1
Option
T1, T2, T3
T1, T2, T3

Start Time End Time
Standard deviation
0, 0, 0
25, 25, 25
0.10, 0.10, 0.10
25, 25, 25 100,100, 100
0.10, 0.10, 0.10

Average Request

1.0

T1
T2
T3

0.8
0.6
0.4
0.2
0.0

0

20

40

60

80

100

Time

a)

Average Request

1.0

T1
T2
T3

0.8
0.6
0.4
0.2
0.0

0

20

40

60

80

100

Time

b)

1.0

Average Experience

Mean
0.90, 0.10, 0.10
0.50, 0.90, 0.90

MTDM
ATDM

0.5
0.0
-0.5
-1.0

0

20

40

60

Time

80

100

c)

Figure 1: a) average request per option over time for MTDM, b) average request per
option over time for ATDM, c) performance comparison of MTDM and ATDM
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In Figure 1a and 1b the averages over the requests to each option are shown for
MTDM (selection of the highest trust value) and ATDM (adaptive trust-based
decision model) respectively, averaged over 1000 runs. In the figures it can be
observed that the selection of the highest option does not always lead to satisfactory
results. MTDM sticks to T1 as it still gives neutral experience which is far better
than the trust level for the other two options (which is based upon the initial, very
negative experiences). The adaptive ATDM model however, keeps exploring the
environment to find better opportunities. The average experience curve (i.e. the
average experience for each time point taken over all 1000 runs, not using equation
9) for both models for this experiment is shown in Figure 1c. Here it can be seen
that when the environment does not change (i.e. until time point 25) MTDM
behaves better than ATDM. After the change however, ATDM starts to outperform
MTDM.
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Figure 2. Trust dynamics, a) MTDM, b)ATDM
As both models generate different request patterns and hence, different experience
sequences, their respective trust dynamics curves are shaped very differently (see
Figure 2a, 2b), whereas the same trust function has been used. In Figure 2a the trust
curve of MTDM is shown. Here it can be seen that despite the fact that T2 and T3
give positive experiences after time 25, this model could not detect this change and
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hence keeps the trust level of T2 and T3 very low while in Figure 2b the trust curves
of ATDM detect the change very rapidly.

ATDM Short Term Trust

In Figure 3a the short term trust values for ATDM are shown. Note that the
difference in the short term and the long term trust (where the long term trust of
ATDM is shown in Figure 2b) is the change in environment perceived by the
model. This change in the environment leads to the exploration behaviour of
ATDM (see Figure 3b) that made the difference in performance of both models in
this experiment.
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Figure 3. a) short term trust dynamics of ATDM, b) change in environment and
exploration dynamics for ATDM
To see the effect of the exploration parameters (i.e. γS, α, and ρ) on the dynamics of
exploration and eventually on the performance of the ATDM model, graphs are
shown in Figure 4 with varying setting for each of these parameters. In these
Figures, the settings for the parameters are shown on the x-axis whereas the y-axis
represents the value of different variable namely MTDM (representing the average
performance of MTDM using equation 9), ATDM (representing the average
performance of ATDM, again using equation 9), EnvChange (representing the
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average change in environment perceived by the agent in ATDM) and Exploration
(representing average value of exploration in EBDM).
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Figure 4. Performance of MTDM and ATDM, environment change, exploration
dynamics for experiment 1 with change in, a) γS, b) ρ and c) α
Figure 4a shows the effect of autonomous decay of short term trust γS on
exploration and the overall performance. Here it can be seen that as the value of γS
approaches the setting for the long term trust decay γL the difference between the
short term and the long term trust for ATDM decreases and hence, the agent
perceives less change in the environment. This change in the environment directly
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affects the exploration behaviour, therefore the curves of the exploration behaviour
have similar dynamics. The performance of ATDM is better when the parameter
setting for short term trust is above the parameter setting for long term trust, and
worse in the other case. The performance of ATDM becomes almost stable after a
certain value of decay for the short term trust γS. Figure 4b shows the effect of the
decay of exploration ρ on the exploration and performance of ATDM. Here it can
be seen that as the value of ρ increases exploration decays more rapidly which
effects performance of ATDM. Figure 4c shows that an increase in the rate of
change of exploration α increases the exploration value. Here, also a high
exploration value produces high performance of ATDM.

4.4.2

Experiment 2

In this experiment a situation is modelled where there is very high frequency of
change in the options’ behaviour (i.e. a highly dynamic environment). One option
starts giving good experiences while the other two give bad experiences,
periodically these options change their behaviour after a specified period of time
(2.5 time points). In this scenario for MTDM it is hard to find out the best behaving
option because of their rapidly changing behaviour, while ATDM keeps exploring
and can exploit the best option. Here, again the options’ behaviour is assumed to be
normally distributed according to a specific standard deviation and mean value (see
Table 3).
Table 3. Options Behavior for Experiment 2
Option
T1, T2, T3
T1, T2, T3

Start Time
0, 0, 0
0, 0, 0

End Time
2.5, 2.5, 2.5
2.5, 2.5, 2.5

Standard deviation
0.10, 0.10, 0.10
0.10, 0.10, 0.10

Mean
0.90, 0.10, 0.10
0.10, 0.90, 0.90

The graphs shown for this case represent the same information as shown previously
in Figure 4. Figure 5a shows the effect of autonomous decay of short term trust γS
on the exploration and average performance. Here, the performance of ATDM is
better for almost every value of the parameter. The behaviour also becomes stable
after a certain value of γS as also observed in previous experiment.
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Figure 5. Performance of MTDM and ATDM, environment change, exploration
dynamics for experiment 2 with change in, a) γS, b) ρ and c) α.
In Figure 5b and 5c the effect of the decay of exploration ρ and the rate of change of
exploration α on exploration are almost the same as already observed in previous
experiment. Also, for each of these settings ATDM outperforms MTDM.
Furthermore, the effect of the parameters on the performance of ATDM is almost
the inverse of the previous experiment due to the fact that you should not
continuously explore in this highly dynamic environment but should also utilize the
current option.

4.4.3

Experiment 3

In the last experiment a situation is modelled where there is no change in the
options’ behaviour at all (see Table 4). One option gives good experiences while the
other two give bad experiences all the time. The results are shown in Figure 6. In
this scenario MTDM identifies this best option, and keeps on requesting
information from it. ATDM however initially explores more, and cannot exploit the
best trustee immediately from the start. Therefore MTDM outperforms ATDM in
this scenario. Of course, it does come close when the parameters are selected such
that the exploration is kept limited (see Figure 6). Here, again the options’
behaviour is assumed to be normally distributed according to a specific standard
deviation and mean value (see Table 4).
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Table 4. Options behavior for experiment 3
Option
Start Time
T1, T2, T3
0, 0, 0

End Time
Standard deviation
100, 100, 100
0.10, 0.10, 0.10

1.0

Mean
0.90, 0.10, 0.10

MTDM
ATDM
EnvChange
Exploration

0.8
0.6
0.4
0.2
0.0
-0.2
-0.4
0.0

0.2

0.4

0.6

0.8

1.0

decay of short term trust ( S)

a)

1.0

MTDM
ATDM
EnvChange
Exploration

0.8
0.6
0.4
0.2
0.0
-0.2
-0.4
0.0

0.2

0.4

0.6

0.8

1.0

decay in exploration ()

b)

1.0

MTDM
ATDM
EnvChange
Exploration

0.8
0.6
0.4
0.2
0.0
-0.2
-0.4
0.0

0.2

0.4

0.6

0.8

rate of change of exploration ()

1.0

c)

Figure 6. Performance of MTDM and ATDM, environment change, exploration
dynamics for experiment 3 with change in, a) γS, b) ρ and c) α.

4.5

Discussion

In this chapter, an adaptive trust-based decision making model has been presented
that is able to handle dynamic environments in which the quality of the different
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decision options change over time. In most work on trust-based decision making,
these decisions are made in a rather straightforward way: to select the most trusted
option (see e.g. Hoogendoorn, Jaffry and Treur, 2008; Hoogendoorn, Jaffry and
Treur, 2010; Vassileva, Breban and Horsch, 2002). In dynamic environments
however, it might sometimes be worthwhile to be more explorative every now and
then as agents might behave differently over time, and new agents might enter the
system. Therefore, a decision making model has been presented that is able to do
precisely this: start to explore when the world changes (based upon a difference
between so-called long and short-term trust) and be more exploitative in case the
world seems to be stable. On the one hand the extent of exploration is subject to an
autonomous decay, as, for example, for the temperature in simulated annealing. On
the other hand, the agent will increase the extent of exploration when substantial
environmental changes are noticed.
The model has been evaluated and compared to other existing decision models by
means of simulations for a series of cases of (nondeterministic) environmental
dynamics. It has been shown that this decision model works better in these dynamic
situations, whereas it performs approximately equivalent to the selection of the
highest trustee in case of relatively stable environments. Of course, the speed with
which exploration occurs can be varied using several parameter settings.
Several other researchers within the domain of agent systems have proposed more
complex decision making models than simply selecting the most trusted agent (or
group of agents). In (Marsh, 1994) for example, the decision to select and agent
does not solely depend on the trust level, but also the importance of the action, the
risk of the situation and the perceived competence of the agent is taken into account.
In this chapter, it is assumed that the trust is the single criterion for selection, but of
course more factors could be taken into account. The mechanism for deciding on
exploration and exploitation could however be left intact. In (Lashkari, Metral and
Maes, 1994) it is also proposed to use a mechanism for switching between
exploration and exploitation. In their setting however, they aim at discovering new
agents that could potentially function well by giving these agents cases with known
answers such that it can easily be determined whether the agent is good or not. In
the approach, the precise mechanism when to explore and when to exploit is
however not specified. In (Falcone and Castelfranchi, 2004) the decision
mechanism to select an agent is made more complex by considering the form of
delegation that takes place: weak delegation and strong delegation, thereby
differentiating between cases where there is a formal agreement between agents.
The decision mechanism allows the reasoning about the consequences of these
different delegation types.
Next to agent systems research, also in management sciences decision mechanisms
have been studied. In (Lavie and Rosenkopf, 2006) for example finding the balance
between exploration and exploitation in alliance formation decisions is studied. This
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study is performed from a non-computational perspective, but does show the
necessity of trying to find a good trade-off between the two in order for
organizations to be successful.
For future work, it would be interesting to investigate how the model presented here
matches with the human tendency towards exploration and exploitation. Hereby, it
might even be possible to try and tailor the parameters in the function towards the
human behaviour such as for instance done for a trust function in (Hoogendoorn,
Jaffry and Treur, 2009). Furthermore, additional factors to base a decision upon
could also be taken into account.
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PART C
MODELLING DYNAMICS OF
TRUST WITH BIASES AND
AFFECT
Most models of human trust that exist are based on some rationality
assumption, and human factors of affect and bias are not represented. There
is however a vast literature in neuro, cognitive and social sciences that
indicates that humans often exhibit non-rational, affective and biased
behaviour with respect to trust. Here, trust models are explored which
incorporate the affective and biased nature of human trust.
In Chapter 5 a model for trust dynamics is presented that incorporates the
relation between trust and feeling. This model makes use of a Hebbian
learning principle and describes how trust depends on experiences viewed
as information obtained over time, but also as emotional responses and
feelings. In Chapter 6 a comparison between a cognitive (presented in
Chapter 2) and a neural (presented in Chapter 5) model of trust is reported.
As each of the models has its own specific set of parameters, with values
that depend on the type of person modelled, such a comparison is nontrivial.
Here a comparison approach is presented that is based on mutual mirroring
of the models. This is done to see whether a high-level model at the
cognitive level can be grounded into a more detailed level model at the
neurological level. As reported in the human factors literature, humans have
biases which play a crucial role in human cognitive phenomena. Hence, in
Chapter 7 some variations of biased human trust models are presented,
verified and compared with each other.

CHAPTER 5
MODELLING TRUST DYNAMICS FROM A
NEUROLOGICAL PERSPECTIVE
by
Hoogendoorn, M., Jaffry, S.W. and Treur, J.
Trust dynamics is often modelled in relation to experiences and usually from
a cognitive perspective, leaving affective aspects out of consideration.
Inspired by neurological findings that show more and more how in mental
processes cognitive and affective aspects are intertwined, in this chapter, a
model for trust dynamics is introduced incorporating the relation between
trust and feeling. The model makes use of a Hebbian learning principle and
describes how trust depends on experiences viewed as information obtained
over time, but also as emotional responses and feelings.
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Modelling Trust Dynamics from a Neurological Perspective

5.1

Introduction

For a human performing certain task, an important aspect is the trust in various
information sources that can potentially aid in performing the task. For instance, the
person may have experienced in the past that the manual for the task contains a lot
of flaws, whereas it was experienced that a knowledgeable colleague can
immediately aid in an adequate fashion. As a result the trust level for the manual
will be much lower than the trust level for the colleague, and a support system
offering the manual will most likely be ignored. This illustrates two main functional
properties of trust states as cognitive states that are often considered (Jonker and
Treur, 2003):
(1) A trust state accumulates experiences over time
(2) Trust states are used in decision making by choosing more trusted options
above less trusted options
In trust research, a variety of computational models have been proposed for human
trust, see e.g., (Jonker and Treur, 2003; Jonker and Treur, 1999; Falcone and
Castelfranchi, 2004; Hoogendoorn, Jaffry, and Treur, 2008). Such models often
assume that trust values over time depend on the experiences of the human with the
specific object of trust. In (Hoogendoorn, Jaffry, and Treur, 2008) an additional
factor is taken into account, namely how the object of trust performs relative to its
competitors. Most of such models consider experiences and trust as cognitive
concepts and exclude affective factors. This contrasts with how persons in general
experience trust and trust-affecting experiences, which, for example, may go hand
in hand with strong feelings of disappointment or insecurity. Much work reports
interactions between cognitive and affective aspects for a variety of cases (Eich,
Kihlstrom, Bower, Forgas and Niedenthal, 2000; Forgas, Laham and Vargas, 2005;
Forgas, Goldenberg and Unkelbach, 2009; Niedenthal, 2007; Schooler and Eich,
2000; Winkielman, Niedenthal and Oberman, 2009), without relating this explicitly
to neurological findings or theories. In this chapter, neurological theories on
emotion and feeling are adopted as a basis of inspiration for a computational model
for trust dynamics that models such interactions. The computational model, which
is inspired by neurological theories on the embodiement of emotions as described,
for example, in (Winkielman, Niedenthal and Oberman, 2009; Damasio, 1994;
Damasio, 1996; Damasio, 1999; Damasio, 2004), describes how trust dynamics
relates to experiences with (external) sources, both from a cognitive and affective
perspective. More specifically, in accordance with, for example (Damasio, 1999;
Damasio, 2004), for feeling the emotion associated to a mental state, a converging
recursive body loop is assumed. In addition, based on Hebbian learning (cf. Hebb,
1949; Bi and Poo, 2001; Gerstner and Kistler, 2002) for the strength of the
connections to the emotional responses an adaptation process is introduced, inspired
by the Somatic Marker Hypothesis (Damasio, 1994; Damasio, 1996). Compared to
more detailed neural models, the model presented here abstracts from more fine-
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grained descriptions of neurons, and, for example, their biochemistry and spiking
patterns. States in the presented model may be viewed as abstract descriptions of
states of neurons or rather of groups of neurons. Such a more abstract representation
provides a less complex and more manageable model, while the assumption is that
it can still show the essential dynamics from a higher level perspective.
In this chapter, first in Section 5.2 Damasio’s theory on the generation of feelings is
briefly introduced. In Sections 5.3 and 5.4 the model is described in detail,
including the adaptation based on Hebbian learning. Section 5.5 presents some
simulation results. In Section 5.6 it is discussed how functional properties of trust
states as cognitive states were formulated and automatically verified. Finally,
Section 5.7 is a discussion.

5.2

On the interaction between affective and cognitive aspects

Cognitive states of a person, such as sensory or other representations often induce
emotions felt within this person, as described by neurologist Damasio (Damasio,
1999; Damasio, 2004); for example: ‘Through either innate design or by learning,
we react to most, perhaps all, objects with emotions, however weak, and subsequent
feelings, however feeble.’ (Damasio, 2004, p. 93). In some more detail, emotion
generation via a body loop roughly proceeds according to the following causal
chain; see (Damasio, 1999; Damasio, 2004):
cognitive state  preparation for bodily response  bodily response 
sensing the bodily response  sensory representation of the bodily response
 feeling
The body loop (or as if body loop) is extended to a recursive body loop (or
recursive as if body loop) by assuming that the preparation of the bodily response is
also affected by the state of feeling the emotion as an additional causal relation:
feeling  preparation for the bodily response. Such recursiveness is also assumed
by Damasio (Damasio, 2004), as he notices that what is felt by sensing is actually a
body state which is an internal object, under control of the person:
‘The brain has a direct means to respond to the object as feelings unfold
because the object at the origin is inside the body, rather than external to it.
(…) The object at the origin on the one hand, and the brain map of that
object on the other, can influence each other in a sort of reverberative
process that is not to be found, for example, in the perception of an external
object.’ (Damasio, 2004, p. 91)
Within the model presented in this chapter, both the bodily response and the feeling
are assigned a level or gradation, expressed by a number. The causal cycle is
modelled as a positive feedback loop, triggered by a mental state and converging to
a certain level of feeling and body state.
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Another neurological theory addressing the interaction between cognitive and
affective aspects can be found in Damasio’s Somatic Marker Hypothesis; cf.
(Damasio, 1994; Damasio, 1996; Damasio, 2004; Bechara and Damasio, 2004).
This is a theory on decision making which provides a central role to emotions felt.
Within a given context, each represented decision option induces (via an emotional
response) a feeling which is used to mark the option. For example, a strongly
negative somatic marker linked to a particular option occurs as a strongly negative
feeling for that option. Similarly, a positive somatic marker occurs as a positive
feeling for that option. Damasio describes the use of somatic markers in the
following way:
‘the somatic marker (..) forces attention on the negative outcome to which a
given action may lead, and functions as an automated alarm signal which
says: beware of danger ahead if you choose the option which leads to this
outcome. The signal may lead you to reject, immediately, the negative course
of action and thus make you choose among other alternatives. (…) When a
positive somatic marker is juxtaposed instead, it becomes a beacon of
incentive..’ (Damasio, 1994, pp. 173-174)
Somatic markers may be innate, but may also by adaptive, related to experiences:
‘Somatic markers are thus acquired through experience, under the control of
an internal preference system and under the influence of an external set of
circumstances ...’ (Damasio, 1994, p. 179)
In the model introduced below, this adaptive aspect will be modelled as Hebbian
learning; cf. (Hebb, 1949; Bi and Poo, 2001; Gerstner and Kistler, 2002). Viewed
informally, in the first place it results in a dynamical connection strength obtained
as an accumulation of experiences over time (1). Secondly, in decision making this
connection plays a crucial role as it determines the emotion felt for this option,
which is used as a main decision criterion (2). As discussed in the introduction,
these two properties (1) and (2) are considered two main functional, cognitive
properties of a trust state. Therefore they give support to the assumption that the
strength of this connection can be interpreted as a representation of the trust in the
option considered.

5.3

Incorporating affective aspects in a trust model

Informally described theories in scientific disciplines, for example, in biological or
neurological contexts, often are formulated in terms of causal relationships or in
terms of dynamical systems. To adequately formalise such a theory the hybrid
dynamic modelling language LEADSTO has been developed that subsumes
qualitative and quantitative causal relationships, and dynamical systems; cf. (Bosse,
Jonker, Meij and Treur, 2007). This language has been proven successful in a
number of contexts, varying from biochemical processes that make up the dynamics
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of cell behaviour (Jonker, Snoep, Treur, Westerhoff and Wijngaards, 2008) to
neurological and cognitive processes (Bosse, Jonker, Los, Torre and Treur, 2007;
Bosse, Jonker and Treur, 2007; Bosse, Jonker and Treur, 2008). Within LEADSTO
a temporal relation a 
 b denotes that when a state property a occurs, then after a
certain time delay (which for each relation instance can be specified as any positive
real number), state property b will occur. In LEADSTO both logical and numerical
calculations can be specified in an integrated manner; a dedicated software
environment is available to support specification and simulation.
An overview of the model for how trust dynamics emerges from the experiences is
depicted in Figure 1.

Figure 1. Overview of the model for trust dynamics
How decisions are made, given these trust states is depicted in Figure 2. These
pictures also show representations from the detailed specifications explained below.
However, note that the precise numerical relations between the indicated variables
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V shown are not expressed in this picture, but in the detailed specifications of
properties below, which are labelled by LP1 to LP11 as also shown in the pictures.

Figure 2. Overview of the model for trust‐based decision making
The detailed specification (both informally and formally) of the model is presented
below. Here capitals are used for (assumed universally quantified) variables. First
the part is presented that describes the basic mechanisms to generate a belief state
and the associated feeling. The first dynamic property addresses how properties of
the world state can be sensed.
LP1

Sensing a world state

If world state property W occurs of strength V
then a sensor state for W of strength V will occur.
world_state(W, V) 
 sensor_state(W, V)

Note that this generic dynamic property is used for a specific world state, for
experiences with the different options and for body states; to this end the variable W
is instantiated respectively by w, exp1 and exp2, b1 and b2. From the sensor states,
sensory representations are generated according to the dynamic property LP2. Note
that also here for the example the variable P is instantiated as indicated.
LP2

Generating a sensory representation for a sensed world or body state

If a sensor state for world state or body state property P with level V occurs,
then a sensory representation for P with level V will occur.
sensor_state(P, V) 
 srs(P, V)

For a given world state representations for a number of options are activated:
LP3

Generating an option for a sensory representation of a world state

If a sensory representation for w with level V occurs
then a representation for option o with level V will occur
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srs(w, V) 
 rep(o, V)

Dynamic property LP4 describes the emotional response to the person’s mental
state in the form of the preparation for a specific bodily reaction. Here the mental
state comprises a number of cognitive and affective aspects: options activated,
experienced results of options and feelings. This specifies part of the loop between
feeling and body state. This property uses a combination model based on a function
g(1, 2, V1, V2, V3 ,1, 2, 3) including a threshold function. For example,
g(1, 2, V1, V2, V3,1, 2, 3) = th(1, 2,1V1 + 2V2 + 3V3)
with V1, V2, V3 activation levels and 1, 2, 3 weights of the connections, and
threshold function th(1, 2,V) = 1/(1+e-2(V-1) ) with threshold 1 and steepness 2.
LP4a

From option activation and experience to preparation of a body state
(non-competitive case)

option o with level V1 occurs
and feeling the associated body state b has level V2
and an experience for o occurs with level V3
and the preparation state for b has level V4
then a preparation state for body state b will occur with level
V4+ (g(1, 2, V1, V2, V3,1, 2, 3)-V4) t.

If

rep(o, V1) & feeling(b, V2) & srs(exp, V3) & preparation_state(b, V4)

 preparation_state(b, V4+  (g(1, 2, V1, V2, V3,1, 2, 3)-V4) t)

For the competitive case also the inhibiting cross connections from one represented
option to the body state induced by another represented option are used. A function
involving these cross connections was defined, for example
h(1, 2, V1, V2, V3, V21,1, 2, 3, 21) = th(1, 2,1V1 + 2V2 + 3V3 - 21V21)
for two considered options, with 21 the weight of the suppressing connection from
represented option 2 to the preparation state induced by option 1.
LP4b

From option activation and experience to preparation of a body state
(competitive case)

If

option o1 with level V1 occurs
and option o2 with level V21 occurs
and feeling the associated body state b1 has level V2
and an experience for o1 occurs with level V3
and the preparation state for b1 has level V4
then a preparation state for body state b1 will occur with level
V4+  (h(1, 2, V1, V2, V3, V21,1, 2, 3, 21)-V4) t.
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rep(o1, V1) & rep(o2, V21) & feeling(b1, V2) & srs(exp1, V3) &
preparation_state(b1, V4)

 preparation_state(b1, V4+  (h(1, 2, V1, V2, V3, V21,1, 2, 3, 21)-V4) t)

Dynamic properties LP5, LP6, and LP7 together with LP2 describe the body loop.
LP5

From preparation to effector state for body modification

If preparation state for body state B occurs with level V,
then the effector state for body state B with level V will occur.
preparation_state(B, V) 
 effector_state(B, V)

LP6

From effector state to modified body state

If the effector state for body state B with level V occurs,
then the body state B with level V will occur.
effector_state(B, V) 
 body_state(B, V)

LP7

Sensing a body state

If body state B with level V occurs,
then this body state B with level V will be sensed.
body_state(B, V) 
 sensor_state(B, V)

LP8

From sensory representation of body state to feeling

If a sensory representation for body state B with level V occurs,
then B is felt with level V.
srs(B, V) 
 feeling(B, V)

Alternatively, dynamic properties LP5 to LP7 can also be replaced by one dynamic
property LP9 describing an as if body loop as follows.
LP9

From preparation to sensed body state

If preparation state for body state B occurs with level V,
then the effector state for body state B with level V will occur.
preparation_state(B, V) 
 srs(B, V)

For the decision process on which option Oi to choose, represented by action Ai, a
winner-takes-it-all model is used based on the feeling levels associated to the
options; for an overview, see Fig. 2. This has been realised by combining the option
representations Oi with their related emotional responses Bi in such a way that for
each i the level of the emotional response Bi has a strongly positive effect on
preparation of the action Ai related to option Oi itself, but a strongly suppressing
effect on the preparations for actions Aj related to the other options Oj for j ≠ i. As
before, this is described by a function:
h(1, 2, V1, … ,Vm, U1, … ,Um,11, …,mm)
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with Vi levels for representations of options Oi and Ui levels of preparation states
for body state Bi related to options Oi and ij the strength of the connection between
preparation states for body state Bi and preparation states for action Aj.
LP10

Decisions based on felt emotions induced by the options

options Oi with levels Vi occur,
and preparation states for body state Bi related to options Oi occur with level Ui,
and the preparation state for action Ai for option Oi has level Wi
then the preparation state for action Ai for option Oi will occur with level
Wi +  (h(1, 2, V1, … ,Vm, U1, … ,Um,11, .. mm) - Wi) t
If

rep(O1, V1) & … & rep(Om, Vm) &
preparation_state(B1, U1) & … & preparation_state(Bm, Um) &
preparation_state(Ai, Wi)

 preparation_state(Ai, Wi + (h(1, 2, V1, … ,Vm, U1, … ,Um,11, .. mm) - Wi) t)

LP11

From preparation to effector state for an action

If preparation state for action A occurs with level V,
then the effector state for action A with level V will occur.
preparation_state(A, V) 
 effector_state(A, V)

5.4

The Hebbian adaptation process

From a neurological perspective the strength of a connection from an option to an
emotional response may depend on how experiences are felt emotionally, as
neurons involved in the option, the preparation for the body state, and in the
associated feeling will often be activated simultaneously. Therefore such a
connection from option to emotional response may be strengthened based on a
general Hebbian learning mechanism (Hebb, 1949; Bi and Poo, 2001; Gerstner and
Kistler, 2002) that states that connections between neurons that are activated
simultaneously are strengthened, similar to what has been proposed for the
emergence of mirror neurons; e.g., (Keysers and Perrett, 2004; Keysers and
Gazzola, 2009). This principle is applied to the strength 1 of the connection from
option 1 to the emotional response expressed by body state b1. The following
learning rule takes into account a maximal connection strength 1, a learning rate ,
and an extinction rate .
LP12 Hebbian learning rule for the connection from option to preparation
If the connection from option o1 to preparation of b1 has strength 1
and the option o1 has strength V1
and
the preparation of b1 has strength V2
and
the learning rate from option o1 to preparation of b1 is 
and
the extinction rate from option o1 to preparation of b1 is 
then after t the connection from option o1 to preparation state b1 will have
strength 1 + (V1V2(1 - 1) - 1) t.
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has_connection_strength(rep(o1), preparation(b1), 1) & rep(o1, V1) &
preparation(b1, V2) & has_learning_rate(rep(o1), preparation(b1), ) &
has_extinction_rate(rep(o1), preparation(b1), )

 has_connection_strength(rep(o1), preparation(b1), 1+(V1V2 (1-1) - 1) t)

By this rule through their affective aspects, the experiences are accumulated in the
connection strength from option o1 to preparation of body state b1, and thus serves
as a representation of trust in this option o1. A similar Hebbian learning rule can be
found in (Gerstner and Kistler, 2002, p. 406).

5.5

Example simulation results

The model described in Section 5.3 has been used to generate a number of
simulation experiments for non-competitive and competitive cases (see Figure. 3 for
some example results). To ease the comparison between these cases the same model
parameter values were used for these examples (see Table 1).
Table 1. Parameter values used in the example simulations
Parameter

Value

β1

0.95

β2

10, 100

γ
η

0.90
0.80



0.10

t
ωs, ωa

0.90
0.50

Meaning
threshold value for preparation state and action
effector state
steepness value for preparation state, action effector
state
activation change rate
learning rate of connection from option
representation to preparation
extinction rate of connection from option representation
to preparation
time step
suppressing weight from option representation to
preparation state and from preparation state to the
action state (competitive case)

In Figure. 3a) example simulation results are shown for the non-competitive case.
Here the subject is exposed to an information source that provides experience
values 0 respectively 1 alternating periodically in a period of 200 time steps each. In
this figure it can be observed that change in experience leads to changes in the
connection strengths (representing trust) as well as the action effector states.
Furthermore, the decrease in the connection strengths representing trust due to a bad
experience (0) takes longer than the increase due to a good experience (1), which
can be explained by the higher value of the learning rate than of the extinction rate.
In Figures 3b), c) and d), the simulation results are shown for the competitive case
with two competitive options having suppression weight 0.5 from option
representation to preparation state and from preparation state to the action state. In
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this case the subject is exposed to two information sources that provides experience
values 0 respectively 1 alternating periodically in a period of 200 time steps each, in
a reverse cycle with respect to each other (see Figure. 3b). Here change in
experience changes the connections representing trust as well as the action effector
states. Moreover, in comparison to the non-competitive case, the learning is slow
while decay is fast, which is due to the presence of competition. Finally Figure. 3
shows that the connection strengths in the presented model exhibit the two
fundamental functional properties of trust discussed in Section 5.1, namely that trust
is based on accumulation of experiences over time (see Figure. 3c) and that trust
states are used in decision making by choosing more trusted options above less
trusted ones (see Figure. 3d).
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Figure 3. Simulation results: experience, connection representing trust, and action
effector state for a non-competitive case in a) and a competitive case in b), c) and
d) respectively

5.6

Verification of functional properties of trust

The two functional properties of trust states formulated in the introduction are: (1)
A trust state accumulates experiences over time, and (2) Trust states are used in
decision making by choosing more trusted above less trusted options. These
properties characterise trust states from a functional, cognitive perspective.
Therefore any model or computational or physical realisation claimed to describe
trust dynamics has to (at least) satisfy these properties. Such properties can be
formalized in a temporal logical language, and can be automatically verified for the
traces that have been generated using the proposed model. In this section this
verification of properties is discussed. First, the language used to verify these
properties is explained. Thereafter the properties and the results of the verification
are discussed.
The verification of properties has been performed using a language called TTL
(Temporal Trace Language), that features a dedicated editor and an automated
checker; cf. (Bosse, Jonker, Meij, Sharpanskykh and Treur, 2009). This predicate
logical temporal language supports formal specification and analysis of dynamic
properties, covering both qualitative and quantitative aspects. TTL is built on atoms
referring to states of the world, time points and traces, i.e. trajectories of states over
time. In addition, dynamic properties are temporal statements that can be formulated
with respect to traces based on the state ontology Ont in the following manner.
Given a trace  over state ontology Ont, the state in  at time point t is denoted by
state(, t). These states can be related to state properties via the infix predicate |=,
where state(, t) |= p denotes that state property p holds in trace  at time t. Based on
these statements, dynamic properties can be formulated using quantifiers over time
and traces and the usual first-order logical connectives such as , , , , , . For
more details, see (Bosse, Jonker, Meij, Sharpanskykh and Treur, 2009).
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In order to be able to automatically verify the properties upon the simulation traces,
they have been formalised. From the computational verification process it was
found that indeed they are satisfied by the simulation traces of the model for which
they were verified. The first functional property (1), specifying that a trust state
accumulates experiences over time, is split up into a number of properties. First,
two properties are specified which express trust accumulation for the noncompetitive case, whereby the connections for the respective trustees are not
influenced by experiences with competitors.
P1.1

Connection strength increases with more positive experience (noncompetitive case)

If a sensor state indicates a particular value V1 of an experience E, and E is an
experience for trustee T, and the current strength of the connection for trustee T is
V2, and V1 is higher than V2, then the connection strength will remain the same or
increase.
:TRACE, t:TIME, E:EXPERIENCE, T:TRUSTEE, V1,V2,V3:VALUE
[ state(, t) |= sensor_state(E, V1) & state(, t) |= connection(T, V2) &
state(, t) |= matches(E, T) & V1 > V2
 V3:VALUE [ state(, t+1) |= connection(T, V3) & V3  V2 ] ]

P1.2

Connection strength decreases with more negative experience (noncompetitive case)

If a sensor state indicates a particular value V1 of an experience E, and E is an
experience for trustee T, and the current strength of the connection for trustee T is
V2, and V1 is lower than V2, then the connection strength will remain the same or
decrease.
:TRACE, t:TIME, E:EXPERIENCE, T:TRUSTEE, V1,V2,V3:VALUE
[ state(, t) |= sensor_state(E, V1) & state(, t) |= connection(T, V2) &
state(, t) |= matches(E, T) & V1 < V2
 V3:VALUE [ state(, t+1) |= connection(T, V3) & V3  V2 ] ]

Besides the non-competitive case, also properties have been specified for the
competitive case. Hereby, the experiences with other competitive information
sources are also taken into account.
P2.1

Connection strength increases with more positive experience
(competitive case)

If a sensor state indicates a particular value V1 of an experience E, and E is an
experience for trustee T, and the current strength of the connection for trustee T is
V2, and V1 is higher than V2, and all other experiences are lower compared to V1,
then the connection strength will remain the same or increase.
:TRACE, t:TIME, E:EXPERIENCE, T:TRUSTEE, V1,V2,V3:VALUE
[ state(, t) |= sensor_state(E, V1) &
E’  E [ V’:VALUE state(, t) |= sensor_state(E’, V’) & V’ < V1 ] &
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state(, t) |= connection(T, V2) & state(, t) |= matches(E, T) & V1 > V2
 V3:VALUE [ state(, t+1) |= connection(T, V3) & V3  V2 ] ]

P2.2

Connection strength decreases with more negative experience
(competitive case)

If a sensor state indicates a particular value V1 of an experience E, and E is an
experience for trustee T, and the current strength of the connection for trustee T is
V2, and V1 is lower than V2, and all other experiences are higher compared to V1,
then the connection strength will remain the same or decrease.
:TRACE, t:TIME, E:EXPERIENCE, T:TRUSTEE, V1,V2,V3:VALUE
[ state(, t) |= sensor_state(E, V1) &
E’  E [ V’:VALUE state(, t) |= sensor_state(E’, V’) & V’ >V1 ] &
state(, t) |= connection(T, V2) & state(, t) |= matches(E, T) & V1 < V2
 V3:VALUE [ state(, t+1) |= connection(T, V3) & V3  V2 ] ]

Finally, property P3 is specified which compares different traces, as shown below.
P3.1

Higher experiences lead to higher connection strengths (noncompetitive case)

If within one trace the experiences for a trustee are always higher compared to the
experiences for a trustee in another trace, then in that trace the connection strengths
will always be higher.
1, 2:TRACE, E:EXPERIENCE, T:TRUSTEE
[1 2 & state(1, 0) |= matches(E, T) &
t:TIME [ V1, V2:VALUE [ state(1, t) |= sensor_state(E, V1) &
state(2, t) |= sensor_state(E, V2) & V1>V2 ] ]
 t:TIME [ V1, V2:VALUE [ state(1, t) |= connection(T, V1) &
state(2, t) |= connection(T, V2) & V1>V2 ] ] ]

P3.2

Higher experiences lead to higher connection strengths (competitive
case)

If within one trace the experiences for a trustee are always higher compared to the
experiences for a trustee in another trace, and there are no other experiences with a
higher value at that time point, then in that trace the connection strengths will
always be higher.
1, 2:TRACE, E:EXPERIENCE, T:TRUSTEE
[1 2 & state(1, 0) |= matches(E, T) &
t:TIME [ V1, V2:VALUE [ state(1, t) |= sensor_state(E, V1) &
E’  E [ V’:VALUE state(1, t) |= sensor_state(E’, V’) & V’  V1 ] &
state(2, t) |= sensor_state(E, V2) &
E’’  E [ V’’:VALUE state(2, t) |= sensor_state(E’’, V’’) & V’’  V2 ] &
V1>V2 ] ]
 t:TIME [ V1, V2:VALUE [ state(1, t) |= connection(T, V1) &
state(2, t) |= connection(T, V2) & V1 > V2 ] ] ]
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The formalization of the second functional property (2), i.e., trust states are used in
decision making by choosing more trusted options above less trusted options, is
expressed as follows.
P4

The trustee with the strongest connection is selected

If for trustee T the connection strength is the highest, then this trustee will be
selected.
:TRACE, t1:TIME, T:TRUSTEE, V1:VALUE
[ [ state(, t1) |= connection(T, V1) & state(, t1) |= sensor_state(w, 1) &
T’, V’ [ [ T’  T & state(, t1) |= connection(T’, V’) ]  V’  V1 ] ]
 t2:TIME < t1 + 10 [ state(, t2) |= effector_state(T) ]

Note that in the property, the effector state merely has one argument, namely the
trustee with the highest effector state value.

5.7

Discussion

In this chapter a computational model for trust dynamics was introduced
incorporating the reciprocal interaction between cognitive and affective aspects
based on neurological theories that address the role of emotions and feelings. The
introduced model describes more specifically how considered options and
experiences generate an emotional response that is felt. For feeling the emotion,
based on elements taken from (Damasio, 1999; Damasio, 2004; Bosse, Jonker and
Treur, 2008), a converging recursive body loop is included in the model. An
adaptation process based on Hebbian learning (Hebb, 1949; Bi and Poo, 2001;
Gerstner and Kistler, 2002), was incorporated, inspired by the Somatic Marker
Hypothesis described in (Damasio, 1994; Damasio, 1996; Bechara, and Damasio,
2004), and as also has been proposed for the functioning of mirror neurons; e.g.,
(Keysers and Perrett, 2004; Keysers and Gazzola, 2009). The model was specified
in the hybrid dynamic modelling language LEADSTO, and simulations were
performed in its software environment; cf. (Bosse, Jonker, Meij and Treur, 2007).
It has been shown that within the model the strength of the connection between a
considered option and the emotional response induced by it, satisfies two properties
that are considered as two central functional properties of a trust state as a cognitive
state (Jonker and Treur, 2003): (1) it accumulates experiences, and (2) it is a crucial
factor used in deciding for the option. This provides support for the assumption that
the strength of this connection can be interpreted as a representation of the trust
level in the considered option.
Models of neural processes can be specified at different levels of abstraction. The
model presented here can be viewed as a model at a higher abstraction level,
compared to more detailed models that take into account more fine-grained
descriptions of neurons and their biochemical and/or spiking patterns. States in the
presented model can be viewed as abstract descriptions of states of neurons or as
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representing states of groups of neurons. An advantage of a more abstract
representation is that such a model is less complex and therefore may be less
difficult to handle, while it still shows the essential dynamics. An interesting issue
for further research is how such a more abstract model can be related to more
detailed models, and in how far patterns observed in more specific models also are
represented in such a more abstract model.
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CHAPTER 6
COMPARING A COGNITIVE AND A NEURAL
MODEL FOR RELATIVE TRUST DYNAMICS
by
Hoogendoorn, M., Jaffry, S.W. and Treur, J.
Trust dynamics can be modelled in relation to experiences. Both cognitive
and neural models for trust dynamics in relation to experiences are
available, but were not yet related or compared in more detail. This chapter
presents a comparison between a cognitive and a neural model. As each of
the models has its own specific set of parameters, with values that depend
on the type of person modelled, such a comparison is nontrivial. In this
chapter a comparison approach is presented that is based on mutual
mirroring of the models in each other. More specifically, for given
parameter values set for one model, by automated parameter estimation
processes the most optimal values for the parameter values of the other
model are determined to show the same behaviour. Roughly spoken the
results are that the models can mirror each other up to an accuracy of
around 90%.
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Comparing a Cognitive and a Neural Model for Relative Trust Dynamics

6.1

Introduction

A variety of computational models has been proposed for the dynamics of human
trust in relation to experiences; see e.g., (Jonker and Treur, 1999; Jonker and Treur,
2003; Falcone and Castelfranchi, 2004; Hoogendoorn, Jaffry, and Treur, 2008).
Usually such models consider experiences and trust as cognitive concepts, and
depend on values for a set of parameters for specific (cognitive) characteristics of a
person, such as trust flexibility vs. rigidity. Recently also neural models for trust
dynamics have been introduced. An example of such a neural model, in which in
addition a role for emotional responses is incorporated, is described in Chapter 5.
Also the latter model includes a specific set of parameters for (neurological)
characteristics of the person modelled. As the set of parameters of this neural model
has no clear connection to the parameters in cognitive models such as described in
Chapter 2, and the behaviour of such models strongly depends on the values for
such parameters, a direct comparison is impossible.
Therefore in this chapter, a more indirect way to compare the models is used, by
mutual mirroring them in each other. This mirroring approach uses any set of values
that is assigned to the parameters for one of the models to obtain a number of
simulation traces. These simulation traces are approximated by the second model,
based on automated parameter estimation. The error for this approximation is
considered as a comparison measure. In this chapter this mirroring approach is
applied to the two models for the dynamics of relative trust described in Chapter 2
and 5 respectively. It is applied in two directions, and also back and forth
sequentially by using the estimated parameter values for the second model to
estimate new parameter values for the first.
In the chapter, first in Section 6.2 the cognitive model is briefly summarised, and in
Section 6.3 the neural model. In Section 6.4 the mirroring approach is discussed and
the automated parameter estimation method. Section 6.5 reports the outcome of
some of the experiments performed. Finally, Section 6.6 is a discussion.

6.2

A cognitive model for the dynamics of relative Trust

The cognitive model taken from Chapter 2 is composed from two models: one for
the positive trust, accumulating positive experiences, and one for negative trust,
accumulating negative experiences. First the positive trust is addressed. The
human’s relative positive trust on an option i at time point t is based on a
combination of two parts: the autonomous part, and the context-dependent part. For
: the ratio of the human’s trust of
the latter part an important indicator is
option i to the average human’s trust on all options at time point t. Similarly the
human’s relative negative trust of option i at time point t
is the ratio
between human’s negative trust of the option i and the average human’s negative
trust of the options at time point t. These are calculated as follows:
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∑

⁄

∑

⁄

Here the denominators express the average positive and negative trust over all
options at time point t. The context-dependent part is designed in such a way that
when the positive trust is above the average, then upon each positive experience it
gets an extra increase, and when it is below average it gets a decrease. This
principle is a variant of a ‘winner takes it all’ principle, which for example is
sometimes modelled by mutually inhibiting neurons. This principle has been
1,
modelled by basing the change of trust upon a positive experience on
which is positive when the positive trust is above average and negative when it is
below average. To normalise, this is multiplied by a factor:
1
For the autonomous part the change upon a positive experience is modelled by
1
. As  indicates in how far the human is autonomous or contextdependent in trust attribution, a weighted sum is taken with weights  and 1-
respectively.
Therefore, using the parameters defined in above change in
following differential equation:
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1


1
1

1

Similarly, for negative trust:
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The trust
of option i at time point t is a number between [-1, 1] where -1 and 1
represent minimum and maximum values of the trust respectively. It is the
difference of the human’s positive and negative trusts of option i at time point t:

For more details, see Chapter 2.
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6.3

A neural model for relative trust and emotion

Cognitive states of a person, such as sensory or other representations often induce
emotions felt within this person, as described by neurologist Damasio (Damasio,
1999; Damasio, 2004). Emotion generation via a body loop roughly proceeds
according to the following causal chain:
cognitive state
 preparation for the induced bodily response 
induced bodily response  sensing the bodily response  sensory
representation of the bodily response  induced feeling
As a variation, an ‘as if body loop’ uses a direct causal relation preparation for the
induced bodily response  sensory representation of the induced bodily response
as a shortcut in the causal chain. The body loop (or as if body loop) is extended to a
recursive body loop (or recursive as if body loop) by assuming that the preparation
of the bodily response is also affected by the state of feeling the emotion: feeling
 preparation for the bodily response as an additional causal relation. Such
recursiveness is also assumed by Damasio (Damasio, 2004, pp. 91-92), as he
notices that what is felt by sensing is actually a body state which is an internal
object, under control of the person. Another neurological theory addressing the
interaction between cognitive and affective aspects can be found in Damasio’s
Somatic Marker Hypothesis; cf. (Damasio, 1994; Damasio, 1996; Damasio, 2004;
Bechara and Damasio, 2004). This is a theory on decision making which provides a
central role to emotions felt. Within a given context, each represented decision
option induces (via an emotional response) a feeling which is used to mark the
option. For example, a strongly negative somatic marker linked to a particular
option occurs as a strongly negative feeling for that option. Similarly, a positive
somatic marker occurs as a positive feeling for that option. Somatic markers may be
innate, but may also by adaptive, related to experiences (Damasio, 1994 p. 179). In
the model used here, this adaptive aspect is modelled as Hebbian learning; cf.
(Hebb, 1949; Bi and Poo, 2001; Gerstner and Kistler, 2002). Viewed informally,
(1) In the first place it results in a dynamical connection strength obtained as
an accumulation of experiences over time.
(2) Secondly, in decision making this connection plays a crucial role as it
determines the emotion felt for this option, which is used as a main
decision criterion.
These two properties (1) and (2) are considered two main functional, cognitive
properties of a trust state. Therefore they give support to the assumption that the
strength of this connection can be interpreted as a representation of the trust level in
the option considered.
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6.3.1

The neural model

Figure 1. Overview of the neurological model for dynamics of trust and
emotion
How decisions are made, given these trust states is depicted in Figure 2.
These figures also show representations from the detailed specifications explained
below. However, note that the precise numerical relations between the indicated
variables V shown are not expressed in this picture, but explained in the following
sections.
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Figure 2. Overview of the neurological model for trust-based decision making
6.3.1.1 Activation level for preparation of body state: non-competitive case
The emotional response to the person’s mental state in the form of the preparation
for a specific bodily reaction (see label LP4 in Figure 1) is modelled in the noncompetitive case as follows. Here the mental state comprises a number of cognitive
and affective aspects: options activated, experienced results of options and feelings.
This specifies part of the loop between feeling and body state. This dynamic
property uses a combination function g(, , V1, V2, V3 ,1, 2, 3) including a
threshold function. For example,
g(, , V1, V2, V3, 1, 2, 3) = th(, , V1 + 2V2 + 3V3)
with V1, V2, V3 activation levels and 1, 2, 3 weights of the connections to the
V
preparation state, and th(, , V) = 1/(1+e- ( -) ) a threshold function with
threshold  and steepness . Then the activation level V4 of the preparation for an
option is modelled by
dV4/dt =  (g(, , V1, V2, V3, 1, 2, 3) - V4)
6.3.1.2 Activation level for preparation of body state: competitive case
For the competitive case also the inhibiting cross connections from one represented
option to the body state induced by another represented option are used. In this case
a function involving these cross connections can be defined, for example for two
considered options:
h(, , V1, V2, V3, V21,1, 2, 3, 21) = th(, , 1V1 + 2V2 + 3V3 - 21V21)
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with 21 the weight of the suppressing connection from represented option 2 to the
preparation state induced by option 1. Then:
dV4/dt =  (h(, , V1, V2, V3, V21,1, 2, 3, 21) - V4)
with V4 the activation level of preparation for option 1.
6.3.1.3 Activation level for preparation of action choice
For the decision process on which option Oi to choose, represented by action Ai, a
winner-takes-it-all model is used based on the feeling levels associated to the
options; for an overview, see label LP10 in Figure 2. This has been realised by
combining the option representations Oi with their related emotional responses Bi in
such a way that for each i the level of the emotional response Bi has a strongly
positive effect on preparation of the action Ai related to option Oi itself, but a
strongly suppressing effect on the preparations for actions Aj related to the other
options Oj for j ≠ i. As before, this is described by a similar function h(, , V1, …
,Vm, U1, … ,Um,11, …,mm) as before, with Vi levels for representations of options
Oi and Ui levels of preparation states for body state Bi related to options Oi and ij
the strength of the connection between preparation states for body state Bi and
preparation states for action Aj. Based on this, activation level Wi for the preparation
of action Ai, is determined by:
dWi /dt =  (h(, , V1, … ,Vm, U1, … ,Um,11, .. mm) - Wi)
6.3.1.4 The Hebbian adaptation process
From a neurological perspective the strength of a connection from an option to an
emotional response may depend on how experiences are felt emotionally, as
neurons involved in the option, the preparation for the body state, and in the
associated feeling will often be activated simultaneously. Therefore such a
connection from option to emotional response may be strengthened based on a
general Hebbian learning mechanism (Hebb, 1949; Bi and Poo, 2001; Gerstner and
Kistler, 2002) that states that connections between neurons that are activated
simultaneously are strengthened, similar to what has been proposed for the
emergence of mirror neurons; e.g., (Keysers and Perrett, 2004; Keysers and
Gazzola, 2009). This principle is applied to the strength 1 of the connection from
an option to the emotional response expressed by the related body state. The
following Hebbian learning rule takes into account a maximal connection strength
1, a learning rate , and an extinction rate .
d1 /dt = V1V2(1 - 1) - 1
Here V1 is the activation level of the option o1 and V2 the activation level of
preparation for body state b1. A similar Hebbian learning rule can be found in
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(Gerstner and Kistler, 2002, p. 406). By this rule through their affective aspects, the
experiences are accumulated in the connection strength from option o1 to
preparation of body state b1, and thus serves as a representation of trust in this
option o1.

6.4

The Mirroring approach to compare the models

The mirroring approach used to compare the two parameterised models for trust
dynamics works as follows:





Initially, for one of the models any set of values is assigned to its
parameters
Next, a number of scenarios are simulated based on this first model.
The resulting simulation traces for the first model are approximated by the
second model, based on automated parameter estimation.
The error for the most optimal values for the parameters of the second
model is considered as a comparison measure.

Parameter estimation can be performed according to different methods, for
example, exhaustive search, bisection or simulated annealing (see Chapter 8). As
the models considered here have only a small number of parameters exhaustive
search is an adequate option. Using this method the entire attribute search space is
explored to find the vector of parameter settings with maximum accuracy. This
method guarantees the optimal solution, described as follows:
ALGORITHM: EXHAUSTIVE SEARCH FOR PARAMETER TUNING
1
2
3
4
5
6

for each observed behaviour B do
for each vector of parameter value settings P do
calculate the accuracy of P
end for
output the vector of parameter settings with maximal accuracy
end for

In the above algorithm, calculation of the accuracy of a vector of parameter setting
P entails that agent predicts the information source to be requested and observes the
actual human request. It then uses the equation for calculating the accuracy
described before. Here if p parameters are to be estimated with precision q (i.e.,
grain size 10-q), the number of options is n, and m the number of observed outcomes
(i.e., time points), then the worst case complexity of the method can be expressed as
О ((10)pq nm2), which is exponential in number of parameters and precision. In
particular, when p=3 (i.e., the parameters β, γ, and η), q=2 (i.e., grain size 0.01),
n=3 and m=100, then the complexity will result in 3 x 1010 steps.
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6.5

Comparison results

A number of experiments were performed using the mutual mirroring approach
described in Section 6.4 to compare the two parameterised models for trust
dynamics. Experiments were set up according to two cases:
1.
2.

Two competitive options provide experiences deterministically, with a
constant positive, respectively negative experience, alternating periodically
in a period of 50 time steps each (see Figure 3).
Two options provide experiences with a certain probability of positivity,
again in an alternating period of 50 time steps each.

The first case of experiments was designed to compare the behaviour of the models
for different parameters under the same deterministic experiences while the second
case is used to compare the behaviour of the models for the (more realistic) case of
probabilistic experience sequences. The general configurations of the experiment
that are kept constant for all experiments are shown in Table 1.
Table 1. General experimental configuration
Parameter

Neural Model

Cognitive Model

Number of competitive options
Time step (difference equations)
Number of time steps
Initial trust values of option 1 and option 2
Strength of connection from option to emotional
response (ω1)
Strength of connection between preparation state
of body and preparation state of action (ωij)
Strength of connection between feeling and
preparation of body state
Value of the world state
Grain size in parameter estimation

2
0.1
500
0.5, 0.5
0.5

2
0.1
500
0, 0
not applicable

0.5

not applicable

0.25

not applicable

1
0.05

not applicable
0.01

Three experiments were performed for each case: after some parameter values
assigned to the cognitive model, its behaviour was approximated by the neural
model, using the mirroring approach based on the automatic parameter estimation
technique described in Section 6.4. The best approximating realization of the neural
model was used again to approximate the cognitive model using the same mirroring
approach. This second approximation was performed to minimize uni-directionality
of the mirroring approach that might bias the results largely if performed from only
one model to another and not the other way around.
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An instance of a parameterized model can uniquely be represented by a tuple
containing the values of its parameters. Here the cognitive and neural models
described in Section 6.2 and 6.3 are represented by tuples (γ, β, η) and (, , γ, η, )
respectively. For the sake of simplicity, a few parameters of the neural model,
namely 1, 12 and 21, were considered fixed with value 0.5, and were not included
in model representation tuple. Furthermore, the initial trust values of both models
are assumed neutral (0.0 and 0.5 for cognitive and neural model resp.), see Table 1.

6.5.1

Case 1

In this case the behaviour of the models was compared using the experiences that
were provided deterministically with positive respectively negative, alternating
periodically in a period of 50 time steps each (see Figure 3).
1

0.5

0

Option1
Option2

‐0.5

‐1
1

51

101 151 201 251 301 351 401 451

a)

1

0.5

Option1
Option2

0
1

51

101 151 201 251 301 351 401 451

b)

Figure 3. a) experience sequence for cognitive model, b) experience sequence for
neural model
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Here three different experiments were performed, where the parameters of cognitive
model are assigned with some initial values and then its behaviour is approximated
by the neural model. The best approximation of the neural model against the
initially set cognitive model was reused to find the best matching cognitive model.
Results of the approximated models and errors are shown in Table 2 while the
graphs of the trust dynamics are presented in Figure 4. Note that for the sake of ease
of comparison and calculation of standard error the trust values of cognitive model
are projected from the interval [-1, 1] to [0, 1] (see Figure 4). In Table 2, the
comparison error  is the average of the root mean squared error of trust of all
options, as defined by the following formula,



1

In the above formulation, n is the number of options, m is the number of time steps
while T(j)1i and T(j)2i represent trust value of option i at time point j for each model,
respectively. In Table 2 for experiment 1 initially the cognitive model was set with
parameters (0.99, 0.75, 0.75) which was then approximated by the neural model.
The best approximation of the neural model was found to be (0.55, 10, 0.15, 0.90,
0.50) with an approximate average of root mean squared error of all options  value
0.074050.
Table 2. Results of case 1
Exp. Initial Model
1

2

3

Approximating Model using Comparison
the mirroring approach
Error ()

Cognitive Model

Neural Model

(0.99, 0.75, 0.75)
Neural Model
(0.55, 10,0 .15, 0.90, 0.50)
Cognitive Model
(0.88, 0.99, 0.33)
Neural Model
(0.35, 10, 0.60, 0.95, 0.60)
Cognitive Model
(0.75, 0.75, 0.75)
Neural Model
(0.55, 10,0 .15, 0.90, 0.50)

(0.55, 10, 0.15, 0.90, 0.50)
Cognitive Model
(0.96, 0.20, 0.53)
Neural Model
(0.35, 10, 0.60, 0.95, 0.60)
Cognitive Model
(0.87, 0.36, 0.53)
Neural Model
(0.30, 10, 0.95, 0.90, 0.60)
Cognitive Model
(0.83, 0.37, 0.55)

0.074050
0.034140
0.071900
0.059928
0.138985
0.075991

Then this setting of neural model was used to approximate cognitive model
producing best approximate with parameter values (0.96, 0.20, 0.53) producing
=0.034140. Similarly the results of other two experiments can be read in Table 2.
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Figure 4. Dynamics of the trust in case 1, a) experiment 1, b) experiment 2,
c) Experiment 3
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Figure 4 represents the dynamics of the trust in the two options over time for the
deterministic case. The horizontal axis represent time step while vertical axis
represent the value of trust. The graphs for each experiment are represented as set of
three figures, where the first figure shows the dynamics of the trust of both options
by the cognitive model with an initial setting as described in the second column of
the first row of each experiment of Table 2. The second figure shows the traces of
the dynamics of trust by the neural model as described in the third column of the
first row of each experiment of Table 2.
Finally the third figure shows the approximation of the cognitive model by the
neural model, where the neural model is described in the second column of the
second row of each experiment of Table 2 (which is similar to third column of the
first row of each experiment), and the approximated cognitive model is presented in
the third column of the second row of each experiment. From Table 2 and Figure 4
it can be observed that the mirroring approach based on automatic parameter
estimation when used in bidirectional way gives a better realization of both models
in each other, resulting in a smaller comparison error and better curve fit.

6.5.2

Case 2

In the second case the behaviour of the models was compared when experiences are
provided with a certain probability of positivity, again in an alternating period of 50
time steps each. Also here three different experiments were performed, where the
parameters of the cognitive model were assigned with some initial values and then
its behaviour was approximated by the neural model. The best approximation of the
neural model against initially set cognitive model was reused to find the best
matching cognitive model. In experiment 1, 2 and 3 the option 1 and option 2 give
positive experiences with (100, 0), (75, 25) and (50, 50) percent of probability,
respectively. Results of approximated models and errors for this case are shown in
Table 3 while the graphs of trust dynamics are presented in Figure 5. Note that for
the sake of ease of comparison and calculation of the standard error, again the trust
values of the cognitive model are projected from the interval [-1, 1] to [0, 1] (see
Figure 5).
In Table 3 for experiment 1 initially the cognitive model was set with parameters
(0.99, 0.75, 0.75) which was then approximated by the neural model.
The best approximation of the neural model was found to be (0.85, 10, 0.95, 020,
0.05) with an approximate average of root mean squared error of all options  of
value 0.061168. Then this setting of neural model was used to approximate
cognitive model producing best approximate with parameter values (0.97, 0.99,
0.18) and =0.034140. Similarly the results of other two experiments could also be
read in Table 3.
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Table 3. Results of case 2
Exp.
1

2

3

Initial Model

Approximating Model using
the mirroring approach

Compariso
n Error ()

Cognitive Model
(0.99, 0.75, 0.75)
Neural Model
(0.85, 10, 0.95, 0.20, 0.05)

Neural Model
(0.85, 10, 0.95, 0.20, 0.05)
Cognitive Model
(0.97, 0.99, 0.18)

0.061168

Cognitive Model
(0.99, 0.75, 0.75)
Neural Model
(0.40, 20, 0.90, 0.20, 0.15)

Neural Model
(0.40, 20, 0.90, 0.20, 0.15)
Cognitive Model
(0.83, 0.05, 0.99)

0.044144

Cognitive Model
(0.99, 0.75, 0.75)
Neural Model
(0.10, 20, 0.45, 0.10, 0.10)

Neural Model
(0.10, 20, 0.45, 0.10, 0.10)
Cognitive Model
(0.99, 0.50, 0.99)

0.011799

0.045562

0.039939

0.011420

Figure 5 represents the dynamics of the trust in the two options over time for the
probabilistic case. The horizontal axis represents time while the vertical axis
represents the values of trust. Here also the graphs of each experiment are
represented as set of three figures, where the first figure shows the dynamics of the
trust in both options by the cognitive model with an initial setting as described in
the second column of the first row of each experiment of Table 3.
The second figure shows the traces of the dynamics of trust by the neural model as
described in the third column of the first row of each experiment of Table 3.
Finally, the third figure is the approximated cognitive model by the neural model,
where the neural model is described in the second column of the second row of each
experiment of Table 3 (which is similar to third column of the first row of each
experiment), and the approximated model is presented in the third column of the
second row of each experiment.
As already noticed in case 1, also here it can be observed that the mirroring
approach based on automatic parameter estimation when used in bidirectional way
gives a better realization of both models in each other, resulting smaller comparison
error and a better curve fit. Furthermore, it can also be noted that as the uncertainty
in the options behaviour increases, both models show more similar trust dynamics
producing lower error value in comparison.
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Figure 5. Dynamics of the trust in case 2, a) experiment 1, b) experiment 2,
c) experiment 3
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6.6

Discussion

In this chapter two parameterised computational models for trust dynamics were
compared: a cognitive model and a neural model. As the parameter sets for both
models are different, the comparison involved mutual estimation of parameter
values by which the models were mirrored into each other in the following manner.
Initially, for one of the models any set of values was assigned to the parameters of
the model, after which a number of scenarios were simulated based on this first
model. Next, the resulting simulation traces for this first model were approximated
by the second model, based on automated parameter estimation. The error for the
most optimal values for the parameters of the second model was considered as a
comparison measure. It turned out that approximations could be obtained with error
margins of about 10%. Furthermore the results for the (more realistic) case of
probabilistic experience sequences have shown much better approximation than for
the deterministic case. This can be considered a positive result, as the two models
have been designed in an independent manner, using totally different techniques. In
particular, it shows that the cognitive model, which was designed first, without
taking into account neurological knowledge, can still be grounded in a neurological
context, which is a nontrivial result.
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CHAPTER 7
MODELLING BIASED HUMAN TRUST
by
Hoogendoorn, M., Jaffry, S.W. and Treur, J.
A variety of computational models of trust have been developed, from which
a few focus on or relate to human trust. Especially when considering
intelligent agents that interact with humans, having an idea of the trust
levels of the human, for example in other agents or services, can be of great
importance. Most models of human trust that exist, are based on some
rationality assumption, and biased behaviour is not represented, whereas a
vast literature in Cognitive and Social Sciences indicates that humans often
exhibit non-rational, biased behaviour with respect to trust. This chapter
reports how some variations of biased human trust models have been
designed verified and compared with each other. The verification results
show that these models present the desired human trust behaviour.

Work presented in this chapter has been published in the following form
Hoogendoorn, M., Jaffry, S.W., Maanen, P.P. van, and Treur, J., (2011).
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(eds.), Proceedings of the 11th IEEE/WIC/ACM International Conference
on Intelligent Agent Technology, (IAT'11), Lyon, (France), IEEE Computer
Society Press, 2011, to appear.

Modelling Biased Human Trust

7.1

Introduction

Within multi-agent systems, trust is an essential concept that is usually considered
as a means to aggregate direct or indirect experiences with particular issues, such as
other agents or services; e.g., (Singh and Sinha, 2010; Skopik, Schall and Dustdar,
2010; Walter, Battiston and Schweitzer, 2009). Such a trust value can for instance
be taken into account when deciding on cooperation with other agents. A variety of
computational trust models have been developed that express the formation of trust;
see e.g. (Ramchurn, Huynh and Jennings, 2004; Sabeter and Sierra, 2005) for an
overview. Some of these trust models are intended to describe human trust; see e.g.
(Falcone and Castelfranchi, 2004; Jonker and Treur, 1999). Human trust does not
necessarily follow some optimality or rationality criterion in formation of trust,
whereas trust models often have been designed with such a criterion in mind.
Especially, when developing an agent that interacts with humans, providing the
agent with a good insight into the trust of humans can be beneficial and even
necessary. Examples where such an insight can be useful include personal assistant
agents that prepare the usage of certain outside sources whereby the source can be
taken that is most trusted by the human. The agent could also maintain a model of
the trust level of the human in the agent itself, whereby the behaviour of the agent
can be dependent on this estimated trust level; e.g., when the human has a low trust
value in the agent, the agent could adopt a different strategy of communication.
When considering the literature on human trust characteristics, a variety of authors
have shown that humans frequently show biases in their trust behaviour. Among
other factors, such biased behaviour is very dependent on the culture. For example,
(Yamagishi, Jin and Miller, 1998) show that in collectivistic cultures humans tend
to have a bias towards trusting members of the same group, whereas they are more
negative towards people from outside the group. In (Huff and Kelley, 2003) a
comparison is made between individualistic and collectivistic cultures, and indeed it
was shown that persons within an individualistic society tend to be less negatively
biased towards persons from outside their group. Other authors also emphasize the
existence of such a bias in general, e.g. (Sears, 1983). If the objective of a
computational model of trust is to create a model that represents human trust in a
natural and accurate manner, such biases need to be taken into account in the model.
In the models that have been proposed for human trust (e.g. Falcone and
Castelfranchi, 2004; Jonker and Treur, 1999) these biases are however not
considered.
In this chapter, a number of possibilities to model biased human trust are discussed
and evaluated. In order to evaluate the newly developed biased trust models, and to
show that they generate desired behaviour, a number of simulation experiments are
performed and results presented. Furthermore the behaviour of these models is
compared with a novel model comparison technique called mutual mirroring
presented in Chapter 6 and results are reported in this chapter.
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This chapter is organized as follows. First, the extension of the existing models with
biases is addressed in Section 7.2. Thereafter, simulation results are presented in
Section 7.3. The comparison of proposed models using mutual mirroring of models
is performed and reported in Section 7.4. Section 7.5 concerns the verification of
logical properties against the simulation results obtained to show that the models
indeed exhibit the desired behaviour and finally, Section 7.6 is a discussion.

7.2

Biased human trust models

In order to be able to model human trust, an existing trust model aimed at
representing human trust is taken as a basis. This is a well-known model presented
in (Jonker and Treur, 1999) and used in (Singh and Sinha, 2010; Skopik, Schall and
Dustdar, 2010; Walter, Battiston and Schweitzer, 2009). The model is expressed as
follows:
∆

∆

In the trust model, it is assumed that the human receives a certain experience at each
time point, E(t). The experience is assumed to reside on the interval [0, 1]. It is then
compared with the current trust level (T(t)) and the difference is multiplied with a
speed factor . This difference is then added to the current trust level and results in a
new trust level.
The model described above does not include biases; therefore several extensions of
the model are introduced in this chapter. It is assumed that human biases can affect
trust in various ways. First of all, there are different ways in which the bias plays a
role in the formation of a new trust value (referred to as the cognitive dimension). In
this chapter, three options are distinguished:
a)

the bias solely plays a role in the way in which the human perceives an
experience with the specific trustee. In other words, the experience is
transformed from a certain objective value to a biased experience (based
upon the bias), which is then used to derive a new trust value.
b) the experience is again perceived differently based upon the bias, but the
current trust value also plays a role in the perception of the experience.
c) the experiences are not biased, but the trust value itself is biased.

Besides these different possibilities of modelling the point at which the bias plays a
role in the trust formation, the precise way in which the bias is incorporated within
the model can also be varied. There can be a more linear trend in the bias behaviour,
or it can be of a logistic type. Given these dimensions, in total 6 models for
incorporating trust in the unbiased model expressed in equation (i) can now be
formulated (see Figure 1):
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Figure 1. Bias-based trust models
1.
2.
3.
4.
5.
6.

linear model with biased experience,
linear model with biased experience influenced by current trust,
linear model with bias solely determined by current trust,
logistic model with biased experience,
logistic model with biased experience influenced by current trust,
logistic model with bias solely determined by current trust.

The above models are abbreviated as LiE, LiET, LiT, LoE, LoET, and LoT
respectively. In order to incorporate the biased behaviour in the model presented in
equation (i), functions have been defined that take the current experience (for
models LiE and LoE), the experience and the trust (for models LiET and LoET), or
the trust value itself (for models LiT and LoT) and transforms that into a biased
value. This biased value can then be used to calculate the new trust value based
upon equation (i).

7.2.1

Trust models with biased experience

For the models that express the bias solely based upon the experience, the following
two equations are used (for linear and logistic respectively):
LiE:
2
2

1

1

0.5
0.5

LoE:
1⁄ 1
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In the first equation, β is the bias parameter for linear transformation which is from
interval [0, 1]. Here values for β of 0.0, 0.5 and 1.0 represent absolute negative,
neutral and absolute positive bias respectively. It can be seen that for the case of a
positive bias (i.e. β > 0.5) the current experience is increased with a factor
dependent on the positiveness of the bias (the more positive the bias, the more the
objective experience is increased). For the logistic equation (LoE), σ and τ are the
steepness and threshold parameters for logistic transformation. In the logistic
transformation τ is assumed to represent the human’s bias. It is assumed that this
value has an inverse relationship with β i.e. τ = 1 – β. Also E(t), and T(t) are the
experience and human trust on trustee at time point t respectively. The resulting
value of the function f(E(t)) is the biased experience. This can then be incorporated
into the base model (equation (i)) as follows:
∆

∆
0.5

∆

2

1

1

∆

0.5
∆

2

∆

1⁄ 1

7.2.2

∆
∆

Trust models with biased experience influenced by current trust

In the second set of bias equations, the bias plays a role in combination with the
current trust value and the experience, as expressed below.
LiET:
,

1

1

1

1

LoET:
,

1⁄ 1

The first equation (linear model) expresses that the more positive the bias is, the
more the evaluation will be increased depending on the distance of the experience
and the trust to the highest value. The second is the logistic variant of the model,
whereby the combination of the experience and the trust are used in the threshold
function. The function can be inserted into the base model as follows:
∆
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1

∆

1

∆

1
1⁄ 1

∆

7.2.3

1

∆

Trust models with bias solely determined by current trust

The final set of equations concerns the bias solely based upon the trust level, and
not on the experience itself. The following two equations are used for this purpose:
LiT:
0.5
1

2

1

1

0.5
1

2

LoT:
1⁄ 1

1

The equations follow the same structure as seen for the experience-based bias,
except that now the trust value is used. It is combined with the base model as
follows:
∆

∆
0

∆
1

2

1

1

∆

0.5
∆
1

2

∆

∆
1

1⁄ 1

∆
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7.3

Simulation Results

In order to observe the behaviour of bias-based trust models described in the
previous section, several simulation experiments are performed. The behaviour of
the models itself is described in Section 7.3.1.

7.3.1

Single model comparisons

In this case, merely one agent for which an agent has to form trust is considered. In
this section the results of one of these experiments is presented in detail. In Table 1
the experimental configuration for this simulation is described. Here it can be seen
that bias parameter is changed from 0.0 to, 0.5 and 1.0 which represents negative,
neutral and positive bias respectively. For comparison purposes, the bias parameter
τ for the logistic model is calculated by means of the following equation: τ = 1 – β.
The speed factor γ is taken as 0.25. Furthermore, the initial trust value is taken as
0.50 which means that the human has neutral trust at time point 0. The step size (Δt)
is set to 0.50.
Table 1: Experimental configuration for simulation experiments
Quantity

Symbol

Value

Bias parameter

β (for linear model),
τ (logistic model)
γ
∆t
T(0)
σ
E (t)

0.00, 0.50, 1.00

Rate of change of trust
Time step
Initial trust
Steepness
Experiences

0.25
0.50
0.50
5
periodic on set (0.0, 0.5,
1.0) with an interval of
10 time steps each

The experience sequence used in this experiment is represented in Figure 2. It can
be seen that experience provided in this experiment change periodically between the
values 0.0, 0.5 and 1.0 respectively with a period of 10 time steps. Each of these
experience values represents negative, neutral and positive experience respectively.
This experience sequence is used to see the behaviour of these models on and
between varying extremes.
In Figure 3-5 the results of the simulations given the experience sequence
introduced above are shown. In Figure 3 the agent has a negative bias towards the
trustee. A simulation for a neutral bias is shown in Figure 4, whereas a positive bias
is used in Figure 5. It can be observed in the case of the negative bias that both the
LiE and LiET converge to no trust (value 0) despite the fact that the trustee gives
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some positive experiences. The LiT, LoT, and LoE variants show almost similar
trends compared to the base trust model but with a much lower trust value (which is
precisely as desired due to the negative bias). The final variant of the model (LoET)
shows an undesired result: the trust is actually higher than the base model. This is
due to higher parameter value of parameter σ (steepness) which is 5. For lower
values of the steepness (< 3) this model shows desired results as well (but has not
been shown for the sake of brevity).

Experience Value

1
0.8
0.6
0.4
0.2
0
0

20

40
60
Time Step

80

100

Figure 2. Experience sequence
1

WB
LiE
LiET
LiT
LoE
LoET
LoT

Trut Value

0.8
0.6
0.4
0.2
0
0

20

40
60
Time Step

80

100

Figure 3. Simulation results for absolute negative bias i.e. (β=0 and τ=1, σ=5)
In Figure 4 a neutral bias i.e. (β=0.5 and τ=0.5, σ=5) is used, and all the models
except for one show behaviour similar to the baseline model (which is as expected
as there is no bias). The LoET does however shows very different and undesirable
behaviour as it converges to maximum trust value.
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1

WB
LiE
LiET
LiT
LoE
LoET
LoT

Trut Value

0.8
0.6
0.4
0.2
0
0

20

40

60
Time Step

80

100

Figure 4. Simulation results for neutral or no bias i.e. (β=0.5 and τ=0.5, σ=5)
1

WB
LiE
LiET
LiT
LoE
LoET
LoT

Trut Value

0.8
0.6
0.4
0.2
0
0

20

40
60
Time Step

80

100

Figure 5. Simulation results for absolute positive bias i.e. (β=1 and τ=0, σ=5)
In Figure 5 an absolute positive bias is set (i.e. β=1 and τ=0, σ=5). In the Figure,
the LiE. LiET, and LoET converge to maximum trust (value 1) despite the fact that
the trustee gives some negative experiences. This behaviour is not completely as
desired, but could be adjusted by taking a different steepness value. LoE, LiT and
LoT show an almost similar trend as the baseline trust model does, but with higher
in trust value, precisely is as desired.

7.4

Mutual Mirroring of models

To analyze the generalization capacity of these models a novel technique named
mutual mirroring of models is used as described in Chapter 6. In this method, a
specific trace (simulation run) of a source model is taken as a basis, and an
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exhaustive search within the parameter space of a target model is performed to see
how closely the target model can describe the trace of the source model (i.e. what
the set of parameters is with minimum error). This gives a good indication how
much the models can describe each others’ behaviour, and some indication of
similarity. The mirroring is also done in the opposite direction (i.e. from a trace of
the target model to parameters of the source model). This process of mirroring both
models into each other is called mutual mirroring of models. The mirroring process
can provide a good indication on the generalization of models. For more details on
the precise approach, (see Chapter 6).
The mirroring techniques have been applied to the models introduced in Section
7.2. The results are shown in Table 2.
Table 2. Results for mutual mirroring of the bias-based trust models
Target Model

Source
Model

LiE
LiET
LiT
LoE
LoET
LoT

LiE
0.00
0.02
0.01
0.01
0.03
0.01

LiET
0.04
0.00
0.03
0.03
0.05
0.02

LiT
0.22
0.19
0.00
0.09
0.23
0.00

LoE
0.12
0.10
0.01
0.00
0.11
0.01

LoET
0.14
0.13
0.06
0.08
0.00
0.05

LoT
0.22
0.19
0.00
0.09
0.22
0.00

AVG

0.02

0.03

0.12

0.06

0.08

0.12

AVG
0.12
0.11
0.02
0.05
0.11
0.02

Here, the columns represent the target models while the rows represent the source
models. For a specific trace of the source model (given a certain set of parameter
settings) the parameters of the target model are exhaustively searched to generate
behaviour similar to the trace of the source model with minimum root mean squared
error. The values in each cell of the table represent the average error for nine
different source model traces generated with different bias values and experience
sequences. In the first row of the table it can be seen that on average the source
model LiE can be approximated using the LiE, LiET, LiT, LoE, LoET and LoT
variants with error of 0.00, 0.04, 0.22, 0.12, 0.14 and 0.22 respectively. Furthermore
in the last column of the first row it can be seen that the average error of the
mirroring process with all other models is 0.12. This seems to be the most difficult
behaviour to approximate on average as the other rows show a lower average value.
Especially the behaviour of the LiT and LoE can be very well approximated by the
other models. Furthermore, in the last row the values are shown that indicate how
well a model can describe the other model’s behaviour. This shows that LiE and
LiET can describe many of the source models very well.
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7.5

Verification

In this section, certain desired properties are identified with respect to biased human
trust. These properties are verified upon the simulation traces that have been
produced by the models proposed in Section 7.3 to show that the models indeed
exhibit this desired behaviour. In order to perform this verification in an automated
fashion, the language called TTL (for Temporal Trace Language, cf. Bosse, Jonker,
Meij, Sharpanskykh and Treur, J., 2009) has been used. TTL features an automated
verification tool that verifies the properties against traces that have been loaded in
the verification tool. First, the language TTL is explained in more detail, followed
by a section explaining the properties that have been identified for biased trust.
Finally, the results of the checks are shown.

7.5.1

Temporal trace language (TTL)

The predicate logical temporal language TTL supports formal specification and
analysis of dynamic properties, covering both qualitative and quantitative aspects.
TTL is built on atoms referring to states of the world, time points and traces, i.e.
trajectories of states over time. In addition, dynamic properties are temporal
statements that can be formulated with respect to traces based on the state ontology
Ont in the following manner. Given a trace  over state ontology Ont, the state in 
at time point t is denoted by state(, t). These states can be related to state properties
via the formally defined satisfaction relation denoted by the infix predicate |=, i.e.,
state(, t) |= p denotes that state property p holds in trace  at time t. Based on these
statements, dynamic properties can be formulated in a formal manner in a sorted
first-order predicate logic, using quantifiers over time and traces and the usual firstorder logical connectives such as , , , , , . For more details on TTL see
(Bosse, Jonker, Meij, Sharpanskykh and Treur, 2009).

7.5.2

Properties for biased trust

Four properties have been identified with respect to biased behaviour of human
trust. The first property expresses the general principle of this bias, namely that
once a person has a more positive bias towards an agent, this agent will more
frequently be the most trusted trustee, as expressed in property P1 below.
P1:

General bias property

If within two traces with the same experience sequence in one trace an agent has a
more positive bias towards a trustee compared to the other trace, and the agent has
the same biases for the other trustees, then the trustee will more frequently be the
trustee with the highest trust value in the trace with the higher bias compared to the
trace with the lower bias. This then results in this trustee being requested more
frequently.
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P1 
1, 2:TRACE, tr1:TRUSTEE, b1, b2:REAL
[ same_experience_sequence(1, 2) &
state(1, 0) |= bias_for_trustee(tr1, b1) &
state(2, 0) |= bias_for_trustee(tr1, b2) & b1 > b2 &
tr2:TRUSTEE ≠ tr1 b3:REAL
[state(1, 0) |= bias_for_trustee(tr2, b3) &
state(2, 0) |= bias_for_trustee(tr2, b3) ] 
[ t:TIME case(highest_trust_value(1, t, tr1), 1, 0) ≥
t:TIME case(highest_trust_value(2, t, tr1), 1, 0) ] ]

Where:
same_experience_sequence(1:TRACE, 2:TRACE,) 
t:TIME, tr:TRUSTEE, v:REAL
[ state(1, t) |= objective_experience_value(tr, v)  state(2, t) |=
objective_experience_value(tr, v) ]

highest_trust_value(:TRACE, t:TIME, tr1:TRUSTEE) 
v1:REAL
[ state(, t) |= trust_value(tr1, v1) 
tr2:TRUSTEE ≠ tr1, v2:REAL [ state(, t) |= trust_value(tr2, v2)  v2 < v1 ] ]

The second property expresses that the trust level itself will be higher in the case of
a more positive bias.
P2:

Trust comparison

Trustees for which an agent with a more positive bias have a higher trust value
compared to a trace in which the agent has a lower bias with respect to the trustee
(given that the experiences are equal as well as the biases for the other trustees).
P2 
1, 2:TRACE, tr:TRUSTEE, b1, b2:REAL
[ [ same_experience_sequence(1, 2) &
state(1, 0) |= bias_for_trustee(tr, b1) &
state(2, 0) |= bias_for_trustee(tr, b2) & b1 > b2 &
tr2:TRUSTEE ≠ tr1 b3:REAL [
state(1, 0) |= bias_for_trustee(tr2, b3) &
state(2, 0) |= bias_for_trustee(tr2, b3) ] 
t:TIME, tv1, tv2:REAL
[ state(1, t) |= trust_value(tr, tv1) & state(2, t) |= trust_value(tr, tv2) ]  tv1 ≥ tv2
]
]

In order to facilitate the addition of bias to existing models, a translation scheme has
been proposed to translate objective experiences into subjective experiences (i.e.
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experiences coloured by the bias. In case of a more positive bias, the biased
experiences will generally be higher.
P3:

Experience comparison

The objective experience provided by a trustee is translated into a higher subjective
experience for trustees with a higher bias (given the same experience sequence).
P3 
1, 2:TRACE, tr:TRUSTEE, b1, b2:REAL
[ [ same_experience_sequence(1, 2) & state(1, 0) |= bias_for_trustee(tr, b1) &
state(2, 0) |= bias_for_trustee(tr, b2) & b1 > b2] 
t:TIME, ev1, ev2:REAL
[ [ state(1, t) |= subjective_experience_value(tr, ev1) &
state(2, t) |= subjective_experience_value(tr, ev2) ]  ev1 ≥ ev2 ]
]

Finally, in some of the bias model, trust is explicitly considered to coloured the
experiences. In case the trust level is higher, the same objective experience gets an
even more positive value.
P4:

Influence of trust upon experience

If the trust level for a certain trustee at time point t is higher than the trust level at
another time point t’, whereas the objective experience is equal and not on the
boundary of the scale (i.e. 0 or 1), then the subjective experience will be higher at
time point t.
P4 

:TRACE, t, t’:TIME, tr:TRUSTEE, tv1, tv2, ov, sv1, sv2:REAL
[ state(, t) |= trust_value(tr, tv1) & state(, t) |= objective_experience_value(tr, ov) &
ov > 1 & ov < 1 &
state(, t) |= subjective_experience_value(tr, sv1) & state(, t’) |= trust_value(tr,
tv2) & tv1 > tv2
state(, t’) |= objective_experience_value(tr, ov) & state(, t’) |=
subjective_experience_value(tr, sv2) ]
 sv1 > sv2

Note that in the property, the objective experiences on the boundaries are not
considered as the influence of trust cannot always be distinguished there (e.g. if an
experience of 1 is encountered, the experience can never become higher than 1).

7.5.3

Verification results

It can be seen that property P1 is satisfied for all bias models presented in this
chapter. When looking at the properties P2 and P3 however, the properties also hold
for the various models that have been identified. Finally, property P4 is only
satisfied for the models where trust is considered when forming the subjective
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experience, which makes sense as this property precisely, describes this influence.
Properties P3 and P4 are actually not relevant for models LoET and LoT as they do
not incorporate the notion of subjective experience, therefore the property is always
satisfied (due to the fact that the antecedent of the implication never holds). The
results of the verification are shown in Table 3.
Table 3. Result of verification

7.6

LiE

LiET

LiT

LoE

LoET

LoT

P1

satisfied

satisfied

satisfied

satisfied

satisfied

satisfied

P2

satisfied

satisfied

satisfied

satisfied

satisfied

satisfied

P3

satisfied

satisfied

satisfied

satisfied

satisfied

satisfied

P4

failed

satisfied

failed

satisfied

satisfied

satisfied

Discussion

In this chapter, an approach has been presented that allows for the modelling biases
in human trust behaviour. In order to come to such an approach, an existing model
(Jonker and Treur, 1999) has been extended with additional concepts. A number of
different variants have hereby been introduced: (1) a model that strictly places the
bias on the experience obtained from the trustee (2) a model that combines the trust
and experience and then applies the bias, and (3) a model that uses the previous
trust value on which the bias is applied. Simulation results of the behaviour of each
of the model have been shown, as well as a comparison of the behaviour of the
models via mutual mirroring presented in Chapter 6. Furthermore, the resulting
patterns have been verified by means of the verification of formal desired properties
and were shown to behave as expected.
More models that represent human trust exist in the literature (see e.g. Ramchurn,
Huynh and Jennings, 2004; Sabater and Sierra, 2005). Given the approach presented
in this chapter, these models could also be extended with biases. It is part of future
work to see whether these extensions would also generate the desired behaviour.
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PART D
EMPIRICAL VALIDATION
Many computational trust models have been proposed in the literature.
However several of these models are still subjected to empirical validation
before they get accepted and utilized. In this part the models presented in
the previous parts are validated against human traces.
In Chapter 8 an adaptive agent model for trust with parameters that are
automatically tuned over time to a specific individual is presented. To
obtain the adaptation, four different techniques have been developed. In
order to investigate the performance of these proposed parameter tuning
techniques, a subset of these techniques is applied for the empirical
validation of an existing model for a human’s functional state and
performance and is presented in Chapter 9. In Chapters 10 and 11 models
of human trust including the human factors of relativeness and biases are
validated against human data collected through computer-based
experiments. In Chapter 10, a comparison between the two (relative and
absolute) trust models has been made to see whether the notion of relative
trust describes human trust behaviour in a more accurate way. In Chapter
11 the models of biased human trust (presented in Chapter 7) are validated
against the same empirical data.

CHAPTER 8
AN ADAPTIVE AGENT MODEL ESTIMATING
HUMAN TRUST IN INFORMATION SOURCES
by
Hoogendoorn, M., Jaffry, S.W. and Treur, J.
For an information agent to support a human in a personalized way, having
a model of the trust the human has in information sources may be essential.
As humans differ a lot in their characteristics with respect to trust, a trust
model crucially depends on specific personalized values for a number of
parameters. This chapter contributes an adaptive agent model for trust with
parameters that are automatically tuned over time to a specific individual.
To obtain the adaptation, four different techniques have been developed. In
order to evaluate these techniques, simulations have been performed. The
results of these were formally verified.

Work presented in this chapter has been published in the following form
Hoogendoorn, M., Jaffry, S.W. and Treur, J., (2009). An Adaptive Agent
Model Estimating Human Trust in Information Sources. In: Baeza-Yates, R.,
Lang, J., Mitra, S., Parsons, S., Pasi, G. (eds.), Proceedings of the 9th
IEEE/WIC/ACM International Conference on Intelligent Agent Technology
(IAT'09). IEEE Computer Society Press, pp. 458-465.

An Adaptive Agent Model Estimating Human Trust in Information Sources

8.1

Introduction

In order for humans to be more effective in performing certain tasks, Personal
Assistant agents (Kozierok and Maes, 1993) have been proposed that support
humans in these task operations. Such support can for instance take the form of the
agent giving particular advice to the human (e.g. showing a manual for performing a
particular operation in case the human is making insufficient progress) or could go
further, for example by the agent assigning (part of) the task to a computer or
another human. To be most effective, and in order for the humans to accept the
support of the agent, the human should be assisted in a personalized way.
One aspect of importance for supporting the human in a personalized way is the
trust the human has in various information sources that can potentially aid in
performing the task. For instance, the manual for a task might contain a lot of flaws,
whereas another human that has experience with the task can immediately aid in a
correct fashion. Hence, the trust value for the manual will be much lower, and a
personal assistant showing this manual will most likely be ignored. In demanding
circumstances, for example on board of a Naval vessel, where critical tasks are
performed, such information is crucial for personal assistant agents to be useful and
help improve the overall effectiveness of a mission.
In trust research, a variety of computational models have been proposed which
represent human trust (Falcone and Castelfranchi, 2004; Hoogendoorn, Jaffry and
Treur, 2008; Jonker and Treur, 1999). Such models often assume that trust values of
a human with respect to another party over time are defined by a certain trust
function, which determines the trust value at some time point using the experiences
of the human with the specific party up to that point. Hereby, a number of
parameters are still tuneable towards specific characteristics of the human. For
instance, how fast the trust decays after a period without experiences, the initial
trust value, how much one positive or negative experience counts, et cetera. In
Chapter 2 an additional factor is taken into account, namely how the party performs
relative to its competitors.
As humans can differ in their characteristics, the behaviour of a trust model
crucially depends on the specific values for the different parameters. How these
parameters can be tuned to a specific individual is the main challenge addressed in
this chapter. An approach is proposed that can observe the behaviour of the human
in consulting other parties (e.g., looking up the manual), and estimate appropriate
parameter settings of a trust model such that it describes the human’s trust in an
accurate way. To this end, the trust model is taken as a basis from Chapter 2. This
trust model has four parameters: the initial trust value, the decay factor of trust, the
weight of positive and negative experiences (trust flexibility), and the weight of
experiences with competitors upon the trust value (trust autonomy). The observable
behaviour assumed consists of the choices a human makes in consulting

153

Analysis and Validation of Models for Trust Dynamics
competitive parties (e.g., do I ask the human, or look in the manual) as well as the
(positive or negative) outcomes of these consultations. Using this observation
information, methods are applied to find appropriate parameter settings that
describe this human behaviour.
To tune the parameters to a person over time within the adaptive agent model,
different methods have been used and compared. The first method is based on
exhaustive search through the space of parameter combinations. The second method
is a bisection method, where every step the parameter value intervals are divided in
two. As a third method the bisection method has been combined with the use of a
library of known solutions. Finally, a Simulated Annealing approach (Kirkpatrick,
Gelatt and Vecchi, 1983) was investigated. These methods have been compared
based upon computation time, as well as the accuracy of the solution found.
This chapter is organized as follows. In Section 8.2 the basic trust model used is
briefly explained. Section 8.3 discusses the adaptive agent model and the methods
used for parameter tuning. In Section 8.4 simulation results are described, whereas
Section 8.5 addresses automated verification of properties of the adaptation. Section
8.6 discusses related work, and Section 8.7 concludes the chapter and presents
future work.

8.2

Trust model

This section describes the model of human trust on information sources as presented
in Chapter 2 used in subsequent sections for adaptive parameter estimation. In this
model information sources are considered competitors, and the human trust on an
information source depends on the relative experiences with the information source
to the experiences from the other information sources. The model defines the total
trust of the human as the difference between positive trust and negative trust
(distrust) on the information source. It includes personal human characteristics like
trust decay, flexibility, and degree of autonomy (context-independence) of the trust.
Figure 1 shows the dynamic relationships in the model used.
In this trust model it is assumed that the human is bound to request one of the
available information sources {IS1, IS2, . . . ISn} at each time step. The human
requests the information source ISi with highest trust value from the vector of trust
values {T1(t), T2(t), . . . Tn(t)} available on the information sources {IS1, IS2, . . . ISn}
respectively at time t. In response of the human’s request ISi gives experience value
(Ei(t)) from the set {-1, 1} indicating a negative resp. positive experience. This
experience is used to update the human trust value for the next time point. Besides
values from {-1, 1} the experience value can also be 0, indicating that ISi gives no
experience to the human at time point t (it was not requested).
This trust model can be tuned to several personal human characteristics including
trust flexibility β (measuring the change in trust on each new experience), decay γ
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(decay in trust when there is no experience), and autonomy η (dependence of the
trust calculation considering other options). β, γ and η are model parameters which
have values between [0, 1].

IS1

Trust
Decay
Human

Trust
Flexibility

IS2

Trust
Autonomy

ISn

Initial Trust

Figure 1: Dynamic relationships in the trust
As mentioned before, the model is composed from two models: one for the positive
trust, accumulating positive experiences, and one for negative trust, accumulating
negative experiences. Both negative and positive trust are a number between [0, 1].
The human’s total trust Ti(t) of ISi is the difference of the human’s positive and
negative trust of ISi at time point t that is a number between [-1, 1] where -1 and 1
represent minimum and maximum values of the trust respectively. In particular,
also the human’s initial total trust of ISi at time point 0 is Ti(0) which is the
difference of human’s initial trust Ti+(0) and distrust Ti–(0) in ISi at time point 0.
In differential equation form the change in positive and negative trust over time is
modelled in Chapter 2:
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In the above equations, Ei(t) is the experience value given by the ISi at time point t.
Also τi+(t) and τi-(t) are the human’s relative positive and negative trust on ISi at time
point t which is the ratio of the human’s positive or negative trust of ISi to the
average human’s positive or negative trust on all options at time point t defined as
follows:
∑

⁄

and

∑

⁄
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8.3

The adaptive agent model

This section describes the adaptive agent model for estimating human personality
attributes to model trust in (competitive) information sources. The model is shown
in Figure 2. In this model it is assumed that the agent observes the behaviour of the
human (request to the information source) and the results of the information source
(the positive or negative response to the request) over time. At each time step the
agent adapts the model parameters using the available information. The agent starts
with an initial parameter vector, calculates human trust on information sources and
predicts the information source to be requested by the human, then observes the
actual human request to the information source and information source response. If
the human places request to the same information source as predicted by the agent
then agent does not change parameter vector (considering this prediction being
correct), otherwise parameter values are adopted accordingly.
IS

Human
Environment

Adaptation

Observation

Trust Model

Prediction

Adaptive Agent

Figure 2: Adaptive agent model
To measure how accurately a parameter vector is representing human personality
attributes, the accuracy of the parameter vector can be calculated as the ratio
between the numbers of correct predictions to the total observations made by the
agent as follows:
Accuracy

8.3.1

Correct Predictions⁄Observed Behaviours

Exhaustive search method

Using this method the entire attribute search space is explored to find the vector of
parameter settings with maximum accuracy. This method guarantees the optimal
solution, described in the following algorithm. In this algorithm, calculation of the
accuracy of a vector of parameter setting P entails that agent predicts the
information source to be requested and observes the actual human request. It then
uses the equation for calculating the accuracy described before.
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ALGORITHM: EXHAUSTIVE-SEARCH FOR PARAMETER TUNING
1
2
3
4
5
6

for each observed behaviour B do
for each vector of parameter value settings P do
calculate the accuracy of P
end for
output the vector of parameter settings with max. accuracy
end for

Here if α parameters with precision τ are to be estimated, N is the number of
information sources, and B the number of observed behaviours (i.e., time points),
then the worst case complexity of the method can be expressed as О ((10)ατ NB2). In
particular when α=3 (β, γ, and η) also τ=2 (or 0.01), N=3 and B=100 then
complexity would result into 3 x 1010 steps which is exponential in number of
parameters and precision.

8.3.2

Bisection search method

In the bisection method the attribute search space is reduced by halving the intervals
for the parameter values at each step. The Algorithm is as follows:
ALGORITHM: BISECTION-SEARCH FOR PARAMETER TUNING
01
02
03
04
05

for each observed behaviour B do
P1 = vector of lowest possible values of parameters
P2 = vector of highest possible values of parameters
while P2 – P1 > required precision do
d1 = calculate accuracy of P1

06
07
08
09
10
11
12
13
14
15
16

17

d2 = calculate accuracy of P2
P3 = (P1 + P2)/2
if d1 > d2 then
P2 = P3
else
P1 = P3
end while
if d1 > d2 then
output P1
else
output P2

end for

In the above algorithm P1, P2 and P3 are the vectors of parameters to be estimated.
Operations should be considered as vector operations for example (P2 – P1 >
required precision) in above algorithm means that it should hold for all components.
The worst case complexity of this method is О (ατNB2).
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8.3.3

Extended bisection search method

The extended bisection method is an extension to the bisection method. Here after
finding a vector of parameter setting against a new observed human behaviour, this
vector is kept in a list for future use. On each next observed human behaviour,
bisection search finds a new vector of parameter settings which is then compared
with the accuracy of all previously known vectors at the current time. The vector
with maximum accuracy is outputted. The method is described as follows:
ALGORITHM: EXTENDED-BISECTION-SEARCH FOR
PARAMETER TUNING
1
2
3
4
5
6

Initialize Solution-Parameter-List L as Empty
for each observed behaviour B do
P1 = vector of lowest possible values of parameters
P2 = vector of highest possible values of parameters
while P2 – P1 > required precision do
d1 = calculate accuracy of P1

6
7
8
9
10
11
12
13
14
15
16
17
18
19
20

21

d2 = calculate accuracy of P2
P3 = (P1 + P2)/2
if d1 > d2 then
P2 = P3
else
P1 = P3
end while
if d1 > d2 then
Add P1 in L
else
Add P2 in L
for each parameter vector P in L
recalculate accuracy of P
end for
output P with maximum accuracy from list L

end for

The worst case complexity of this method is О (ατNB2).

8.3.4

Simulated annealing method

Simulated Annealing (Kirkpatrick, Gelatt and Vecchi, 1983) uses a probabilistic
technique to find a vector of parameter settings that best corresponds to human
personality characteristics. In this method a random vector of parameter settings is
chosen as the best available parameter setting at the start. Then a displacement is
introduced into this vector to generate a neighbour of the current parameter settings
in the search space. If this neighbouring vector is found a more appropriate
representation of the observed human behaviour then it is marked as the best known
vector of parameter settings, otherwise a new neighbour is selected to evaluate its
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appropriateness. The number of neighbours that could be trialled is limited by the
computational budget available to the algorithm. The displacement in the vector of
parameter settings to find a new neighbour depends on the temperature of the
algorithm, in case the temperature is higher, the steps will become larger. The
temperature of the algorithm at a certain time point is defined as follows:
Temperature = computational_budget_left * (1 – accuracy)
In the above expression accuracy is the accuracy of currently known best vector of
parameter settings. The displacement in the vector of parameter (say ω) can be
derived from the following two equations selecting one at random:
ω = ω + Temperature * (1–ω) * random_between[0,1]
ω = ω – Temperature * ω* random_between[0,1]
The algorithm is described as follows:
ALGORITHM: EXHAUSTIVE-SEARCH FOR PARAMETER TUNING
1
2
3
4
5
6
7
8
9
10
11

for each observed behaviour B do
chose a random parameter vector R
while computational-budget-remains do
find neighbour R1 of parameter vector R
if accuracy of R1 > R then
R=R1
end if
decrease computational-budget
end while
output R
end for

If C is the computational budget, then the worst case complexity of the method can
be expressed as О(CNB2). Here it could be noted that the computational complexity
of this method is independent of the number of parameters and desired precision.
Considering a case where an adaptive agent is to be designed for the trust model
that has α number of parameters to be estimated with τ digits of precision in the
estimated values then the worst case complexities of the methods described above
are shown in Table 1.
From Table 1 it is obvious that the exhaustive search method, being exponential in
the number of parameters to be estimated and the precision required in the values of
parameters, is impractical for use in an adaptive agent when the number of
parameters of the trust model under consideration increases or a high precision in
the parameter values is required. For instance, if the initial trust value of the
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information sources is taken as a parameter, computation time would severely
increase for exhaustive search.
Table 1: The rate of the growth of time complexity
Methods
Exhaustive
Bisection
Extended
Simulated

8.4

Complexity
О((10)ατ NB2)
О(ατNB2)
О(ατNB2)
О(CNB2)

Simulation results

This section describes the experimental configurations and their results for various
settings. In order to use the above methods for personalization of the adaptive agent
according to human personality attributes, it is necessary to have actual human
behaviour observed by the agent. For experimental purposes, first the human
behaviour is generated by the same trust model for specific values of human
personality attributes (namely β, γ and η) and then the methods described in Section
8.3 are used by the adaptive agent against these behaviours to predict human
attributes.
Configurations for generating human behaviour are described in Table 2.
Table 2: Model Configurations used for Experiments
Case
No of parameters
Precision (digits)
Information sources
Response of IS1, IS2,
IS3
Observed
behaviours
Trust decay γ
Trust flexibility β
Trust autonomy η
Human initial trust
on IS1, IS2, IS3
Computational
budget (for S.A.)

1
3
2
3
1,-1,-1

2
3
2
3
1,-1,-1

3
3
2
3
1,-1,-1

4
3
2
3
1,-1,-1

5
3
2
3
1,-1,-1

100

100

100

100

100

0.01
0.75
0.25
0.00,
0.15,0.30
1000

0.01
0.75
0.25
0.00,
0.05,0.10
1000

0.01
0.25
0.25
0.00,
0.05,0.10
1000

0.25
0.75
0.25
0.00,
0.05,0.10
1000

0.01
0.75
0.75
0.00,
0.05,0.10
1000

Within the experiments, the parameters β, γ, and η are estimated. The desired
precision of the estimated parameters and the number of information sources were
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kept constant. Furthermore, it is assumed that one of the three information sources
(IS1) gives positive while the other two (IS2, IS3) give negative responses over each
human request. Five cases have been presented, each representing different human
personalities (i.e. different values of the parameters). For the sake of simplicity,
personality attributes (β, γ, η) are assumed having low (0.25, 0.01, 0.25) and high
(0.75, 0.25, 0.75) values resp. Due to presentation limitations, only few of the
possible combination of these attributes have been shown here. The experimental
configurations used for the adaptive agent are the same as those shown in Table 2,
except that the agent does not know the values of β, γ, and η in advance (as these are
to be estimated).

8.4.1

Accuracy of estimated parameter settings

This section describes the accuracy of the adaptive agent’s parameter estimation
using the methods discussed in Section 8.3. Hereby, the proposed adaptive agent
has been implemented in the C++ programming language.
The graphs depicted in Figure 3 show the percentage accuracy of the parameter
estimation for the bisection and extended bisection methods against the number of
human behaviours observed. In Figure 3a it can be noted that initially for a smaller
number of observed behaviours the accuracy of the estimated parameters is much
higher. This is due to the fact that initially, the human behaviour is slightly
disclosed so there are many possible parameter settings that correspond to the
observed human behaviour hence the bisection method can find that with good
accuracy. As the human behaviour reveals itself more extensively over time, the set
of the possible parameter settings that correspond to this behaviour becomes smaller
that makes good accuracy harder to achieve. In Figure 3b it can be noted that the
extended bisection method gives much better accuracy then the original bisection
method as it keeps all previously good known solutions in memory for future use.
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Figure 3: Percentage accuracy of the agent using the, a) bisection, b) extended
bisection method
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Figure 4: Percentage accuracy using simulated annealing, a) maximum,
b) minimum
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As Simulated Annealing is a probabilistic method several simulations were
conducted to find the behaviour of this method. Figures 4a and 4b show the
maximum and minimum percentage accuracy of the estimated parameter settings
for the simulated annealing method in ten simulation runs.
Figure 5 shows the percentage accuracy of the estimated parameter settings for
different methods after observing 100 human behaviours.

100
80
exhaustive

60

extended‐bisection
bisection

40

stimulated annealing
20
0
1

2

3

4

5

Figure 5: Accuracy of all methods in different cases
Here it can be observed that the exhaustive search method gives 100 percent
accuracy while the extended bisection outperforms the bisection method in all
cases. Note that the accuracy mentioned here for the simulated annealing is the
average accuracy for ten sample runs. It can be seen that bisection and simulated
annealing are competitive in different cases.
It should be noted that three human personality attributes (β, γ, η) with two digit
precision generates one million human personalities, hence different values of
human personality attributes may generate the same behaviour trace particularly
when only few human behaviours are observed. The number of human personality
attributes vectors exactly generating the behaviours of cases 1, 2, 3, 4 and 5 of
Table 2 are found to be 2, 1343, 3, 2387 and 46742 respectively by the exhaustive
search method. It could be noted that performance of all methods (except exhaustive
search) in case one and three is below average than the others. This happened
because behaviour generated by human under the configurations of these two cases
matches to a small number of human personality attributes vectors in the entire
human personality attributes vectors set. This makes it harder for search methods to
locate a vector corresponding to the human behaviour.
Finally, during these experiments the execution time has been measured. Bisection
method was found most efficient taking 0.013375 seconds for parameter estimation
against 100 human behaviours while the extended bisection took 0.014070.
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Simulated Annealing for a computational budget 1000 took 0.022190 seconds that
is approximately twice the time of the bisection method while the exhaustive search
completed the task in 13.375 seconds. It can be observed that exhaustive search is
much more expensive than the other approaches, while the extended bisection
consumes almost the same computation time as the bisection method. The
computational time of the simulated annealing depends on the computational budget
assigned.

8.5

Verification of properties

In this section, a number of relevant properties are presented that have been
specified and used to evaluate the approach.

8.5.1

Accuracy of estimated parameter settings

In this section, a number of identified properties are discussed. In order to conduct
such an automated verification, the properties have been specified in a language
called TTL (for Temporal Trace Language), [6] that features a dedicated editor and
an automated checker. The language is a predicate logical temporal logic which
allows for both qualitative as well as quantitative aspects to be expressed. TTL is
built on atoms referring to states of the world, time points and traces, i.e.
trajectories of states over time. In addition, dynamic properties are temporal
statements that can be formulated with respect to traces based on the state ontology
Ont in the following manner. Given a trace  over state ontology Ont, the state in 
at time point t is denoted by state(, t). These states can be related to state properties
via the infix predicate |=, where state(, t) |= p denotes that state property p holds in
trace  at time t. Based on these statements, dynamic properties can be formulated in
a sorted first-order predicate logic, using quantifiers over time and traces and the
usual first-order logical connectives such as , , , , , . For more details, see
(Bosse, Jonker, Meij, Sharpanskykh and Treur, 2009).
The ontology used to specify these properties is shown in Table 3. First of all, a
property was specified which states that the number of possible solutions for the
parameter setting of the trust model decreases as the number of observed behaviours
of the human (i.e. choices made and experiences of the human) increases. Note that
this property is merely useful for the exhaustive search method.
P1 (trace, ): Information reduces possible solutions
If at time point t the set of observed behaviours is of size n and the number of
solutions found is p1, then if at a later point in time t2 the set of observed
behaviours is larger (i.e. m > n), then the number of solutions found p2 is less than
or equal to  * p1. Formally:
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t:time, n:integer, p1:integer
[ state(, t) |= number_observed_behaviors(n) & state(, t) |= number_solutions(p1) ]

[ t2:time, m:integer, p2:integer
[ [ t2 > t & m > n &
state(, t2) |= number_observed_behaviors(m) & state(, t2) |=
number_solutions(p2) ]  p2  p1 * ] ] ]

The properties can be made more specific, for example by selecting a value of  = 1
which specifies that more observed behaviours of the humans will never increase
the number of possible parameter settings.
Table 3: Ontology for properties
Predicate

Explanation

number_observed_
behaviours: integer

The size of the history available to the
agent (i.e. human behaviours and
experiences).
The size of the set of possible solutions
that describe the human behaviour.
The trust parameters specified (, , 
respectively) are a solution for the
current set of human behaviours.
The trust parameter values specified (,
,  respectively) describe the human
behaviour with an accuracy specified in
the last real value.

number_solutions:
integer
solution: real x real x real

accuracy: real x real x real x real

Besides this property, the accuracy of the solution can be investigated as well. Of
course, in the case of exhaustive search this property is trivial as it will always be
completely accurate. However for the case of the bisection approach the property is
very relevant. Property P2 specifies a requirement upon a certain minimum
accuracy (e.g. to make a personal assistant believable). Note that the informal form
has been omitted for the sake of brevity.
P2 (trace, x, t): Minimum accuracy at least x at time t
x2:integer, , , :real
[ state(, t) |= solution(, , ) & state(, t) |= accuracy(, , , x2) ]
 x2  x

Besides the fact that if a solution is present, this solution is indeed accurate, of
course an additional concern is that there is at least one solution available. This is
specified in property P3.
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P3 (trace, t): At least one solution
, , :real, [ state(, t) |= solution(, , ) ]

The combination of property P2 and P3 guarantees that there is always a solution,
which is also of a certain quality. This is expressed in property P4.
P4 (trace, x): At least one solution of good quality
t:time [P2(, x, t) & P3(, t)]

Finally, a property was specified which expresses that the accuracy of the solutions
found is at least as good in case the set of observed behaviours is larger.
P5 (trace): Accuracy does not decrease over time
t:time, x1, 1, 1, 1:real, n:integers
[ [ state(, t) |= number_observed_behaviors(n) &
state(, t) |= accuracy(1, 1, 1, x1) &
x’:real < x1 [ state(, t) |= accuracy(1, 1, 1, x’) ] ]
 [t2:time > t, m:integer > n, x2, 2, 2, 2:real
[ state(, t2) |= number_observed_behaviors(m) &
state(, t2) |= accuracy(2, 2, 2, x2) &
x’’:real < x2 [
state(, t2) |= accuracy(2, 2, 2, x’’) ] ]
 x2  x1 ] ]

8.5.2

Verification results

This Section presents the results for the verification of the properties upon traces for
each of the methods. The properties P1, P2, and P4 have been verified using the
following parameters: P1 with a value of  = 1; P2 with a value of x=1 and x=0.8,
and P4 with a value x of 0.8.
For the case of exhaustive search all properties always hold, except the reduction
of the set of possible solutions (P1). This property holds up till a certain time point
only, since the set is eventually reduced to a set of one or two parameters that no
longer reduces as new experiences come in. For case 1 and 3 the solution set
reduces until time point 9/10, whereas for the other cases the set only reduces in the
very beginning. Hence, those cases contain information that reduces the search
space more rapidly compared to case 1 and 3.
In comparison, the results for the bisection show that property P1 also always holds
(which is obvious, since only one solution is maintained per time point).
Furthermore, the bisection does not always find the optimal solution (P2(1)), except
for case 5. A minimum accuracy of 0.8 is only reached for case 4 and 5. The

166

An Adaptive Agent Model Estimating Human Trust in Information Sources
method does always find a solution (property P3), which (as already shown in P2) is
not always of a quality higher than 0.8 for cases 1, 2, and 3. Finally, the quality of
the solution fluctuates (i.e. does not always increase or at least stay the same as
indicated in P5) for all cases, except for case 5.
The extended bisection method shows a higher accuracy than the standard
bisection method. It always finds a solution which surpasses an accuracy of 0.8,
whereas this is only seen for case 4 and 5 in the standard bisection case. The other
properties show identical behaviours.
For Simulated Annealing both the worst and the best case have been tested. The
results are identical for the worst and best case: P1(1) is always satisfied, P2(1)
never holds, whereas P2(0.8) holds for cases 2, 4, and 5 respectively. P3 always
holds, P4(0.8) holds for cases 2, 4, and 5 again, and P5 always fails. Hence, the
Simulated Annealing does perform worse (with respect to solution quality)
compared to the extended bisection approach, as it never finds the optimal solution
for all time points, and does not always find a reasonable solution (in this case
indicated by at least 80% accuracy), whereas the extended bisection does.

8.6

Related work

In this chapter, the model for representing relative human trust as presented in
Chapter 2 has been adopted. There also exist other approaches which deal with
relative trust, such as (Beth, Borcherding and Klein, 1994). Furthermore, trust
models that do not explicitly represent relativeness are e.g. (Falcone and
Castelfranchi, 2004; Jonker and Treur, 1999). The approach presented in this
chapter for learning parameters is however generic, it is based on the possibility to
observe behaviour of a human, and tailor the parameters of an arbitrary trust model
based upon this observed behaviour. In (Braynov and Sandholm, 2002) the
necessity of good trust estimation is also acknowledged, it is stated that for the
auctioning mechanisms inaccurate trust measures reduce the amount of trade,
individual profits and social welfare.
In the domain of parameter learning, several approaches have been proposed,
whereby approaches can either come to an exact solution or can make an
approximation thereof. The exact solutions are typically computationally expensive
and therefore less attractive (see e.g. Kirkpatrick, Gelatt and Vecchi, 1983).
Heuristics can be introduced, but are usually domain specific making the solutions
nongeneric. As a result, a variety of approximate methods have been introduced,
including Simulated Annealing (Kirkpatrick, Gelatt and Vecchi, 1983), and Genetic
Algorithms (see e.g. Jong, 1998). The methods used in this chapter represent
examples of both exact solution methods, as well as approximations. Both have
been compared for the case of the trust model to show the tradeoffs between
computation time and the quality of the solution.
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8.7

Conclusions and future work

In this chapter, an approach has been presented to learn parameters of a given trust
model based upon observed experiences of a human. This approach has been
introduced to enable a personal assistant agent to take such human trust into account
when giving advice. Hereby, the trust model presented in Chapter 2 has been taken
as a basis. Several methods have been used to enable learning of these parameters,
including exhaustive search, Simulated Annealing, bisection, and an extended form
of bisection. The process is adaptive in the sense that new experiences can come in,
and are taking into consideration by finding the most appropriate parameter setting.
The algorithms have been tested for various cases, and the results thereof have been
analyzed using formal verification techniques (cf. Bosse, Jonker, Meij,
Sharpanskykh and Treur, 2009). The results show that the computation time of the
exhaustive search scales up worst, whereas Simulated Annealing scales up best.
When looking at the accuracy however, the inverse is true: exhaustive search finds
the most accurate point, whereas Simulated Annealing sometimes only comes up
with poor solutions. The bisection and the more advanced extended bisection
approach are right in the middle: They do have a higher accuracy and are
computationally less expensive. The choice of which method to choose ultimately
depends on the domain. For particular domains a higher computation time might be
acceptable as long as the results are good, whereas in other more time critical
domain speed could be a necessity. In this respect, the bisection approaches are a
good combination of both worlds.
For future work, it would be interesting to investigate what happens in case the
human does not select an information source solely on the basis of the highest trust
level. It could be imagined that other options are also selected to get a better insight
for their trustworthiness. The learning will become more difficult as the choices and
experiences no longer necessarily give information about the trust level of the
human.
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CHAPTER 9
DESIGN AND VALIDATION OF A MODEL
FOR A HUMAN’S FUNCTIONAL STATE AND
PERFORMANCE
by
Bosse, T., Both, F., Hoogendoorn, M., Jaffry, S.W., Lambalgen, R. van,
Oorburg, R., Sharpanskykh, R., Treur, J. and Vos, M. de,
This chapter presents a computational model of the dynamics of a human’s
functional state in relation to task performance and environment. It can be
used in intelligent systems that support humans in demanding
circumstances. The model takes task demand and situational aspects as
input and calculates internal factors related to human functioning, such as
the experienced pressure, exhaustion and motivation, and how they affect
performance. Simulation experiments under different parameter settings
pointed out that the model is able to produce realistic behaviour of humans
with different types of personalities. Moreover, by a mathematical analysis
the equilibria of the model have been determined, and by automated
checking a number of expected properties of the model have been
confirmed. In addition to this ‘internal’ validation of the model, an
experiment has been designed for the purpose of external validation,
addressing the estimation of aspects of the human process that are relevant
for its practical application. Output from the experiment, like information
about personality characteristics and performance quality, has been used to
perform estimation of the parameters of the model. By the parameter
estimation, a set of parameter values has been identified by which an
adequate representation of a person’s functional state when performing a
task is achieved.
Work presented in this chapter has been published in the following forms
Bosse, T., Both, F., Lambalgen, R. van, and Treur, J. (2008). An Agent
Model for a Human's Functional State and Performance. In: Jain, L., Gini,
M., Faltings, B.B., Terano, T., Zhang, C., Cercone, N., and Cao, L. (eds.),

Analysis and Validation of Models for Trust Dynamics

Proceedings of the 8th IEEE/WIC/ACM International Conference on
Intelligent Agent Technology, IAT'08. IEEE CS Press, pp. 302-307.
Both, F., Hoogendoorn, M., Jaffry. S.W., Lambalgen, R. van, Oorburg, R.,
Sharpanskykh, A., Treur, J. and Vos, M. de (2009). Adaptation and
Validation of an Agent Model of Functional State and Performance for
Individuals. In: Yang, J.-J.; Yokoo, M.; Ito, T.; Jin, Z.; Scerri, P. (eds.),
Proceedings of the 12th International Conference on Principles of Practice
in Multi-Agent Systems, PRIMA'09. LNAI, volume 5925, Springer Verlag,
pp. 595–607.
Bosse, T., Both, F., Hoogendoorn, M., Jaffry, S.W., Lambalgen, R. van,
Oorburg, R., Sharpanskykh, R., Treur, J. and Vos, M. de, (2011). Design
and Validation of a Model for a Human's Functional State and
Performance. In: International Journal of Modelling, Simulation, and
Scientific Computing, (IJMSSC), World Scientific Publishing, to appear.

172

Design and Validation of a Model for a Human’s Functional State

9.1

Introduction

For a human functioning in demanding circumstances, the quality of his or her
performance may be a critical factor. Examples of persons that have to work in such
situations are air traffic controllers, incident and disaster managers, or persons that
monitor surveillance videos. In cases like these, any performed action which is
badly chosen, or simply suboptimal, can lead to dramatic consequences. Therefore,
it is often of utmost importance to maintain a high task performance quality, for
example, in the sense that the occurrence of errors and biases in the decision making
processes is avoided.
However, as it is known from literature such as (Hancock, Williams, Manning and
Miyake, 1995; Hockey, 1997) working under high pressure in demanding
circumstances often entails negative effects on the human’s functional state, which
in turn may easily affect performance quality. To be able to reduce such negative
effects, this chapter presents a first step in the development of an intelligent system
to provide adequate support to a human that is functioning in demanding
circumstances. In order for such a system to be effective, having an estimation of
the human’s functional state (and its implications, such as degraded performance
quality) at any point in time is a crucial requirement. This requirement is the main
focus of this chapter. To fulfil the requirement, a computational model is proposed
that can be used to estimate a human’s functional state over time. The model, which
was designed in dynamical system style, takes task demand and situational aspects
such as noise levels as input and calculates internal factors related to human
functioning, such as the experienced pressure, exhaustion and motivation, and how
they (may) affect task performance. The idea is that such a model can be used in a
software environment supporting the human in a certain task. For example, when it
is estimated that the human’s functional state may negatively affect task
performance, measures can be taken such as alerting the person, involving a
colleague, or involving an automated task support system. Moreover, the model can
be used to regulate the task load and/or noise level to keep experienced pressure and
exhaustion between certain limits, thus avoiding negative effects on performance.
In this chapter, the role of the proposed model within the application addressed has
also been validated against empirical data. The validation has been performed by
taking a number of steps. First of all, an experiment with 31 human subjects has
been conducted. Hereby, the subjects had to perform a task whereby they
experience different amounts of workload. Each subject was given two conditions.
Using the empirical data obtained from this experiment, parameter estimation
techniques have been deployed to find appropriate parameter settings for the model
to accurately describe the empirical behaviour in one of the conditions. Thereafter,
these settings have been used to predict the behaviour of the subject in the other
condition. Finally, properties that follow from the proposed functional state model
have been verified against the empirical data as well.
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The experimental validation proposed in this chapter and the use of parameter
estimation techniques allows us to investigate whether the human data can be
successfully predicted by the model, similar to (Lambalgen and Maanen, P.-P.
2010). In this case, the main purpose of tuning the model is its use within an
ambient device that aims at providing human support. If the model (equipped with
the estimated parameter values) can predict the human state at a given point in time,
the ambient system can give adequate support by using that prediction. Note that it
does not make an exclusive claim on whether the proposed model is the one and
only model satisfying this application-directed validity criterion.
This chapter is organized as follows. First, the basic functioning of the functional
state model is explained at a high level in Section 9.2 and its mathematical
formalization is introduced in Section 9.3. Thereafter, Section 9.4 gives a
description of simulations performed with the model. Next, the model has been
verified by formal analysis and automated verification (Section 9.5). In addition, the
Experimental Setup of the task that is used for validation is described in Section 9.6.
The explanation of parameter techniques is provided in Section 9.7 and validation
results (from parameter tuning and logical verification) are shown in Section 9.8.
Finally, Section 9.9 concludes the chapter and discusses future work.

9.2

A computational model for functional state

Cognitive workload is a common term in literature on humans working in
demanding circumstances and it is known to be influenced by the cognitive
demands of a task (Hancock and Warm, 1989) and personality factors; e.g.,
Gonzalez (Gonzalez, 2005) states that people with low cognitive abilities suffer
more from high task load than people with high abilities. Cognitive workload is
seen as one of many stressors which influence the state of a human (often referred
to as stress; e.g. Hockey, 1997). Other stressors are time pressure, noise and heat,
but also sleep deprivation and fatigue (Klein, 1996). These stressors are found to
have a negative impact on several aspects of human performance, like decision
making (Klein, 1996), attention (Recarte and Nunes, 2003) and working memory
(Hancock, Williams, Manning and Miyake, 1995). In the computational model for
the Functional State (FS) of a human presented in this chapter, cognitive workload
is incorporated as a combination of the task and personal abilities. The FS model is
also based on the cognitive energetic framework (Hockey, 1997) that states that
effort regulation depends on human recourses and that it determines human
performance in dynamic conditions. Furthermore, the model is inspired by literature
concerning exercise and sports (Hill, 1993). The idea of such literature is that a
person’s generated power can continue on a critical power level without becoming
more exhausted. For the FS of a human, the exhaustion represents the mental
exhaustion that occurs when too much effort contribution results in a depletion of
resources.
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Figure 1. Model for a human’s functional state
The FS of a human (e.g., an operator in a control room) represents the dynamical
state in which the person is situated. In the model presented in Figure 1, this FS is
defined by a combination of exhaustion, motivation and experienced pressure, but
also the amount of generated and provided effort. The FS is determined by factors
from the external world (task demands and environment state) and by personal
factors (experience, cognitive abilities and personality profile). In addition, the FS
model shows the relation of this state to the determination of actions. However, the
relation with action performance falls outside the scope of this chapter and we will
mainly focus on the human’s functional state.
In this model, the concepts generated effort (the amount of effort the human
generates to perform a task) and critical point (the amount of effort someone can
generate without becoming exhausted) are adapted from Hill’s concepts ‘generated
and critical power’. The critical point is dynamic (i.e., may change over time) and is
reduced by the amount of exhaustion. When the human’s exhaustion is 0, the
critical point is equal to the basic cognitive ability (which is personal to the
individual).
Generated effort is influenced by the amount of effort the human wants to
contribute (effort motivation), the amount of effort the human has to contribute (task
level) and the amount of effort the human is able to contribute (critical point and
maximal effort). When generated effort is below the critical point, the human is able
to do some recovery (recovery effort). This recovery effort decreases exhaustion.
On the other hand, when generated effort is above the critical point, the human will
become more exhausted. Recovery effort and the effort the human has to contribute
to the noise in the environment are extracted from the generated effort and
eventually determine the effort that can effectively be contributed to the task
(provided effort).
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The motivation of a person is proportional to the task level, but depends negatively
on the experienced pressure. Underload is represented by a level of experienced
pressure below optimal experienced pressure (embedded in personality profile) and
overload is represented by a level of experienced pressure above optimal
experienced pressure. The impact that underload and overload have on motivation
are dependent on low and high pressure sensitivities (in personality profile).
Experienced pressure itself is increased by high effort (generated effort above
critical point), noise, exhaustion and a performance quality below a personal
optimal performance. The factors that have a negative influence on experienced
pressure are low effort (generated effort below critical point) and a performance
quality above the optimal performance.

9.3

The detailed model

This section explains the details of the model in a mathematical notation. The
implemented relations between different concepts are based on earlier findings in
literature on stress and operator functional state.
There are three temporal relations, represented as difference equations. These are
shown below:
∆

∆

∆

1

In theories of cognitive energetics, the effort that is generated to perform a task can
deplete the available resources, which causes an increase in mental exhaustion
(Hockey, 1997). Here, a depletion in resources is represented by the contribution of
effort (GE) above the basic critical point (CP), similar to the Critical Power theory
in physical exercise studies (Hill, 1993). In this model, Exhaustion (E) builds up or
reduces over time; when the generated effort (GE) is above the critical point (CP),
exhaustion increases. Exhaustion decreases depending on the amount of Recovery
Effort, which adds to the amount of available resources. Parameters η and π
determine the exact influence of Generated Effort and the amount of recovery on
exhaustion. The function Pos(x) in this and other formulas is defined as the
maximum of x and 0.
∆

∆

2

Formula 2 represents calculation of the amount of Generated Effort (GE). Part of
the GE at the next point in time is determined by the current contribution (CCE; see
formulas 4 and 5 below). The other part represents a contribution of the previous
GE to allow for a smooth transition from the GE at one time point to the next. Here
 is a flexibility parameter; it determines how much of the new generated effort is
affected by the current contribution.
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∆

1

∆

3

Finally, as shown in formula 3, experienced pressure (EP) is determined by another
temporal relation. This temporal nature of EP (similar to a person’s stress level)
explains why the EP does not immediately change with a shift in the current stress
contribution (in this case the Experienced Pressure Change, EPC; see formula 6
below), but fades away or builds up.
In addition to the temporal relations, the model includes a number of instantaneous
relations:

4

5
The current contribution to the generated effort of a person to a specific task is
influenced by what needs to be done (Task Level, TL), what can be done (Critical
Point, CP; Maximal Effort, ME) and what a person wants to do (Effort Motivation,
EM). An additional Effort (NE) is needed to deal with noise (i.e. too much sound or
too much light). TME represents top maximal effort and is calculated by the LCP
(lowest critical point) and BCA (basic cognitive abilities).

6
As stated before, the Experienced Pressure Change (EPC) can be seen as the stress
contribution at a specific point in time and is used in formula 3 to calculate the
Experienced Pressure. From the literature it is apparent that important influences on
stress are fatigue, workload and noise factors such as extreme heat, annoying
sounds etc. (Hancock and Desmond, 2001). In addition, research has pointed out a
relationship between a (perceived) suboptimal performance and stress (Davidson
and Henderson, 2000).
In this formula, the influences mentioned above are implemented and mediated by
personal sensitivity levels (S), taking the personal differences in stress into account.
The first term is the influence of exhaustion; the second is the influence of the
difference between current performance quality (PQ) and a personal performance
norm (PN). The third and fourth terms represent the influence of generating effort
above and below the critical point (the pressure of over- and underload in terms of
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effort). Finally, the last term represents the influence of noise. The last three terms
are first normalized by dividing them by their maximal value.
1
1

1

1

1

7

Effort motivation is dependent on the level of Experienced Pressure a person
experiences and how well a person can handle that experienced pressure. It is
calculated using the current task level and the influence of experienced pressure
(EPI), which is calculated according to formula 8. Parameters φ and γ determine the
shape of the (sigmoid) function.
1

8

The effect of experienced pressure (EPI) on the effort motivation is determined by
the distance between the current experienced pressure and the optimal experienced
pressure (OEP) multiplied by a personal sensitivity for high (HPS) and low pressure
(LPS), respectively; this represents over- and underload in terms of experienced
pressure.
The formulas 9, 10, 11 and 12 consider a human’s cognitive effort regulation. Since
the cognitive effort regulation as outlined in the cognitive energetic framework
(Hockey, 1997) is similar to that of physical effort regulation, the formulas are
adapted from sports and exercise literature (Hill, 1993).
9
Only part of Generated Effort is effectively provided to the task. Generated effort is
the sum of provided effort (PE; the net effort for task execution), recovery effort
(needed for decreasing exhaustion) and noise effort (effort required to deal with
noise). Therefore, to calculate the provided effort, recovery and noise effort are
subtracted from generated effort.
10
When generated effort is below critical point, effort can be used to lower
exhaustion. The amount of effort increases when generated effort is further from
critical point (first line of the formula), and increases when the critical point is
further from basic cognitive abilities (which is when the human is somewhat
exhausted, second line of the formula). Parameter  represents the efficiency of
recovery effort: a small percentage is lost due to inefficiency of the process.

178

Design and Validation of a Model for a Human’s Functional State

1

11

Critical point is equal to basic cognitive abilities, unless there is some level of
exhaustion: then critical point decreases proportionally.
12
Maximal effort is times critical point or equal to critical point when critical point
is equal to the lowest critical point. This entails that once critical point has dropped
to a low value, it is not possible anymore to generate effort that causes more
exhaustion.
13
Eventually, the quality of performance depends on the relation between provided
effort and task level. If provided effort is lower as compared to the task level,
performance quality is below 1, otherwise it is above 1. For example, if the task
level requires an effort of 200 and a provided effort of 100 is given, the
performance quality would be 0.5.

9.4

Simulation results

Using the formulas to determine the functional state, some interesting patterns on
human performance have been explored. As stated in Section 9.2, multiple
personality factors are involved in determining the FS. Some typical patterns can be
found with variation of these specific personality factors. Due to the excessive
number of possible combinations, this chapter shows two of the many possible
persons with a different personality profile, as an illustration of the behaviour of the
model.
The duration of the scenario for the two personalities (displayed in Figures 2 and 3)
is 200 time points. The task level was 290 for the first half and 500 for the second
half. Table 1 outlines the values of the different personality factors used for person
1 (perfectionist, likes high pressure) and person 2 (non-perfectionist, likes low
pressure).
The results of the simulations are shown in Figures 2 and 3. Figure 2 displays the
variables with respect to the task: maximal effort (ME), critical point (CP),
generated effort (GE) and task level (TL). Figure 3 displays more qualitative,
functional state related variables: performance quality (PQ), effort motivation (EM),
experienced pressure (EP) and exhaustion (EX).
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Table 1. Personality profiles
Person 1 (high pq)

Person 2 (low pq)

Experienced pressure change
parameters

Experienced pressure change
parameters

N=1.1;

PN=0.3;

PS=0.5;
ES=0.2;

PS=0.3;
ES=0.7;

HES=0.2;
LES=0.7;
NS=0.2;

HES=0.7;
LES=0.3;
NS=0.6;

Experienced pressure influence
parameters

Experienced pressure influence
parameters

LPS=1.2;
HPS=0.8;
OEP=0.8;

LPS=0.8;
HPS=1.2;
OEP=0.3;
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Figure 2. Effort variables, a) person 1, b) person 2
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A comparison of person 1 and 2 for the task variables shows that when task level is
290, both persons have a more or less equal amount of generated effort. When task
level increases to 500, person 2 generates more effort than person 1, but this effort
reduces fast, which allows the critical point to recover. In contrast, the generated
effort of person 1 decreases more slowly, which induces a reduction of the critical
point. The critical point (and the generated effort) of person 1 therefore end at a
higher level than those of person 2.
Figure 3 shows the functional state related variables; the main difference at the start
of the simulation is experienced pressure, as the optimal experienced pressure of
person 1 is much higher (0.8) than the optimal experienced pressure of person 2
(0.3). Exhaustion levels of both persons remain low at the beginning. However,
when the task level is increased to 500, person 1’s exhaustion increases, due to the
large amount of time at which person 1’s generated effort is above the critical point
(see Figure 2a). The motivation of person 2 decreases when task level is increased
to 500, which is caused by the influence of experienced pressure being much higher
than optimal experienced pressure. Person 1 also has a high experienced pressure;
however, this value is close to the optimal experienced pressure so the negative
effect on motivation is less.
1
0.8
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Figure 3. Functional state variables, a) person 1, b) person 2
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9.5

Formal analysis

In this section, the behaviour of the presented model is formally analyzed, using
two different approaches. In Section 9.5.1, the stable (equilibrium) states of the
model are determined via a mathematical analysis. Next, in Section 9.5.2, additional
dynamic properties of the model are checked via logical verification.

9.5.1

Mathematical analysis

Through a mathematical formal analysis the equilibria can be determined, i.e., the
values for the variables for which no change occurs. Note that, to this end, the
exogenous variables TaskLevel and NoiseEffort are assumed to have a constant
value, denoted by TL, resp. NE. To obtain possible equilibrium values for the other
variables, first the model is described in a differential equation form (instead of the
difference equation form shown earlier):
–

–

1

Next, the equations are identified that describe:
0
0
0
Thus, the following equations are found:
0

0
1
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Here, GE is the (equilibrium) value for GeneratedEffort, CP for CriticalPoint, RE
for
RecoveryEffort,
CCE
for
CurrentContributionEffort,
EP
for
ExperiencedPressure, EPC for ExperiencedPressureChange, and similar notations
are used for the other equilibrium values. Here a first set of conclusions is that an
equilibrium can only occur when the generated effort equals the critical point, no
recovery takes place, and the current contribution effort is equal to generated effort.
Elaborating the equations further can be done by distinguishing cases (for EPC=0,
EP=0 and EP=1) according to the last formula shown above. The first case
considered is EPC = 0. For this case it can be derived that the values for the
equilibria can be calculated by the following formulae:

1

or

Similarly, formulae can be derived for the other two cases in the formula shown
above, namely EP = 0 or EP =1.

9.5.2

Logical verification

This section addresses analysis of the model by verification of dynamic properties.
Following (Bosse, Jonker, Meij, Sharpanskykh and Treur, 2009), the dynamics of a
simulation model can be studied by specifying certain dynamic statements
(temporal logical expressions), that are (or are not) expected to hold and
automatically verifying these statements against simulation traces. The purpose of
this type of verification is to check whether the simulation model behaves as it
should. A typical example of a property that may be checked is whether no
unexpected situations occur, such as a variable running out of its bounds (e.g.,
Exhaustion < 0, or GeneratedEffort > MaximalEffort). By running a large number
of simulations and verifying such properties against the resulting simulation traces,
the modeller can easily locate sources of errors.
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For the model of the human’s functional state, a number of such dynamic properties
have been formalized in the language TTL (Bosse, Jonker, Meij, Sharpanskykh and
Treur, 2009). This predicate logical language supports formal specification and
analysis of dynamic properties, covering both qualitative and quantitative aspects.
TTL is built on atoms referring to states of the world, time points and traces, i.e.
trajectories of states over time. In addition, dynamic properties are temporal
statements that can be formulated with respect to traces based on the state ontology
Ont in the following manner. Given a trace  over state ontology Ont, the state in 
at time point t is denoted by state(, t). These states can be related to state properties
via the formally defined satisfaction relation denoted by the infix predicate |=,
comparable to the Holds-predicate in the Situation Calculus: state(, t) |= p denotes
that state property p holds in trace  at time t. Based on these statements, dynamic
properties can be formulated in a formal manner in a sorted first-order predicate
logic, using quantifiers over time and traces and the usual first-order logical
connectives such as , , , , , . A special software environment has been
developed for TTL, featuring both a Property Editor for building and editing TTL
properties and a Checking Tool that enables formal verification of such properties
against a set of (simulated or empirical) traces.
Various dynamic properties for the model have been formalized in TTL. Below, a
number of them are introduced, both in semi-formal and in informal notation (note
that they are all defined for a particular trace and time interval between tb and te):
P1a - Stability of Variable v
For all time points t1 and t2 between tb and te in trace 
if at t1 the value of v is x1
then at t2 the value of v is between x - α and x + α (where α is a constant).
P1a (:TRACE, tb, te:TIME, v:VAR) 
t1,t2:TIME x1,x2:REAL
state(, t1) |= has_value(v, x1) & state(, t2) |= has_value(v, x2)
& tb  t1  te & tb  t2  te  x1-  x2  x1+

This property can be used to verify in which situations a certain variable does not
fluctuate much. It has been found, for example, that for the two traces shown in
Section 9.4 and for =1.0, the Critical Point remains stable between time point 450
and 500. In other words, checking P1a(trace, 450, 500, CP) was successful, where
trace is one of the traces of Section 9.4, i.e. either trace1 (corresponding to person 1,
i.e., the perfectionist) or trace2 (corresponding to person 2, the non-perfectionist).
P1b - Stability of Variable v around Value x
For all time points t between tb and te in trace 
the value of v is between x - α and x + α (where α is a constant).
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P1b (:TRACE, tb, te:TIME, v:VAR, x:REAL) 
t:TIME y:REAL
state(, t) |= has_value(v, y) & tb  t  te  x-  y  x+

As a variant of P1a, property P1b can be used to check whether a variable stays
around a certain value (which has to be given as an extra argument). For example,
property P1b (trace, 1, 250, TL, 290) was true for the traces of Section 9.4 (which
was expected, since the Task Level was set to 290 by hand in that period).
P2 - Monotonic Decrease of Variable v
For all time points t1 and t2 between tb and te in trace 
if at t1 the value of v is x1 and at t2 the value of v is x2 and t1 < t2, then x1  x2
P2 (:TRACE, tb, te:TIME, v:VAR) 
t1,t2:TIME x1,x2:REAL
state(, t1) |= has_value(v, x1) & state(, t2) |= has_value(v, x2) &
tb  t1  te & tb  t2  te & t1 < t2  x1  x21

Property P2 can be used to check whether a variable decreases monotonically over a
certain interval. For example, the Experienced Pressure turned out to decrease over
the first half of the trace of person 2 (i.e., property P2(trace2, 1, 250, EP)
succeeded).
P3 - Variable v between Boundaries
For all time points t between tb and te in trace 
if at t the value of v is x, then min < x < max.
P3 (:TRACE, tb, te:TIME, v:VAR, max, min:REAL) 
t:TIME x:REAL
state(, t) |= has_value(v, x) & tb  t  te  min  x  max

This property can be used to check whether a variable stays between certain
boundaries. For example, the Exhaustion should never become lower than 0 or
higher than 1, which indeed turned out to be the case for the generated traces (i.e.,
property P3(trace, 1, 500, EX) succeeded).
P4 - Variable v1 above v2
For all time points t between tb and te in trace 
if at t the value of v1 is x1 and the value of v2 is x2 then x1  x2.
1

Note that a stronger variant of this (and similar) properties can be created by replacing  by

>
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P4 (:TRACE, tb, te:TIME, v1, v2:VAR) 
t:TIME x1,x2:REAL
state(, t) |= has_value(v1, x1) & state(, t) |= has_value(v2, x2) & tb  t  te x1 x2

Property P4 can be used to check whether a variable value stays above (or below)
another variable value during a specified interval. For example, if the model has
been set up correctly, the Generated Effort should never exceed the Maximal Effort.
Also this check turned out to succeed for the generated traces (i.e., property P4
(trace, 1, 500, ME, GE) succeeded).
P5a - Variable v Approaches Value x
For all time points t1 and t2 between tb and te in trace 
if at t1 the value of v is x1and at t2 the value of v is x2 and t1<t2
then |x-x1||x-x2|.
P5a (:TRACE, tb, te:TIME, v:VAR, x:REAL) 
t1,t2:TIME x1,x2:REAL
state(, t1) |= has_value(v, x1) & state(, t2) |= has_value(v, x2) &
tb  t1  te & tb  t2  te & t1 < t2  |x-x1|  |x-x2|

By checking property P5a, one can check whether a variable eventually approaches
a certain (given) value. This can be used, among others, to check in which situations
the system ends up in one of the equilibria calculated in Section 9.5.1. For example,
for the generated traces, the case where the Experienced Pressure Change = 0 (as
described in Section 9.5.1) can be confirmed for the end of the simulation: property
P5a (trace, 475, 500, EPC, 0.0) succeeded for those traces.
P5b - Variable v Approaches Value x with Speed s
For all time points t1 and t2 between tb and te in trace 
if at t1 the value of v is x1 and at t2 the value of v is x2 and t2 = t1+1
then s * |x-x1|  |x-x2| (where s is a constant).
P5b (:TRACE, tb, te:TIME, v:VAR, x:REAL) 
t1,t2:TIME x1,x2:REAL
state(, t1) |= has_value(v, x1) & state(, t2) |= has_value(v, x2) &
tb  t1  te & tb  t2  te & t2 = t1+1 |x-x1| * s  |x-x2|

Property P5b is a refinement of P5a. It can be used to check not only whether a
variable approaches some value, but also to determine the speed s with which this
happens (where 0 < s < 1, and a high s denotes a slow speed). For the case of the
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EPC described above, this s turned out to be 0.96904 for trace1 and 0.99997 for
trace22.
P6 - Higher variable v1 (in m1) leads to lower variable v2
If in trace 1 at tb the value of v1 is x1 and in trace 2 at tb the value of v1 is x2
and in trace 1 at te the value of v2 is y1 and in trace 2 at te the value of v2 is y2
then if x1  x2, y1  y2 and if x1  x2, y1  y2
P6 (1, 2:TRACE, tb, te:TIME, v1, v2:VAR) 
x1,x2,y1,y2:REAL
state(1, tb) |= has_value(v1, x1) & state(2, tb) |= has_value(v1, x2) &
state(1, te) |= has_value(v2, y1) & state(2, te) |= has_value(v2, y2) &
 [ x1x2  y1y2 ] & [ x1x2  y1y2 ]

This property can be used to determine how variables influence each other. A
specific variant of the property is P6 (trace1, trace2, 1, 500, OEP, CP), which
checks whether persons with a high Optimal Experienced Pressure (i.e.,
perfectionists, those that try to work much under stress) eventually end up with a
lower Critical Point than those with a lower OEP, given the same circumstances.
This property was satisfied for all of the generated traces (i.e., for the traces shown
in Section 9.4, but also for a large number of other traces under various parameter
settings).

9.6

Experimental setup

This section presents the experiment that is used for validation of the functional
state model. Using the participant data from the experiment, two parameter tuning
techniques are applied (in Section 9.7) to find the appropriate parameters for the
model. In Section 9.6.1 a brief overview of the participants is given. The main part
of the experiment is a game that combines a motor task and a cognitive task.
Section 9.6.2 gives a description of these tasks. In Section 9.6.3, the procedure of
the experiment is explained. Finally, Section 9.6.4 describes how data from the
experiment can be used as input for the functional state model portrayed in Section
9.2.

9.6.1

Participants

In this study, 31 people participated (18 males, 13 females), of which 25 students at
the VU University Amsterdam. Participants ranged in age from 17 to 57 years, with
a mean age of 26 years. The experiment took approximately 1 hour, and participants
received a voucher of 10 euro in return for their participation. In addition, there was
a voucher of 100 euro for the one with the best score on the Experimental Task.
2

Note that lower numbers can be obtained by using t+10 in property P5b instead of t+1
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9.6.2

Experimental task

The main task in the experiment was a simple shooting game where the goal was to
obtain as many points as possible. A screenshot of this game is displayed in Figure
4.

Figure 4. Screenshot of the experimental task
The object at the bottom of the screen represented the participant’s weapon. Other
objects (friends and enemies, represented by small circles) were falling down at
various locations and speeds. The purpose of the game was to shoot the enemies
before they hit the ground. Participants could shoot a missile by a mouse click at a
specific location; the missile would then move from the weapon to that location and
explode exactly at the location of the mouse click. The speed with which the missile
reached this location was 79.6 pixels per second. When an object was within a
radius of 50 pixels of the explosion, the object was destroyed. The number of points
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the participants received for hitting an enemy was proportional to the proximity of
the explosion. When participants shot a friend, or when an enemy reached the
bottom of the screen, they would lose -10000 points. When a friendly object
reached the bottom of the screen, participants would receive 1000 points.
In addition, next to the objects, a mathematical equation was displayed on the
screen. A correct equation indicated that the corresponding object was friendly and
should not be shot. An incorrect equation indicated that the object was an enemy
and should be shot before it reached the bottom of the screen.

9.6.3

Procedure

For the experiment a 2-factor within subjects design was used. For each participant,
two different conditions were tested. The first condition (Condition 1) was similar
to the scenario described in Section 9.4. This scenario started with a low task level
and continued with a high task level. This order was reversed for the second
condition (Condition 2), which started with a high task level and continued with a
low task level. The first condition (low-high) started with 1 object present per 10.00
seconds. After 7.5 minutes, the number of objects which were present per second (1
object per 2.25 seconds) was increased. Condition 2 (high-low) started with a high
task level and after 7.5 minutes the number of objects which were present per
second was decreased. Both conditions took 15 minutes in total. The conditions
were counterbalanced over the participants, to correct for a possible order effect,
such that participants with an odd number started with Condition 2 and participants
with an even number started with Condition 1.
Participants started the experiment with filling out a personality questionnaire with
questions from the NEO-PI-R and the NEO-FFI (Costa and McCrae, 1992); with
these questions some aspects of each participant’s personality were measured, to
serve as input for the personality profile of the functional state model. Neuroticism
and extraversion were measured with the NEO-FFI. With the NEO-PI-R
vulnerability (part of neuroticism) and ambition (part of conscientiousness) were
measured.
After the questionnaire, participants performed three small tests each consisting of
30 trials which were equal between participants. These tests served as input for
model validation (see the next subsection and Appendix A for the explanation
thereof). The instructions for each test were shown on the screen. Participants
started with a simple choice Reaction Time test (choice-RT), where a square was
presented either left or right from a fixation cross at the centre of the screen.
Participants had to react with either the left arrow (when the square was presented
left) or the right arrow (when the square was presented right). The second test was a
task where calculations were presented similar to the calculations in the calculation
task of the experiment. Like in the experiment, participants had to choose whether
the calculation was correct (left arrow) or incorrect (right arrow). The third small
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test (mouse-RT) was another Reaction Time task; here a circular target was
presented somewhere on the screen. Participants had to react quickly and precisely
by clicking with the mouse as close as possible to the centre.
After the three small tasks, participants practiced during 3 minutes for the
experiment described in the previous subsection. The goal of the practice task was
familiarize with the shooting and calculation tasks. After practice the participants
started the experiment with either condition 1 or condition 2, which both took 15
minutes.

9.6.4

From experiment data to functional state model

In order to validate the model, data from the experiment were used to calculate the
values of several concepts of the functional state model, namely personality profile,
basic cognitive abilities and expertise profile.
Participants started the experiment with filling out a personality questionnaire with
questions from the NEO-PI-R and the NEO-FFI (Costa and McCrae, 1992); with
these questions some aspects of each participant’s personality were measured, to
serve as input for the personality profile of the functional state model. Neuroticism
and extraversion were measured with the NEO-FFI. With the NEO-PI-R
vulnerability (part of neuroticism) and ambition (part of conscientiousness) were
measured.
After the questionnaire, participants performed three small tests each consisting of
30 trials which were equal between participants. These tests served as input for
model validation (see the next subsection and Appendix A for the explanation
thereof). Instructions for each test were shown on the screen. The first test was a
simple choice Reaction Time test (choice-RT), where a square was presented either
left or right from a fixation cross at the centre of the screen. Participants had to react
with either the left arrow (when the square was presented left) or the right arrow
(when the square was presented right). The second test was a task where
calculations were presented. Again, participants had to choose whether the
calculation was correct (left arrow) or incorrect (right arrow). The third small test
(mouse-RT) was another Reaction Time task; here a circular target was presented
somewhere on the screen. Participants had to react quickly and precisely by clicking
with the mouse as close as possible to the centre.
In order to validate the model, data from the experiment was used to calculate the
values of several concepts of the functional state model, namely personality profile,
basic cognitive abilities (BCA) and expertise profile, following theories from
Psychology (Matthews & Deary, 1998; Plomin & Spinath, 2002; Rose et al, 2002;
Salgado, 1997). Hereby, several parameters are introduced that need to be estimated
by the parameter estimation approach as well. Including this, the number of
parameters that should be estimated is 27.
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The personality profile was calculated using the personality characteristics obtained
via the personality questionnaire. Ambition contributes to performance norm, as
people who are more ambitious often aim to show a high performance (Salgado,
1997).
1

5

14

Neuroticism contributes to performance sensitivity, as people who are more
neurotic are more likely to feel pressure when their performance is not as high as
they aim for (see, e.g., Matthews and Deary, 1998; Rose, Murphy, Byard and
Nikzad, 2002).
0.5

5

15

From (Rose, Murphy, Byard and Nikzad, 2002) it was found that people who are
more extravert are more easily distracted and perform worse in circumstances of
underload than people who are introvert. On the other hand, when people score high
on vulnerability, they are likely to perform badly in situations of overload. These
two personality characteristics contribute to optimal experienced pressure.
0.1
0.1
1

16
1

0

0.33, and

1

0.33
1

0.67, and

0

0.67

17

18

In the formulas above, B, C and D are parameters which need to be estimated.
The four remaining concepts in the personality profile have the same value for all
participants: the sensitivity for noise (noise sensitivity; 0), the sensitivity for
generated effort below critical point (low effort sensitivity, 0.3), the sensitivity for a
generated effort above critical point (high effort sensitivity, 0.1) and the sensitivity
for a high exhaustion (exhaustion sensitivity, 0.3). Note that all personal
sensitivities affect the experienced pressure, except for the Optimal Experienced
Pressure, which determines the influence of experienced pressure on motivation.
Basic cognitive abilities are measured using RT and accuracy data from the choiceRT task, as well as the calculation task. Cognitive ability (often referred to as
general cognitive ability ‘g’) strongly depends on processing speed, but also
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psychometric tests like calculations are often used to determine ‘g’ (Plomin and
Spinath, 2002). From the calculations task, the accuracy and the RT are taken:
%

19

From the choice-RT, the reaction time is taken without the error trials:
20
Then, basic cognitive abilities follow from these two formulas:
21
W3, W4 and Z are parameters which need to be estimated, with the restriction that
W3 and W4 add up to 1. Z is a parameter necessary to get BCA in the correct range
(relative to task level and generated effort since the basic cognitive abilities is used
to define the critical point in the model).
The expertise profile is derived from how much experience someone has with the
task itself. Since the task was new to all participants, the expertise profile was
calculated by using the RT and accuracy of the calculation task (since in the
experiment calculations had to be solved) and those of the mouse-RT (since in the
experiment, missiles had to be fired with the mouse as accurately as possible). In
the formulas, W1 and W2 need to be estimated with the constraint that they add up to
1.
%

22
%

_ _

23
24

Furthermore, from the experiment data the situational demands can be calculated.
Although the scenarios were the same for all participants, the calculated task level
could differ due to the performance quality. Therefore, Situational Demands were
calculated per time step per participant. According to the model, situational
demands and the expertise profile together contribute to task level.
1.5

25

Finally, a good measure of functional state is the performance quality. In the
experiment, performance quality was measured in terms of efficiency and
effectiveness. Efficiency represented the number of missiles necessary to shoot an
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enemy. Effectiveness was dependent on how close to the object the missile
exploded (explosion fraction) and whether an enemy or friend was shot. When an
enemy was hit, the effectiveness was calculated from the explosion fraction.
1

_

⁄2.0

26

Effectiveness was 0 when a friend was shot or an enemy landed. When a friend
landed, effectiveness was 1. Finally, the task execution state (Objective Task
Execution State) was calculated using both effectiveness and efficiency:
0.25

9.7

0.75

2

27

Estimation of parameters

The process of determining unknown parameters of a mathematical model from
(noisy) input-output data is often called parameter estimation. This section presents
the results of parameter estimation for the functional state model using two
essentially different methods: Section 9.7.1 considers a gradient-based approach,
whereas an approach based on probabilistic search is considered in Section 9.7.2.
Section 9.7.3 presents the results of the estimation.

9.7.1

Gradient-based parameter estimation

One of the methods used commonly for parameter estimation is the least squares
method. In this method an estimator of  is chosen that minimizes the sum of the
squares of the error:
1
Here z is a vector of the measurements, y is a nonlinear vector valued function,  is
a vector of the unknown parameters. The minimization of E w.r.t.  gives:
0

2

is the least-square estimator of . Then, an iterative procedure based on the
Here
expansion (linearization) of y() by Taylor’s series is used to solve (24)
approximately.
It is known that the least squares method lacks stability and precision, when
measurement data contain noise (Sorenson, 1980). This was also observed when the
method was applied to the functional state model. The convergence of the parameter
estimation was highly dependent on the choice of the initial parameter values and
often was not achieved in the experiments performed.
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To handle the problem of stability and the measurement noise, a method based on
the maximum likelihood principle (of which the least squares method is a special
case) has been used. In line with this principle a likelihood function of the
measurement data and the unknown parameters is defined. This function is
essentially the probability density function of the measurement data given the
parameter values p(z|θ). In this case it is assumed that the measurements contain
noise which is zero-mean and has a Gaussian distribution. The measurement data
are represented by the random, normally distributed variable z. Such an assumption
is often made for dynamic systems in many areas (Sorenson, 1980). The parameter
vector ˆML , which makes the likelihood function most probable to obtain the
measurements z (i.e., which maximizes the likelihood function) is called the
maximum likelihood estimate; it is obtained by minimizing the error function
(Sorenson, 1980):
1
2

2

| |

3

Here the measurements obtained are discrete time, N is the number of
measurements, R is the measurement noise covariance matrix. The estimate of R is
obtained as:
1

4

The maximum likelihood estimates are consistent, asymptotically unbiased and
efficient (Sorenson, 1980). The calculation of the maximum likelihood estimate is
performed iteratively. The estimate value at the (k+1) iteration is determined as:
5
Here the first gradient is defined as:
6
For the functional state model the expressions for the partial derivatives w.r.t. the
parameters (i.e., sensitivity coefficients) have been obtained analytically. The
analytical determination of the second gradient is more involved, therefore a GaussNewton numerical approximation has been used for it:
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7
Such an approximation does not cause a significant error in the parameter estimate.
Furthermore, the use of the second gradient speeds up the convergence of the
estimation process significantly.
ALGORITHM: ML-PARAMETER-ESTIMATION
Input:
Initial values of the parameters 1, maximal number of
iterations itmax; satisfactory error value err_sat; matrix of the
input values U; matrix of the output values Z
Output:
Maximum likelihood estimate ML
1
2
3
4
5
6
6a
6b
6c
6d
6e
7
8
9

i=1
Until i  itmax perform steps 3-7
Calculate the current state of the system using the model
equations
Calculate the output root mean square error erri using (8).
if err  err_sat, then ML = i; exit endif.
if i < itmax, then
Calculate the noise covariance matrix R using (4)
Calculate the sensitivity coefficients  y /  
Calculate the first and second gradients using the
formulae (6) and (7) respectively.
Calculate the parameter values for the next iteration
i+1 using (5)
endif
i = i+1
Find the minimum error errm in {erri| i=1..itmax}; then ML = m;
exit

The state values of the system were calculated by numerical integration of the
model equations using the 4th order Runge-Kutta method, which has proven to be
both accurate and stable. The estimation error is calculated in each iteration as root
mean square error:

8

The parameter estimation procedure based on the maximum likelihood principle has
been implemented using the following algorithm ML-PARAMETERESTIMATION.
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ML-PARAMETER-ESTIMATION algorithm was implemented in the Matlab 7
environment. The worst case complexity is estimated as O(NN||M), where NN is
the number of integration points, || is the number of the estimated parameters, M is
the number of outputs. The execution of an iteration took less than 2 seconds on an
average PC.

9.7.2

Simulated annealing

The Simulated Annealing approach (Ingber, 1993) uses a probabilistic technique to
find a parameter setting. In this method a random parameter setting is chosen as the
best available parameter setting at the start. Then a displacement is introduced into
these settings to generate a neighbour of the current parameter settings in the search
space. If this neighbour is found more appropriate representation of the observed
human behaviour then it is marked as the best known parameter setting otherwise a
new neighbour is selected to evaluate its appropriateness. The displacement in the
parameter settings depends on the temperature, in case the temperature is higher, the
steps will become larger. The temperature at a certain time point for the parameter
settings is defined as follows
_

_

9

Here the computational budget is the number of neighbours to be tested for better
approximation. The displacement in the parameter for example γ was derived from
following two equations selecting any one at random.
1
1

_
_

_
_

0, 1
0, 1

10
10

ALGORITHM: SA-PARAMETER-ESTIMATION
Input:
Initial randomly selected values of the parameters 1,
computational budget C; observed human behaviour B;
Output:
Best estimate of parameter settings BE
1
2
3
4
5
6
7
8
9
10
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BE=1
while C  0 perform steps 3-8
Choose a random parameter setting  in neighbourhood of BE
using equation (9 and 10)
Calculate the output root mean square error err for  using (8)
Calculate the output root mean square error errBE for BE using (8)
if err  errBE, then BE = ; errBE = err; endif
Decrease C;
Temperature = C * errBE;
end while
output BE

Design and Validation of a Model for a Human’s Functional State
Above algorithm has been implemented in C++ and applied to the functional state
model. If C is computational budget, then the worst case complexity of the method
can be expressed as О(CB), where B is the number of observed behaviours. Here it
could be observed that computational complexity of this method is independent
number of parameter.

9.8

Validation results

In this section, the results of the validation are shown. The results of both Parameter
Tuning techniques are given in Section 9.8.1; in Section 9.8.2, a formal verification
(as in Section 9.5.2) is performed on traces of data from the experiment.

9.8.1

Results of the estimation

The gradient-based and simulated annealing methods have been applied for the
estimation of 30 parameters of the functional state model. The estimation has been
performed for 31 subjects, for both experimental conditions. The initial setting of
the parameters has been taken from the setting used for simulation purposes in
Section 9.4, which is grounded partially in the psychological literature; in addition,
this setting ensures the desired properties of the modelled system. Figure 5
illustrates the empirical data and the estimated output performance quality for
subject 37, for both conditions. The estimation by both methods shows similar
behavioural patterns in the output of the model. However, the gradient-based
method has a better precision in comparison to the simulated annealing. The root
mean square errors calculated in both parameter estimation methods are given in
Table 2. To evaluate the quality of estimation also other measures have been used.
In particular, the Cramer-Rao bounds provide a useful measure of relative accuracy
of the estimated parameters (Sorenson, 1980). This measure sets a lower bound on
the standard deviation of the estimators:
13
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Figure 5. Empirical data and the estimated output performance quality for subject
37 for condition1 (left) and condition 2 (right)
Here I() is the information matrix:
log

|

14

For efficient estimation the equality holds. Furthermore, for the maximum
likelihood method, I() = 2 E(), which also needs to be calculated for (9); thus
no additional computation effort for the evaluation of this measure is required.
Using this measure at least 57% (70% in the best case) of the estimated parameters
have been identified as accurate for all subjects in both conditions (relative standard
deviation (rsd)  5%). Other parameters, although less accurate (5% < rsd < 40%)
still have a degree of confidence.
Another useful criterion for judging the quality of the estimates is the correlation
coefficients among the estimates calculated as:
15
Only one significant correlation between the parameters A and  has been
identified.
The precision of the parameter estimation is essential for prediction of the system
dynamics using the model. To examine predictive capabilities of a model, crossvalidation is often used. In the cross-validation of the functional state model, the
empirical data of Condition 2 have been used for the parameter estimation, whereas
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the data of Condition 1 were used for validation of the model with the parameter
estimates obtained from Condition 2.
Table 2. Root mean square errors of estimation by the gradient-based (GB) and
simulated annealing (SA) methods for all subjects in both experimental conditions
Error range

< 0.1

[0.1, 0.25)

[0.25, 0.4)

> 0.4

Subjects in G 21
condition 1 B
S
A

11-20, 22,
24-41
40

-

-

Subjects in G 12, 15, 18,
condition 2 B 20, 21, 23,
27, 30

11, 13, 14,
16, 17, 19,
22, 24-26,
28, 32-41
17, 26, 30,
31, 34. 35,
37, 40

11, 12, 22,
24-26, 30,
32-39, 41
29, 31

13-18, 20,
21, 28, 29,
31
-

12, 27, 38,
41

11, 13-16,
18-23, 25,
28, 29, 33,
36, 39

S 32
A

The prediction quality was determined by comparing the root mean square errors
for both conditions. For most of the subjects (84%) in the Gradient-Based
estimation, prediction errors (Table 3) differ from the estimation errors (Table 2,
subjects in Condition 1) insignificantly (less than 10%). Notably, for a number of
subjects in the Simulated Annealing estimation, the prediction errors are lower than
the estimated errors. This indicates that the estimation was not optimal in these
cases. Furthermore, also cross-validation has been performed, in which the data of
Condition 1 were used for the parameter estimation and the data of Condition 2
were used for validation (Figure 6).
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Figure 6. Predicted dynamics for subject 37 in condition 1 using the estimated
parameters from condition 2 (left) and in setting 2 using the parameters from setting
1 (right)
Table 3. Prediction errors of estimation by the GB and SA methods for all subjects
in condition 1 using the estimated parameters from condition 2

9.9

Error range < 0.1

[0.1, 0.25)

[0.25, 0.4)

> 0.4

GB

21

11, 31, 32, 41

33

SA

-

12-20, 22, 2430, 34-40
17, 26, 31, 32,
37, 40

12, 13, 22, 25, 28,
30, 34, 35, 38, 41

11, 14-16, 1821, 29, 33, 39

Validation using logical analysis

Besides showing that parameter settings can be found so that the model accurately
describes and predicts the behaviour of humans as observed during the experiments,
this section focuses on another approach, namely logical verification (as in Section
9.5.2). The idea is that properties are identified that follow from the functional state
model which is being validated, and these properties are verified against the
empirical data that has been obtained. This is done, using the same language as
explained in Section 9.5.2.
For validation, three main properties have been identified that follow from the
functional state model. The first property specifies that performance quality
decreases in case a task level in a certain range is experienced:
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P1 (min_level, max_level, d, x)
If at time point t1 the task level is tl and the performance quality pq, and tl is in the
range [min_level max_level], and until t1+d the task level does not go outside of
these boundaries, then there exists a time point t2> t1 at which the performance
quality is at most x * pq.
P1 (min_level, max_level, d, x) 
:TRACE, t1:TIME, pq1:REAL
[ state(, t1) |= has_value(performance_quality, pq1) &
tl:REAL, t’:TIME  t1 & t’  t1 + d
[state(, t’) |= has_value(task_level, tl) [ tl  max_level & tl  min_ level ] ]
 t2:TIME > t1, pq2:REAL [state(, t2) |= has_value(performance_quality, pq2) &
pq2  x * pq1 ]

This property has been verified using the following values: the min_level has been
set to 20% above the basic cognitive abilities, whereas the max_level is set to the
maximum task level encountered in the experiment. Furthermore, the duration d is
set to 60 time steps (i.e. a minute real time), and x is set to 1 (i.e. the performance
quality should never go up, but can remain the same). These setting follow the
model: in case a task level above the basic cognitive abilities is experienced, the
human becomes exhausted, and the quality can no longer go up. Results show that
this property is satisfied in 60% of the empirical traces. The second property
concerns the opposite: in cases where there is a task level between certain
boundaries, the performance quality should be at least as high as before the period:
P2 (min_level, max_level, d, x)
If at time point t1 the task level is tl and the performance quality pq, and tl is in the
range [min_level, max_level], and until t1+d the task level does not go outside of
these boundaries, then there exists a time point t2> t1 at which the performance
quality is at least x * pq.
P2 (min_level, max_level, d, x) 
:TRACE, t1:TIME, pq1:REAL
[ state(, t1) |= has_value(performance_quality, pq1) &
tl:REAL, t’:TIME  t1 & t’  t1 + d
[state(, t’) |= has_value(task_level, tl)  [ tl  max_level & tl  min_level ] ]
 t2:TIME > t1, pq2:REAL [state(, t2) |= has_value(performance_quality, pq2) &
pq2  x * pq1 ]

In this case, the following settings have been used: The max_level has been set to
20% below the basic cognitive abilities, whereas the min_level is set to 0. The
parameters d and x has been set the same as for the previous property. This property
complies with the work pressure model. In case a task level is experienced which is
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somewhat below the highest task level that can be handled without exhaustion
building up (i.e. the basic cognitive abilities), then the performance will get better,
or at least stay the same (as there is no exhaustion). It has been shown that the
property is satisfied for 45% of the empirical cases.
The final property which has been verified concerns performance quality being
higher for cases whereby there is a lower task level:
P3 (low_level, high_level)
In case the task level at a time point t1 is tl1, and at a time point t2 the task level is
tl2, and tl1 > high_level and tl2 < low_level, then there exists a time point t’ > t1
and there exists a time point t’’ > t2 such that the performance quality at time point
t’ is lower than the performance quality at time point t’’.
P3 (low_level, high_level) 
:TRACE, t1, t2:TIME, tl1, tl2:REAL
[ state(, t1) |= has_value(task_level, tl1) & state(, t2) |= has_value(task_level, tl2) &
tl1  high_level & tl2  low_level ]
 t’, t’’:TIME, pq1, pq2:REAL
[ t' > t1 & t’’ > t2 & state(, t’) |= has_value(performance_quality, pq1) & state(, t’’) |=
has_value(performance_quality, pq2) & pq1 < pq2 ]

Using a setting of low_level of 20% below the basic cognitive abilities, and a
high_level of 20% above the cognitive abilities, this property is satisfied in 60.7%
of the cases. The property complies with the model as a task level beyond the basic
cognitive abilities results in exhaustion, resulting in a worsened performance, which
is not the case for a task level far below the basic cognitive abilities. In total, 25.0%
of the cases comply to property P1, P2, and P3.

9.10

Discussion

In order to develop an intelligent system that supports humans in demanding
circumstances, a computational model is required that describes the dynamics of a
human’s functional state in relation to task performance and the environment. To
this end, this chapter presented such a model, which was developed in dynamical
system style. The model takes task demand and situational aspects as input and
determines internal factors related to humans’ functional states, such as the
experienced pressure, exhaustion and motivation, and how they (may) affect task
performance. Using Matlab, a large number of simulation experiments under
different parameter settings have been performed. These experiments pointed out
that the model is able to produce realistic behaviour of different types of
personalities. Moreover, by a mathematical analysis the equilibria of the model have
been determined, and by automated checking a number of expected properties of the
model have been verified. For example, these checks pointed out that (at least in all
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generated traces), all variables stayed within their boundaries, and the calculated
equilibria are confirmed. In addition, the specific hypothesis that persons with a
high Optimal Experienced Pressure eventually end up with a lower Critical Point
was confirmed.
Although a number of other approaches in the literature address various aspects of
stress, exhaustion, or situation awareness separately (Endsley, 1995; Kaber and
Endsley, 2004; Neerincx, Grootjen and Veltman, 2004), we are not aware of any
attempts to combine all these aspects together in as much detail as the current
approach.
The mathematical and automated analyses described above have been successfully
performed to guarantee internal validity, but this does not guarantee that the model
is directly applicable to real humans, and in particular which personality parameter
values fit to which person. Therefore, as a next step, validation of the model (with
respect to its purpose) in laboratory experiments was performed. The chosen
approach was to offer a human certain demanding tasks, measure its performance
and several physiological data, feed these data into the model, and compare the
output of the model with self-reports of the participants (similar to; Koning,
Maanen and Dongen, 2008). This provides external validation of the model, by
providing realistic parameter settings for different types of individuals. Note that the
chapter does not make an exclusive claim on whether the proposed model is the one
and only model satisfying this application-directed validity criterion.
The experience with the experiment was that the participants were very motivated
to perform well on the main task. This was not only due to the reward; they were
also enthusiastic about the game itself. In order to keep the learning effect to a
minimum and to maintain the participants’ concentration, every participant
performed only two sessions of the 15 minute game. However, precision of
parameter estimation will increase when measurements of more within-subject
conditions are taken.
The results obtained for the parameter estimation are satisfactory. However, a
number of parameters (35% in average) were evaluated as less accurate, and,
therefore, less reliable. Partially this can be explained by a large overall number of
parameters being estimated. Most of the less precise parameters have a weak
relation to the measured output (e.g., noise sensitivity). Furthermore, since the
empirical data were collected based on irregular events (i.e., actions of humans),
some intervals contained an amount of information that was insufficient for
estimation. Despite this, as shown in the chapter, the models with estimated
parameters demonstrated good predictive capabilities in the cross-validation, which
is a strong indicator of validity of the model for the purpose for which it was
developed, namely personalized support.

203

Analysis and Validation of Models for Trust Dynamics
The trends as predicted by the model have also been verified against the empirical
material. The results show that a reasonable percentage of the traces satisfy each of
these individual properties. The combination of all three properties is however only
satisfied in 25% of the cases, which can mainly be attributed to the aforementioned
collection based on irregular events, making the data obtained more prone to sudden
changes.
The topic of model validation received much attention in the areas of Psychology
and Social Science. In particular, a validation approach from (Yilmaz, 2006)
distinguishes the validation phases similar to the ones considered in the chapter
(e.g., conceptual and operational validation); however, the precise elaboration of the
phases is focused largely on social processes, which are not relevant for our work.
Furthermore, examples of model validation are found in psychology, e.g. on the
subject of visual attention (Parkshurst, Law and Niebur, 2002), however often no
parameter estimation is involved.
In future research, the considered parameter estimation methods will be extended
for the case of real-time estimation, which accounts for human learning.
Furthermore, a personal assistant agent will be implemented that is able to monitor
and balance work pressure of the human in a timely and knowledgeable manner. By
incorporating such methods, which open possibilities to further tailor the presented
model to individual cases, the model can become more personalized and flexible.
The authors believe that this is crucial to provide effective support to humans that
operate in demanding circumstances.
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CHAPTER 10
VALIDATION AND VERIFICATION OF
AGENT MODELS FOR TRUST:
INDEPENDENT COMPARED TO RELATIVE
TRUST
by
Hoogendoorn, M., Jaffry, S.W. and Maanen, P.-P. van.

In this chapter, the results of a validation experiment for two existing
computational trust models describing human trust are reported. One model
uses experiences of performance in order to estimate the trust in different
trustees. The second model in addition carries the notion of relative trust.
The idea of relative trust is that trust in a certain trustee not solely depends
on the experiences with that trustee, but also on trustees that are considered
competitors of that trustee. In order to validate the models, parameter
adaptation has been used to tailor the models towards human behaviour. A
comparison between the two models has also been made to see whether the
notion of relative trust describes human trust behaviour in a more accurate
way. The results show that taking trust relativity into account indeed leads
to a higher accuracy of the trust model. Finally, a number of assumptions
underlying the two models are verified using an automated verification tool.
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Validation and Verification of Agent Models for Trust

10.1

Introduction

When considering relations and interaction between agents, the concept of trust is of
utmost importance. Within the domain of multi-agent systems, the concept of trust
has been a topic of research for many years (e.g., Ramchurn, Huynh and Jennings,
2004; Sabater and Sierra, 2005). Within this research, the development of models
expressing how agents form trust based upon direct experiences with a trustee or
information obtained from parties other than the trustee is one of the central themes.
Some of these models aim at creating trust models that can be utilized effectively
within a software agent environment (e.g., Maanen, Klos and Dongen, 2007)
whereas other models aim to present an accurate model of human trust (e.g.,
Hoogendoorn, Jaffry and Treur, 2008; Falcone and Castelfranchi, 2004; Jonker and
Treur, 1999). The latter type of model can be very useful when developing a
personal assistant agent for a human with the awareness of the human’s trust in
different other agents (human or computer) and him or herself (trustees). This could
for example avoid advising to use particular information sources that are not trusted
by the human or could be used to enhance the trust relationship with the personal
assistant agent itself.
In order for computational trust models to be usable in real life settings, the validity
of these models should be proven first. However, relatively few experiments have
been performed that validate the accuracy of computational trust models upon
empirical data. For instance, in (Jonker, Schalken, Theeuwes and Treur 2004) an
experiment has been conducted whereby the trends in human trust behaviour have
been analyzed to verify properties underlying trust models developed in the domain
of multi-agent systems. However, no attempt was made to fit the model to the
trusting behaviour of the human.
In this chapter, the results of a validation experiment for two computational trust
models describing human trust are reported. A trust model taken from (Maanen,
Klos and Dongen, 2007), which was inspired on the trust model described in
(Jonker and Treur, 1999), has been taken as a baseline model. This model uses
experiences of performance in order to estimate the trust in different trustees and is
an influential model in the domain of agent systems. The second model which is
validated in this study is a model which also carries the notion of relative trust as
described in Chapter 2. The idea of relative trust is that trust in a certain trustee not
solely depends on the experiences with that trustee, but also with trustees that are
considered competitors of that trustee. A comparison between the two models is
also made to see whether the notion of relative trust describes human trust
behaviour in a more accurate way.
The validation process includes a number of steps. First, an experiment with
participants has been performed in which trust plays an important role. As a result,
empirical data has been obtained, that is usable for validating the two models. One
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part of the dataset is used to learn the best parameters for the two different trust
models. Then these parameters are used to estimate human trust, using the same
input as was used to generate the other part of the dataset. Finally, a number of
assumptions underlying the two trust models are verified upon the obtained dataset
using an automated verification tool. These assumptions are useful to verify
whether the humans indeed exhibit the patterns that are used as a basis for the
development of trust models.
This chapter is organized as follows. First, the two trust models that have been used
in this study are explained in Section 10.2. The experimental method is explained in
Section 10.3. Thereafter, the results of the experiment in terms of model validation
and verification are described in Section 10.4. Finally, Section 10.5 is a discussion.

10.2

Agent models for trust

In this section the two types of trust models which are subject of validation are
described. In Section 10.2.1 a model is explained that estimates human trust in one
trustee independent of the trust in other trustees. In contrast, in Section 10.2.2 a
model is described for which this relative dependency actually is important.

10.2.1 Independent trust model
This section describes the independent trust model (Jonker and Treur, 1999;
Maanen, Klos and Dongen, 2007). In this model trustees are considered rational and
are therefore thought of having no bias to calculate trust. Trust is based on
experiences and there is a certain decay of trust.
For the present study, it is assumed that a set of trustees {S1, S2, . . . , Sn} is available
that can be selected to give particular advice at each time step. Upon selection of
one of the trustees (Si), an experience is passed back indicating how well the trustee
performed. This experience (Ei(t)) is a number on the interval [-1, 1]. Hereby, -1
expresses a negative experience, 0 is a neutral experience and 1 a positive
experience.
There is also a decay parameter λi in the model, for which holds that 0 ≤ λi ≤ 1.
Given the above, trust now can be calculated by means of the following formula:
1

1

1

1
2

The independent trust is calculated for each trustee. Note that the experience is
mapped to the domain [0, 1] in this equation. Eventual reliance decisions are made
by determining the maximum of the independent trust over all trustees. For more
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details on the rationale behind the formula, see (Jonker and Treur, 1999; Maanen,
Klos and Dongen, 2007).

10.2.2 Relative trust model
This section describes the relative trust model presented in Chapter 2. In this model
trustees are considered competitors, and the human trust in a trustee depends on the
relative experiences with the trustee to the experiences from the other trustees. The
model defines the total trust of the human as the difference between positive trust
and negative trust (distrust) on the trustee. The model includes several parameters
representing human characteristics including trust flexibility βi (measuring the
change in trust on each new experience), decay γi (decay in trust when there is no
experience) and autonomy i (dependence of the trust calculation considering other
options). The model parameters βi , γi and i have values from the interval [0, 1].
As mentioned before, the model is composed of two models: one for positive trust,
accumulating positive experiences, and one for negative trust, accumulating
negative experiences. Both negative and positive trusts are represented by a number
between [0, 1]. The human’s total trust Ti(t) in Si is the difference in positive and
negative trust in Si at time point t, which is a number between [-1, 1], where -1 and
1 represent the minimum and maximum values of trust, respectively. The human’s
initial total trust in Si at time point 0 is Ti(0), which is the difference in initial trust
T+i(0) and distrust T-i(0) in Si at time point 0.
As a differential equation the change in positive and negative trust over time is
described in the following manner in Chapter 2:
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In these equations, Ei(t) is the experience value given by Si at time point t.
Furthermore, τ+i(t) and τ-i(t) are the human’s relative positive and negative trust in Si
at time point t, which is the ratio of the human’s positive or negative trust in Si to
the average human’s positive or negative trust in all trustees at time point t defined
as follows:
∑

⁄

and

∑

⁄

Finally, the total change in trust can be calculated as follows (using which the new
trust value can easily be calculated):
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Similarly as for the independent trust model, the trustee with the highest trust value
is relied upon.

10.3

Method

In this section the experimental methodology is explained. In Section 10.3.1 the
participants are described. In Section 10.3.2 an overview of the used experimental
environment is given. Thereafter, the procedure of the experiment is explained in
four stages: In Sections 10.3.3, 10.3.4, 10.3.5 and 10.3.6, the procedures of data
collection, parameter adaptation, model validation and verification are explained,
respectively. The results of the experiment are given in Section 10.4.

10.3.1 Participants
Eighteen participants (eight male and ten female) with an average age of 23
(SD=3.8) were found to be willing to participate in the experiment as paid
volunteers. Non-colour blinded participants were selected. All were experienced
computer users, with an average of 16.2 hours of computer usage each week
(SD=9.32).

10.3.2 Task
The experimental task was a classification task in which two participants on two
separate personal computers had to classify geographical areas according to specific
criteria as areas that either needed to be attacked, helped or left alone by ground
troops. The participants needed to base their classification on real-time computer
generated video images that resembled video footage of real unmanned aerial
vehicles (UAVs). On the camera images, multiple objects were shown. There were
four kinds of objects: civilians, rebels, tanks and cars. The identification of the
number of each of these object types was needed to perform the classification. Each
object type had a score (either -2, -1, 0, 1 or 2, respectively) and the total score
within an area had be determined. Based on this total score the participants could
classify a geographical area (i.e., attack when above 2, help when below -2 or do
nothing when in between). Participants had to classify two areas at the same time
and in total 98 areas had to be classified. Both participants did the same areas with
the same UAV video footage.
During the time a UAV flew over an area, three phases occurred: The first phase
was the advice phase. In this phase both participants and a supporting software
agent gave an advice about the proper classification (attack, help, or do nothing).
This means that there were three advices at the end of this phase. It was also
possible for the participants to refrain from giving an advice, but this hardly
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occurred. The second phase was the reliance phase. In this phase the advices of both
the participants and that of the supporting software agent were communicated to
each participant. Based on these advices the participants had to indicate which
advice, and therefore which of the three trustees (self, other or software agent), they
trusted the most. Participants were instructed to maximize the number of correct
classifications at both phases (i.e., advice and reliance phase). The third phase was
the feedback phase, in which the correct answer was given to both participants.
Based on this feedback the participants could update their internal trust models for
each trustee (self, other, software agent).
In Figure 1 the interface of the task is shown. The map is divided in 10 x 10 areas.
These boxes are the areas that were classified. The first UAV starts in the top left
corner and the second one left in the middle. The UAVs fly a predefined route so
participants do not have to pay attention to navigation. The camera footage of the
upper UAV is positioned top right and the other one bottom right.

Figure 1. Interface of the task
The advice of the self, other and the software agent was communicated via
dedicated boxes below the camera images. The advice to attack, help, or do nothing
was communicated by red, green and yellow, respectively. On the overview screen
on the left, feedback was communicated by the appearance of a green tick or a red
cross. The reliance decision of the participant is also shown on the overview screen
behind the feedback (feedback only shown in the feedback phase). The phase
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depicted in Figure 1 was the reliance phase before the participant indicated his
reliance decision.

10.3.3 Data collection
During the above described experiment, input and output were logged using a
client-server application. The interface of this application is shown in Figure 2. Two
other client machines, that were responsible for executing the task as described in
the previous subsection, were able to connect via a local area network to the server,
which was responsible for logging all data and communication between the clients.
The interface shown in Figure 2 could be used to set the client’s IP-addresses and
ports, as well as several experimental settings, such as how to log the data. In total
the experiment lasted approximately 15 minutes per participant.

Figure 2. Interface of the application used for gathering validation data (Connect),
for parameter adaptation (Tune) and validation of the trust models (Validate)
Experienced performance feedback of each trustee and reliance decisions of each
participant were logged in temporal order for later analysis. During the feedback
phase the given feedback was translated to a penalty of either 0, 0.5 or 1,
representing a good, neutral or poor experience of performance, respectively. This
directly maps to the value (Ei(t)+1) / 2 in the trust models. During the reliance
phase the reliance decisions were translated to either 0 or 1 for each trustee Si,
which represented that one relied or did not rely on Si.
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10.3.4 Parameter adaptation
The data collection described in Section 10.3.3 was repeated twice on each group of
two participants, called condition 1 and condition 2, respectively. The data from one
of the conditions was used for parameter adaptation purposes for both models, and
the data from the other condition for model validation (see Section 10.3.5). This
process of parameter adaptation and validation was balanced over conditions, which
means that condition 1 and condition 2 switch roles, so condition 1 is initially used
for parameter adaptation and condition 2 for model validation, and thereafter
condition 2 is used for parameter adaptation and condition 1 for model validation
(i.e. cross-validation). Both the parameter adaptation and model validation
procedure was done using the same application as was used for gathering the
empirical data. The interface shown in Figure 2 could also be used to alter
validation and adaptation settings, such as the granularity of the adaptation.
The number of parameters of the models presented in Section 10.2 to be adapted for
each model and each participant suggest that an exhaustive search as described in
Chapter 8 for the optimal parameters is feasible. This means that the entire
parameter search space is explored to find a vector of parameter settings resulting in
the maximum accuracy (i.e., the amount of overlap between the model’s predicted
reliance decisions and the actual human reliance decisions) for each of the models
and each participant. The corresponding code of the implemented exhaustive search
method is shown in Algorithm 1.
ALGORITHM 1: ES-PARAMETER-ADAPTATION (E, RH)
1
δbest= ∞, X = 0
2
for all parameters x in vector X do
3
for all settings of x do
4
δ x= 0
5
for all time points t do
6
e = E(t), rM = RM (e, X), rH = RH (e)
7
if rM not equal rH then
8
δx= δx+1
9
end if
10
end for
11
if δx < δbest then
12
Xbest= X, δbest= δx
13
end if
14
end for
15 end for
16 return Xbest
In this algorithm, E(t) is the set of experiences (i.e., performance feedback) at time
point t for all trustees, RH(e) is the actual reliance decision the participant made (on
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either one of the trustees) given a certain experience e, RM(e,X) is the predicted
reliance decision of the trust model M (either independent or relative) given an
experience e and candidate parameter vector X (reliance on either one of the
trustees), X is the distance between the estimated and actual reliance decisions given
a certain candidate parameter vector X, best is the distance resulting from the best
parameter vector Xbest found so far. The best parameter vector Xbest is returned when
the algorithm finishes. This parameter adaptation procedure was implemented in
Microsoft ® C#.Net 2005 development environment.
If for Algorithm 1 the number of parameters is μ and Γ the granularity for each
parameter, N the number of trustees and B the number of reliance decisions (i.e.,
time points) made by the human, then the worst case complexity of the algorithm is
expressed as O(10μΓ*B*N). The complexity also depends on N, since RM(e,X) results
in a calculation of trust values over all trustees. For the independent trust model it
holds that μ = 1 (i.e., the parameter λi) and for the relative trust model μ = 3 (i.e.,
the three parameters βi, γi, i). In the current experiment it furthermore holds that Γ
= 2 (i.e., steps of .01), N = 3 (the two humans and the software agent) and B = 98
(the total of classified geographical areas). This means that 2.94x104 computation
steps are needed for the independent trust model and 2.94x108 for the relative trust
model, which took on average 31 milliseconds for the first, and 3 minutes and 20
seconds computation time for the second model3.

10.3.5 Validation
In order to validate the two models described in Section 10.2, the measurements of
experienced performance feedback were used as input for the models and the output
(predicted reliance decisions) of the models was compared with the actual reliance
decisions of the participant. The overlap of the predicted and the actual reliance
decisions was a measure for the accuracy of the models. The results are in the form
of dynamic accuracies over time, average accuracy per condition (1 or 2) and per
trust model (independent or relative). A comparison between the averages per
model and the interaction effect between condition role allocation (i.e., parameter
adaptation either in condition 1 or 2) and model type, is done using a repeated
measures analysis of variance (ANOVA).

10.3.6 Verification
Next to a validation using the accuracy of the prediction using the models, another
approach has been used to validate the assumptions underlying existing trust
models. The idea is that properties that form the basis of trust models are verified
3
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This was on an ordinary PC with an Intel(R) Core(TM)2 Quad CPU @2.40 GHz inside.
Note that 31 x (2x94x108)/2x94x104 milliseconds = 5.17 minutes ≠ 3.33 minutes
computation time. This is due to a fixed initialization time of on average 11 ms for both
models.
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against the empirical results obtained within the experiment. In order to conduct
such an automated verification, the properties have been specified in a language
called Temporal Trace Language (TTL) (Bosse, Jonker, Meij, Sharpanskykh and
Treur, 2009) that features a dedicated editor and an automated checker. The
language TTL is explained first, followed by an expression of the desired properties
related to trust.
10.3.6.1 Temporal trace language (TTL)
The predicate logical temporal language TTL supports formal specification and
analysis of dynamic properties, covering both qualitative and quantitative aspects.
TTL is built on atoms referring to states of the world, time points and traces, i.e.
trajectories of states over time. In addition, dynamic properties are temporal
statements that can be formulated with respect to traces based on the state ontology
Ont in the following manner. Given a trace  over state ontology Ont, the state in 
at time point t is denoted by state(, t). These states can be related to state properties
via the formally defined satisfaction relation denoted by the infix predicate |=, i.e.,
state(, t) |= p denotes that state property p holds in trace  at time t. Based on these
statements, dynamic properties can be formulated in a formal manner in a sorted
first-order predicate logic, using quantifiers over time and traces and the usual firstorder logical connectives such as , , , , , . For more details on TTL, see
(Bosse, Jonker, Meij, Sharpanskykh and Treur, 2009).
10.3.6.2 Properties for trust models
Within the literature on trust, a variety of properties have been expressed
concerning the desired behaviour of trust models. In many of these properties, the
trust values are explicitly referred to, for instance in the work of (Jonker and Treur,
1999) characteristics of trust models have been defined (e.g., monotonicity and
positive trust extension upon positive experiences). In this chapter however, the
trust function is subject of validation and hence, cannot be taken as a basis.
Therefore, properties are expressed on an external basis, solely using the
information which has been observed within the experiment to see whether these
behaviours indeed comply with the desired behaviour of the trust models. This
information is then limited to the experiences that are received as an input and the
choices that are made by the human that are generated as output. The properties
from Chapter 5 are taken as a basis for these properties. Essentially, the properties
indicate the following desired behaviour of human trust:
1.
2.
3.

Positive experiences lead to higher trust
Negative experiences lead to lower trust
Most trusted trustee is selected

As can be seen, the properties also use the intermediate state of trust. In order to
avoid this, it is however possible to combine these properties into a single property
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that expresses a relation between the experiences and the selection (i.e., the above
items 1 + 3 and 2 + 3). Two of these properties are shown below. In addition, a
property is expressed which specifies the notion of relativity in the experiences and
the resulting selection of a trustee. The first property expresses that a trustee that
gives the absolute best experiences during a certain period is eventually selected at
least once within, or just after that particular period, and is shown below.
P1 (min_duration, max_duration, max_time): Absolute more positive
experiences results in selection
If a trustee t1 always gives more positive experiences than all other trustees during a
certain period with minimal duration min_duration and maximum duration
max_duration, then this trustee t1 is selected at least once during the period
[min_duration, max_duration+max_time].
Formal:
γ:TRACE, t_start, t_end:TIME, a:TRUSTEE
[ [ t_end - t_start  min_duration & t_end - t_start  max_duration &
absolute_highest_experiences(γ, a, t_start, t_end)
 selected(γ, a, t_start, t_end, max_time)

Where
absolute_highest_experiences (γ:TRACE, a:TRUSTEE, t_start:TIME,
t_end:TIME) 
t:TIME, r1, r2 :REAL, a2:TRUSTEE  a
[ [ t  t_start & t < t_end &
state(γ, t) |= trustee_gives_experience(a, r1) &
state(γ, t) |= trustee_gives_experience(a2, r2) ]  r2 < r1
selected(γ:TRACE, a:TRUSTEE, t_start:TIME, t_end:TIME, z:duration) 
t:TIME
[ t  t_start & t < t_end + z & state(γ, t) |= trustee_selected(a) ]

The second property, P2, specifies that the trustee which gives more positive
experiences on average is at least selected once within or just after that period.
P2 (min_duration, max_duration, max_time, higher_exp): Average more
positive experiences results in selection
If a trustee t1 on average gives the most positive experiences (on average more than
higher_exp better than the second best) during a period with minimal duration
min_duration and maximum duration max_duration, then this trustee t1 is selected
at least once during the period [min_duration, max_duration+max_time].
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Formal:
γ:TRACE, t_start, t_end:TIME, a:TRUSTEE
[ [ t_end - t_start  min_duration & t_end - t_start  max_duration &
average_highest_experiences(γ, a, t_start, t_end, higher_exp)
 selected(γ, a, t_start, t_end, max_time)

Where
average_highest_experiences (γ:TRACE, a:TRUSTEE, t_start:TIME,
t_end:TIME, higher_exp:REAL) 
t:TIME, r1, r2 :REAL, a2:TRUSTEE  a
[ t  t_start & t < t_end &
[ t :TIME case(experience_received(γ, a, t, t_start, t_end, e), e, 0) >
( t :TIME case(experience_received(γ, a, t, t_start, t_end, e), e, 0) +
higher_exp * t_end-t_start ) ] ]

In the formula above, the case(p, e, 0) operator evaluates to e in case property p is
satisfied and to 0 otherwise.
experience_received (γ:TRACE, a:TRUSTEE, t:TIME, t_start:TIME,
t_end:TIME, r:REAL) 
[ r:REAL, t  t_start & t < t_end & state(γ, t) |= trustee_gives_experience(a, r) ]

The final property concerns the notion of relativeness which plays a key role in the
models verified throughout this chapter. The property expresses that the frequency
of selection of a trustee that gives an identical experience pattern during two periods
is not identical in case the other trustees give different experiences.
P3 (interval_length, min_difference, max_time): Relative trust
If a trustee t1 gives an identical experience pattern during two periods [t1,
t1+interval_length] and [t2, t2+interval_length] and the experiences of at least one
other trustee is not identical (i.e. more than min_difference different at each time
point), then the selection frequency of t1 will be different in the two periods.
Formal:
γ:TRACE, t1, t2:TIME, a:TRUSTEE
[ [ same_experience_sequence(γ, a, t1, t2, interval_length) &
a2 :TRUSTEE  a [different_experience_sequence(γ, a, t1, t2, min_difference) ]
 i:DURATION < max_time
t :TIME case(selected_option(γ, a, t, t1+i, t1+i+interval_length), 1, 0) /
(1+t :TIME case(trustee_selected(γ, t, t1, t1+i+interval_length), 1, 0) ) 
t :TIME case(selected_option(γ, a, t, t2+i, t2+i+interval_length), 1, 0) /
(1+t :TIME case(trustee_selected(γ, t, t2+i, t2+i+interval_length), 1, 0) )
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Where
same_experience_sequence (γ:TRACE, a:TRUSTEE, t1:TIME, t2:TIME,
x:DURATION) 
y:DURATION
[ y  x & y  x & r :REAL
[ state(γ, t1+y) |= trustee_gives_experience(a, r) &
state(γ, t2+y) |= trustee_gives_experience(a, r) ] ]

different_experience_sequence (γ:TRACE, a:TRUSTEE, t1:TIME, t2:TIME,
x:DURATION, min_difference:REAL) 
y:DURATION
[ y  x & y  x & r1, r2 :REAL
[ state(γ, t1+y) |= trustee_gives_experience(a, r1) &
state(γ, t2+y) |= trustee_gives_experience(a, r2) & |r1-r2| > y ] ]

trustee_selected(γ:TRACE, t:TIME, t_start:TIME, t_end:TIME) 
a:TRUSTEE [ t  t_start & t < t_end & state(γ, t) |= trustee_selected(a) ]

10.4

Results

In this section the validation and verification results are given in Sections 10.4.1
and 10.4.2, respectively.

10.4.1 Validation results
From the data of 18 participants, one dataset has been removed due to an error
while gathering data. This means that there are 2 (condition role allocations, i.e.,
parameter adaptation either in condition 1 or 2) times 17 (participants) = 34 data
pairs (accuracies for 2 models). Due to a significant Grubbs test, from these pairs 3
outliers were removed. Hence in total 31 pairs were used for the data analysis. In
Figure 3 the main effect of model type (either independent or relative trust) for
accuracy is shown. A repeated measures analysis of variance (ANOVA) showed a
significant main effect (F(1, 29) = 7.60, p < .01). This means that indeed the
relative trust model had a higher accuracy (M = .7968, SD = .0819) than the
independent trust model (M = .7185, SD = .1642).
Figure 4 shows the possible interaction effect between condition role allocation
(parameter adaptation in condition 1 is referred to as adaptation 1 and parameter
adaptation in condition 2 is referred to as adaptation 2) and model type (either
independent or relative trust) on accuracy. No significant interaction effect was
found (F(1, 29) = .01, p = .93). Hence, no significant learning effect between
conditions was found. Cross validation was not needed to balance the data, but the
procedure still produced twice as much data pairs.

220

Validation and Verification of Agent Models for Trust

Figure 3. Main effect of model type for accuracy

Figure 4. Interaction effect between condition role allocation and model type on
accuracy

10.4.2 Verification results
The results of the verification of the properties against the empirical traces (i.e.,
formalized logs of human behaviour observed during the experiment) are shown in
Table 1. First, the results for properties P1 and P2 are shown. Hereby, the value of
max duration has been kept constant at 30 and the maximium time after which the
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trustee should be consulted is set to 5. The minimal interval time (min_duration)
has been varied. Finally, for property P2 the variable higher_exp indicating how
much higher the experience should be on average compared to the other trustees is
set to 0.5. The results in Table 1 indicate the percentage of traces in which the
property holds out of all traces in which the antecedent at least holds once (i.e., at
least one sequence with the min duration occurs in the trace). This has been done to
avoid a high percentage of satisfaction due to the fact that in some of the traces the
antecedent never holds, and hence, the property is always satisfied. The table shows
that the percentage of traces satisfying P1 goes up as the minimum duration of the
interval during which a trustee gives the highest experience increases. This clearly
complies to the ideas underlying trust models as the longer a trustee gives the
highest experiences, the higher his trust will be (also compared to the other
trustees), and the more likely it is that the trustee will be selected. The second
property, counting the average experience and its implication upon the selection
behaviour of the human, also shows an increasing trend in satisfaction of the
property with the duration of the interval during which the trustee on average gives
better experiences.
The percentages are lower compared to P1 which can be explained by the fact that
they might also give some negative experiences compared to the alternatives
(whereas they are giving better experiences on average). This could then result in a
decrease in the trust value, and hence, a lower probability of being selected.
Table 1. Results of verification of property P1 and P2
Setting for min_duration
1
2
3
4
5
6

% traces satisfying P1
64.70
64.70
86.70
92.30
100.00
100.00

% traces satisfying P2
29.40
29.40
52.90
55.90
58.80
70.60

The third property, regarding the relativity of trust has also been verified and the
results of this verification are shown in Table 2. Here, the traces of the participants
have been verified with a setting of min difference to 0.5 and max time to 5 and the
variable interval length during which at least one trustee shows identical
experiences whereas another shows different experiences has been varied. It can be
seen that property P3 holds more frequently as the length of the interval increases,
which makes sense as the human has more time to perceive the relative difference
between the two. Hence, this shows that the notion of relative trust can be seen in
the human trustee selection behaviour in almost 70% of the cases.
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Table 2. Results of verification of property P3
Setting for interval_length
1
2
3
4
5
6

10.5

% traces satisfying P3
00.00
41.10
55.90
67.60
66.70
68.40

Discussion and conclusions

In this chapter, an extensive validation study has been performed to show that
human trust behaviour can be accurately described and predicted using
computational trust models. In order to do so, an experiment has been designed that
places humans in a setting where they have to make decisions based upon the trust
they have in others. In total 18 participants took part in the experiment. The results
show that both an independent (Jonker and Treur, 1999; Maanen, Klos and Dongen,
2007) as well as a relative trust model as described in Chapter 2 can predict this
behaviour with a high accuracy (72% and 80%, respectively) by learning on one
dataset and predicting the trust behaviour for another (cross-validation).
Furthermore, it has also been shown that the underlying assumptions of the trust
models (and many other trust models) are found in the data of the participants.
Of course, more work on the validation of trust models has been performed. In
(Jonker, Schalken, Theeuwes and Treur 2004) an experiment has been presented to
investigate human trust behaviour. Although the underlying assumptions of trust
models have to some extent been verified in that paper, no attempt has been made to
fit a trust model to the data. Other papers describing the validation of trust models
for instance validate the accuracy of trust models describing the propagation of trust
through a network (e.g., Guha, Kumar, Raghavan and Tomkins, 2004). In
(McKnight, Choudhury and Kacmar, 2001) a multidisciplinary, multidimensional
model of trust in e-commerce is validated. The model includes four high-level
constructs: disposition to trust, institution-based trust, trusting beliefs, and trusting
intentions. The proposed model itself does however not describe the formation of
trust on such a detailed level as the models used throughout this chapter, it presents
general relationships between trust measures and these relationships are subject to
validation. Gefen and Straub (Gefen and Straub, 2004) validate a four-dimensional
scale of trust in the context of e-Products and revalidates it in the context of eServices which shows the influence of social presence on these dimensions of trust,
especially benevolence, and its ultimate contribution to online purchase intentions.
Again, correlations are found between the concepts of trust that have been
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distinguished, but no computational model for the formation of trust and the precise
prediction thereof is proposed. Finally, in (Hernandez and dos Santos. 2010) a
development-based trust measurement model for buyer-seller relationships is
presented and validated against a characteristic-based trust measurement model in
terms of its ability to explain certain variables of interest in buyer-seller
relationships (long-term relationship orientation, information sharing, behavioural
loyalty and future intentions).
Within the domain of agent systems, quite some trust models have been developed,
see e.g. (Ramchurn, Huynh and Jennings, 2004; Sabater and Sierra, 2005) for an
overview. Although the focus of this chapter has been on the validation of two
specific trust models, thereby also comparing relative with absolute trust, other trust
models can also be validated using the experimental data obtained in combination
with parameter estimation. This is part of the future work. Furthermore, other
parameter adaptation methods will be explored or extended for the purpose of realtime adaptation, which accounts for human learning. In addition, a personal
assistant software agent will be implemented that is able to monitor and balance the
functional state of the human in a timely and knowledgeable manner. Also
applications in different domains are explorable, such as the military and air traffic
control domain.

10.6

References

1. Bosse, T., Jonker, C., Meij, L. v. d., Sharpanskykh, A., and Treur, J., (2009).
Specification and verification of dynamics in agent models. International
Journal of Cooperative Information Systems, volume 18, pp. 167-193.
2. Hernandez, J. M. da C. and Santos, C. C. dos., (2010). Development-based trust:
Proposing and validating a new trust measurement model for buyer-seller
relationships. Brazilian Administration Review, volume 7, pp. 172-197.
3. Falcone, R. and Castelfranchi, C., (2004). Trust dynamics: How trust is
influenced by direct experiences and by trust itself. In Proceedings of the 3rd
International Joint Conference on Autonomous Agents and Multiagent Systems
(AAMAS’04), pp. 740-747, New York, USA.
4. Gefen, D. and Straub, D. W., (2004). Consumer trust in b2c e-commerce and the
importance of social presence: experiments in e-products and e-services.
Omega, volume 32, pp.407.424.
5. Guha, R., Kumar, R., Raghavan, P. and Tomkins, A., (2004). Propagation of
trust and distrust. In Proceedings of the 13th international conference on World
Wide Web (WWW’04), pp. 403-412, New York, NY, ACM.
6. Hoogendoorn, M., Jaffry, S.W. and Treur, J., (2008). Modeling dynamics of
relative trust of competitive information agents. In M. Klusch, M. Pechoucek,
and A. Polleres, editors, Proceedings of the 12th International Workshop on
Cooperative Information Agents (CIA’08), volume 5180 of LNAI, pp. 55-70.
Springer.

224

Validation and Verification of Agent Models for Trust
7. Jonker, C. M., Schalken, J. J. P., Theeuwes, J. and Treur, J., (2004). Human
experiments in trust dynamics. In Proceedings of the Second International
Conference on Trust Management (iTrust 2004), volume 2995 of LNCS, pp.
206-220. Springer Verlag.
8. Jonker, C. M. and Treur, J., (1999). Formal analysis of models for the dynamics
of trust based on experiences. In F. J. Garijo and M. Boman, editors, MultiAgent System Engineering, Proceedings of the 9th European Workshop on
Modelling Autonomous Agents in a Multi-Agent World, MAAMAW’99,
volume 1647, pp. 221-232, Springer Verlag.
9. Maanen, P.-P. v., Klos, T. and Dongen, K. v., (2007). Aiding human reliance
decision making using computational models of trust. In Proceedings of the
Workshop on Communication between Human and Artificial Agents
(CHAA f07), pages 372.376, Fremont, California, USA, 2007. IEEE Computer
Society Press. Co-located with The 2007 IEEE IAT/WIC/ACM International
Conference on Intelligent Agent Technology.
10. McKnight, D. H., Choudhury, V. and Kacmar, C., (2001). Developing and
validating trust measures for e-commerce: An integrative topology. Information
Systems Research, volume 13, number 3, pp. 334-359.
11. Ramchurn, S., Huynh, D. and Jennings, N., (2004). Trust in multi-agent
systems. The Knowledge Engineering Review, volume 19, pp.1-25.
12. Sabater, J. and Sierra, C., (2005). Review on computational trust and reputation
models. Artificial Intelligence Review, volume 24, pp. 33-60.

225

CHAPTER 11
VALIDATION OF BIASED HUMAN TRUST
MODELS
by
Hoogendoorn, M., Jaffry, S.W., Maanen, P.-P. van, and Treur, J.

Several computational model of trust exist in trust literature. However few
of those address human trusting phenomena. The human trust dynamics
modelled mostly based on some rationality assumption leaving out the effect
of human factor of biases on trust. More recently some models of trust have
been developed that claim not only representing human bias trust but also
believe that bias-based trust is a better predictor of human behaviour.
However these models are still subjected to empirical validation before they
get accepted as in mainstream and applied in the design of an intelligent
agent that can support humans effectively. In this chapter the models of bias
human trust from literature are used to validate against empirical data. The
results show that such biased trust models are able to predict human trust
significantly better.

Work presented in this chapter has been published in the following form
Hoogendoorn, M., Jaffry, S.W., Maanen, P.P. van, and Treur, J., (2011).
Modelling and Validation of Biased Human Trust. In: Boissier, O., et al.
(eds.), Proceedings of the 11th IEEE/WIC/ACM International Conference
on Intelligent Agent Technology, (IAT'11), Lyon, (France), IEEE Computer
Society Press, 2011, to appear

Validation of Biased Human Trust Models

11.1

Introduction

Within multi-agent systems, trust is an essential concept that is usually considered
as a means to aggregate direct or indirect experiences with particular issues, such as
other agents or services; e.g., (Singh and Sinha, 2010; Skopik, Schall and Dustdar,
2010; Walter, Battiston and Schweitzer, 2009). Such a trust value can for instance
be taken into account when deciding on cooperation with other agents. A variety of
computational trust models have been developed that express the formation of trust;
see e.g. (Ramchurn, Huynh and Jennings, 2004; Sabeter and Sierra, 2005) for an
overview. Some of these trust models are intended to describe human trust; see e.g.
(Falcone and Castelfranchi, 2004; Jonker and Treur, 1999). A true model of the
human trusting phenomena is very critical for the design of an ambient support
agent. All human cognitive processes are subjected to human biases (Jonathan,
2000; Stuart, 2007; Thomas, 1993; Thomas, Griffin and Kahneman, 2002). Same is
true in the case of human trust; trust does not necessarily follow some optimality or
rationality criterion, whereas trust models often have been designed with such a
criterion in mind. Especially, when developing an agent that interacts with humans,
providing the agent with a good insight into the trust of humans can be beneficial
and even necessary. Examples where such an insight can be useful include personal
assistant agents that prepare the usage of certain outside sources whereby the source
can be taken that is most trusted by the human. The agent could also maintain a
model of the trust level of the human in the agent itself, whereby the behaviour of
the agent can be dependent on this estimated trust level; e.g., when the human has a
low trust value in the agent, the agent could adopt a different strategy of
communication.
In the literature of the human factors in trust, it is reported frequently that humans
show biases in their trusting behaviour. The culture bias For example, is one of the
most reported forms of bias affecting the human trust dynamics. In (Yamagishi, Jin
and Miller, 1998) it is shown that the humans from collectivistic cultures tend to
have a bias towards trusting members that belongs to the same group and avoid the
people from outside the group. In (Huff and Kelley, 2003) also a comparison
between individualistic and collectivistic cultures is performed which shows that the
trust of the members of an individualistic society is less negatively biased towards
the persons from outside their group. Other authors also emphasize the existence of
such a bias in general, e.g. (Sears, 1983). If the objective of a computational model
of trust is to create a model that represents human trust in a natural and accurate
manner, such biases need to be taken into account in the model. In the models that
have been proposed for human trust (e.g. Falcone and Castelfranchi, 2004; Jonker
and Treur, 1999) these biases are however not considered. More recently some biasbased human trust models are appeared in the literature. However these models are
still subjected to empirical validation against actual human behaviour.
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In this chapter, the biased human trust models from literature are evaluated. In order
to evaluate these biased trust models, and to show that they achieve better results in
predicting human trust than nonbiased trust models, the models has been validated
on empirical data obtained from experiments with humans. Hereby, the parameters
of the model are tuned on an initial dataset of observed human behaviour, and then
used to predict the trust-based behaviour in a second dataset.
This chapter is organized as follows. First, the recently developed biased human
trust models in the literature are reported in Section 11.2. Section 11.3 concerns the
experimental setup and evaluation technique for biased and unbiased human trust
models. The validation results of the models based on experimental data collected
in Section 11.3 are presented in Section 11.4, and finally, Section 11.5 is a
discussion.

11.2

Biased human trust models

The biased human trust models described in this section are taken from Chapter 7.
In Chapter 7 an existing trust model is taken as a base model to design biased
human trust. The base model is a well-known model presented in (Jonker and Treur,
1999) and applied in (Singh and Sinha, 2010; Skopik, Schall and Dustdar, 2010;
Walter, Battiston and Schweitzer, 2009). The base model is expressed as follows:
∆

∆

In this trust model, it is assumed that the human receives a certain experience at
each time point, E(t). The experience is assumed to reside on the interval [0, 1]. It is
then compared with the current trust level (T(t)) and the difference is multiplied
with a speed factor . This difference is then added to the current trust level and
results in a new trust level.
The model described in (i) does not include biases; therefore in Chapter 7 several
extensions of the model are introduced based on so called cognitive and
computation dimensions. In Chapter 7, given the mentioned dimensions of
cognition and computation in total 6 models for incorporating bias in trust are
proposed as follows
1)
2)
3)
4)
5)
6)
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LiE (linear model with biased experience),
LiET (linear model with biased experience influenced by current trust),
LiT (linear model with bias solely determined by current trust),
LoE (logistic model with biased experience),
LoET (logistic model with biased experience influenced by current trust),
LoT (logistic model with bias solely determined by current trust).

Validation of Biased Human Trust Models
In order to incorporate the biased behaviour in the model presented in equation (i),
functions have been defined that take the current experience (for models LiE and
LoE), the experience and the trust (for models LiET and LoET), or the trust value
itself (models LiT and LoT) and transforms that into a biased value. This biased
value can then be used to calculate the new trust value based upon equation (i).
Final form of the bias-based trust models presented in Chapter 7 is reported as
follows:
LiE (linear model with biased experience):
0.5
∆

2

1

1

∆

0.5
∆

2

∆

LiET (linear model with biased experience influenced by current trust):
1

∆

1

1

∆

1

LiT (linear model with bias solely determined by current trust):
0
1

∆

2

1

∆

1

0.5
1

∆

∆

2

LoE (logistic model with biased experience):
∆

1⁄ 1

∆

LoET (logistic model with biased experience influenced by current trust):
∆

1⁄ 1

∆
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LoT (logistic model with bias solely determined by current trust):
1

∆

11.3

1⁄ 1

∆

Experimental setup and model evaluation

Besides the fact that the models show the desired behaviour, the most interesting
aspect to see is whether the models describe human behaviour better. Therefore,
data from a validation experiment as presented in Chapter 11 has been used to
perform a validation of models presented in last section. First, the experiment setup
is addressed, followed by the model evaluation technique and procedure. The results
of this validation process are presented in this Section 11.4.

11.3.1 Experimental setup
The experimental task was a classification task in which two participants on two
separate personal computers had to classify geographical areas. These areas had to
be classified as areas that either needed to be attacked, helped or left alone by
ground troops according to specific criteria. The participants needed to base their
classification on real-time computer generated video images that resembled video
footage of real unmanned aerial vehicles (UAVs). On the camera images, multiple
objects were shown. There were four kinds of objects: civilians, rebels, tanks and
cars. The identification of the number of each of these object types was needed to
perform the classification. Each object type had a score (either −2, −1, 0, 1 or 2,
respectively) and the total score within an area had be determined. Based on this
total score the participants could classify a geographical area (i.e., attack when
above 2, help when below −2 or do nothing when in between). Participants had to
classify two areas at the same time and in total 98 areas had to be classified. Both
participants did the same areas with the same UAV video footage. During the time a
UAV flew over an area, three phases occurred namely advice, reliance and feedback
described as follows.
11.3.1.1 Advice phase
In this phase both participants and a supporting software agent gave an advice about
the proper classification (attack, help, or do nothing). This means that there were
three advices at the end of this phase. It was also possible for the participants to
refrain from giving an advice, but this hardly occurred.
11.3.1.2 Reliance phase
In this phase the advices of both the participants and that of the supporting software
agent were communicated to each participant. Based on these advices the
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participants had to indicate which advice, and therefore which of the three trustees
(self, other or software agent), they trusted the most. Participants were instructed to
maximize the number of correct classifications at both phases (i.e., advice and
reliance phase).
11.3.1.3 Feedback phase
In feedback phase, the correct answer was given to both participants. Based on this
feedback (i.e. the experience in the model explained in Section 11.2) the
participants could update their internal trust models for each trustee (self, other,
software agent).

Figure 1: Interface of the experimental task
In Figure 1 the interface of the task is shown. The map is divided in 10 × 10 areas.
These boxes are the areas that were classified. The first UAV starts in the top left
corner and the second one left in the middle. The UAVs fly a predefined route so
participants do not have to pay attention to navigation. The camera footage of the
upper UAV is positioned top right and the other one bottom right. The advice of the
self, other and the software agent was communicated via dedicated boxes below the
camera images. The advice to attack, help, or do nothing was communicated by red,
green and yellow, respectively. On the overview screen on the left, feedback was
communicated by the appearance of a green tick or a red cross. The reliance
decision of the participant is also shown on the overview screen behind the
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feedback (feedback only shown in the feedback phase). The phase depicted in
Figure 1 was the reliance phase before the participant indicated his reliance
decision.

11.3.2 Model evaluation
In order to compare the different models described in Section 11.2, the
measurements of experienced performance feedback were used as input for the
models (i.e. as experiences) and the output (predicted reliance decisions) of the
models was compared with the actual reliance decisions of the participant. It is
hereby assumed that the human always consults the most trusted trustee. Of course,
the model still has a number of parameters that need to be tuned towards the
specific participant. Therefore, an exhaustive search approach has been taken to
tune the parameters of the trust model as described in Chapter 8. The resulting set of
parameters is the set with minimum error in the prediction of the reliance decisions
for that specific participant. Hence, the relative overlap of the predicted and the
actual reliance decisions was a measure for the accuracy of the models.
As the models described in Section 11.2 have a different number of parameters the
parameter tuning process took a different amount of time for each of the models.
Assuming that S is the number of subjects, M number of model types (namely
unbiased, linear and logistic), B number of bias types (using experience, trust, and
experience and trust), P the number of parameters with α degree of precision of the
parameters (in the range of 0 - 1), T the number of time steps, and N number of
trustees, the complexity is then O (S.M.B.10Pα.T.N). This indicates that it is
exponential in the number of parameters and their precision value. Models
presented here have different number of parameter with different types of
precisions. The baseline model has one parameter γ (with 0.01 precision), while
linear models have four (γ, β1, β2, β3 with 0.01) where β1, β2, and β3 represent the
bias of the subject towards each trustee and the logistic models have seven
parameter (γ, τ1, τ2, τ3, σ1, σ2, and σ3, where γ and τ has precision 0.01 and σ has
precision 1 within range 1 to 20).
If the time required is calculated say for LoT for tuning one subject then it has S=1,
M=1, B=1, P=7 (4 parameters with precision 0.01, and 3 parameter with precision
1 and in range (1-20), T=100*3 (to calculate trust value at each time point, predict
reliance decision and calculate distance from empirical data), and N=3 then it
counts to 1x1x1x104x2x203x3*102x3=7.2x1014, which on 2.4 MHz computer will
take approx. 3.47 days. For a linear model it counts to 37.5 seconds. So to validate
all seven models against one subject will take 10.41 days. If all subjects are
validated for all seven models in a serial fashion (one by one) on a machine having
speed 2.4 MHz then it will cost 166.66 days to complete. Hence during the process
of tuning two approaches are followed a) to decrease granularity of the parameters
from 0.01 to 0.025 (for α, τ, β) and 1 to 2 (for σ) and secondly to use DAS-4 (Bal,
Bhoedjang, Hofman, Jacobs, Kielmann, Maassen, et al., 2000) (distributed ASCI
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super computer version 4) which can distribute validation of each of the subject on
separate machine in a distributed cluster. Hence 16 machines on DAS-4 have been
utilized for this purpose. On average these machines have provided 0.31 MHz of
computing power. These steps have speedup the process very much and the whole
process took approximately 6.19 hours at DAS-4 with these parameters.
The different models were tuned and then the best fit model (with the maximum
accuracy) is selected based on the maximum accuracy for the participant at hand.
This was done because at the moment one does not know beforehand which bias
type will be suitable for the specific participant. The results of the validation
process are in the form of accuracies per trust model (unbiased model (UM), LiE,
LiT, LiET, LoE, LoT, LoET and the best fit model (MAX)). The differences in
accuracy are detected using a repeated measures analysis of variance (ANOVA) and
post-hoc Bonferroni t-tests. The different models were tuned based on half of the
data and then validated on the other half and vice versa. Then the average was
calculated of the two calculated validities, per participant, per model. This last value
is called the accuracy of the models. The results are in the form of accuracies per
trust model and their differences are detected using a repeated measures analysis of
variance (ANOVA) and post-hoc Bonferroni t-tests. Following to this, to test for
robustness, the best fit model is also cross-validated (i.e., tuning on half the data
(known data), and validating on the other half (unknown data), and vice versa)
against the unbiased model, using a paired t-test.

11.4

Validation results

From the data of 18 participants, two outliers have been removed, which leaves a
data set of 16 accuracies per model type (UM, LiE, LiT, LiET, LoE, LoT, LoET and
MAX). In Figure 2a the subjects are shown on the x-axis while the prediction
accuracies of the models are presented on y-axis.
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Figure 2: a) prediction accuracy of models across subjects, b) average prediction
accuracy of models for all subjects
Here it can be seen that the LiE and LoET variants are mostly on the upper bound of
the prediction accuracy whereas the LiT, LiET, and LoT are on the lower bound. In
Figure 2b the average accuracy of the models over the participant is shown. It can
be seen that the LiE and LoET variant provide better predictions while the LiT,
LiET, LoE, and LoT perform worse compared to the baseline model (UM).
In Figure 3 the main effect of model type for accuracy for known data is shown. A
repeated measures analysis of variance (ANOVA) showed a significant main effect
(F(7, 105) = 61.04, p << .01). A post-hoc Bonferroni test showed that there is a
significant difference between all biased model types and the unbiased model (UM),
p << 0.01, for all tests. For models UM, LiT, LiET and LoT a significantly higher
accuracy was found for the best fit model (MAX), p << 0.01, for all tests.

Figure 3: Main effect of model type on accuracy
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Finally, for unknown data, a paired t-test showed a significant improved accuracy of
the best fit model (M=0.70, SD=0.16) compared to the unbiased model (M=0.66,
SD=0.15), t(15)=3.13, p<<0.01. This means that at least one of the different biased
models shows an increased capability to estimate trust of the tested participants,
also for unknown data.

11.5

Discussion

Of course, the main goal of the research is to model human trust. Therefore, an
extensive validation has taken place in which the trust models are used to describe
and forecast human trust levels. The bias-based trust models used for this validation
process are presented in detail in Chapter 7. The steps involved in the validation
process of these models as follows are presented in detail.
1) design and execution of experiment keeping human in loop,
2) tuning or personalization of trust models against the traces of human
behaviour, and
3) prediction of future human behaviour based on personalized human
personalized model.
Here it should be noted that the experimental data used in this work has already
been collected and reported in Chapter 10. Hereby, parameter estimation techniques
are utilized to tailor the model towards the behaviour of the participant. In this
chapter, a simple parameter estimation technique has been used, but more complex
estimation techniques could also be applied. The tuning technique used for the
personalization of trust models is inspired by the techniques presented in Chapter 8.
This technique being exhaustive in nature consumes a lot of computation power.
Hence, during the process of tuning two approaches are followed a) to decrease
granularity of the parameters from and secondly to use DAS-4 (Bal, Bhoedjang,
Hofman, Jacobs, Kielmann, Maassen, et al., 2000) which can distribute validation
of each of the subject on separate machine in a distributed cluster. Hence 16
machines on DAS-4 have been utilized for this purpose. These steps have speedup
the process significantly which approximately 6.19 hours at DAS-4 instead of 166
days on a personal computer.
The validation study showed that for each participant at least one of the different
biased models has an increased capability to estimate trust, also for unknown data.
For known data (i.e., the models were tuned to it), all of the models are better
compared to the tuned unbiased model. The latter means that if one is able to
develop a kind of on-line tuning, the accuracies of the models would certainly
benefit. The first means that the identification of personal characteristics might lead
to an online form of the selection of the best fit model for unknown data, which on
its turn leads to an improved accuracy.
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In future, given the approach presented in this chapter, other models that represent
human trust from the literature (see e.g. Ramchurn, Huynh and Jennings, 2004;
Sabeter and Sierra, 2005) could also be extended with the notion of human biases.
Furthermore it could be investigated that how far these extensions improve the
accuracy of those models.
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PART E
MODELLING DYNAMICS OF
COLLECTIVE TRUST FOR
MULTIPLE AGENTS
Trust is usually viewed at an individual level in the sense of an agent having
trust in a certain trustee. It can also be considered at a population level,
how much trust for a certain trustee exists in a given population or group of
agents. The dynamics of trust states over time can be modelled per
individual in an agent-based manner. Such individual trust states then can
be aggregated to obtain the trust state of the population. However, in an
alternative way trust dynamics can be modelled from a population
perspective as well. Such a population-level model is much more
computationally efficient. For comparison of agent-based and populationbased modelling, as in the literature some research work on agent and
population-based modelling was already done in the field of epidemic,
economic and criminology. Hence, to understand these modelling
techniques better and to perform a comprehensive comparison of agentbased and population-based modelling techniques a repetitive comparison
exercise is performed in the domains of epidemics, economic, criminology
and trust for a number of different models.
In Chapter 12 and 13 a comparative evaluation of population-based
simulation in comparison to agent-based simulation for different numbers of
agents is performed in the disciplines of epidemics and economics, and
criminology. In Chapter 14 agent-based and population-based modelling
approaches are investigated and it is analyzed how close they can
approximate each other in domain of trust. This is done both by simulation
experiments and by mathematical analysis. In Chapter 15 a computational
trust model which has dedicated parameters for agent personalities is
applied to a social context. A variety of different communities (containing
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agents with different personalities) have hereby been simulated.
Furthermore, the simulation results are formally analyzed to show that
certain patterns occur in all different communities.
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CHAPTER 12
COMPARATIVE ANALYSIS OF AGENT‐
BASED AND POPULATION‐BASED
MODELLING IN EPIDEMICS AND
ECONOMICS
by
Bosse, T., Jaffry, S.W., Siddiqui, G.F. and Treur, J.

This chapter addresses comparative evaluation of population-based
simulation in comparison to agent-based simulation for different numbers of
agents. Population-based simulation, such as for example in the classical
approaches to predator-prey modelling and modelling of epidemics, has
computational advantages over agent-based modelling with large numbers
of agents. Therefore the latter approaches can be considered useful only
when the results are expected to deviate from the results of populationbased simulation, and are considered more realistic. However, there is
sometimes also a silent assumption that for larger numbers of agents, agentbased simulations approximate population-based simulations, which would
indicate that agent-based simulation just can be replaced by populationbased simulation. The chapter evaluates such assumptions by two detailed
comparative case studies: one in epidemics, and one in economical context.
The former case study addresses the spread of an infectious disease over a
population. The latter case study addresses the interplay between individual
greed as a psychological concept and global economical concepts. It is
shown that under certain conditions agent-based and population-based
simulations may show similar results, but not always.

Work presented in this chapter has been published in the following forms
Jaffry, S.W. and Treur, J., (2008). Agent-Based and Population-Based
Simulation: A Comparative Case Study for Epidemics. In: Proceedings of
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12.1

Introduction

In The classical approaches to simulation of processes in which groups of larger
numbers of agents are involved are population-based: a number of groups are
distinguished (populations) and each of these populations is represented by a
numerical variable indicating their number or density (within a given area) at a
certain time point. The simulation model takes the form of a system of difference or
differential equations expressing temporal relationships for the dynamics of these
variables. Well known classical examples of such population-based models are
systems of difference or differential equations for predator-prey dynamics (e.g.,
Burghes, and Borrie, 1981; Lotka, 1924; Maynard Smith S. J., 1974; Volterra,
1926; Volterra1931) and the dynamics of epidemics (e.g., Anderson, and May,
1992; Burghes, and Borrie, 1981; Ellner and Guckenheimer, 2006; Iwami, Takeuchi
and Liu, 2007; Kermack and McKendrick, 1927; Ross, 1924). Such models can be
studied by simulation and by using analysis techniques from mathematics and
dynamical systems theory.
From the more recently developed agent modelling perspective it is often taken as a
presupposition that simulations based on individual agents (in the literature called
agent-based or individual-based) are a more natural or faithful way of modelling,
and thus will provide better results (e.g., Antunes, Paolucci and Norling, 2008;
Davidsson, Gasser, Logan and Takadama, 2005; Di Tosto, G. and van Dyke
Parunak, H. 2010; Sichman and Antunes, 2006). Also in specific disciplines, for
example, in human-directed areas such as economics, epidemics or ecology such
claims are made; (e.g., Bonabeau, 2002; Brandstätter, 1993; Emrich, Suslov, and
Judex, 2007; Filotas, Grant, Parrott, and Rikvold, 2008; Parrott, 2010; Perez and
Dragicevic, 2009; Woods, Perilli and Barkmann, 2005; Xiao and Ruan, 2007).
Although for larger numbers of agents such agent-based modelling approaches are
more expensive computationally than population-based modelling approaches, such
a presupposition may provide a justification of preferring their use over populationbased modelling approaches, in spite of the computational disadvantages. In other
words, agent-based approaches with larger numbers of agents are justified because
the results are expected to deviate from the results of population-based simulation,
and are considered more realistic.
However, in contrast there is another silent assumption sometimes made, namely
that for larger numbers of agents (in the limit), agent-based simulations approximate
population-based simulations. This would indicate that agent-based simulation just
can be replaced by population-based simulation, which would weaken the
justification for agent-based simulation discussed above. A contrasting hypothesis,
sometimes made in the complex systems area, is that the global patterns emerging
from local interactions between agents can only by studied adequately by agentbased simulation (e.g., Filotas, Grant, Parrott, and Rikvold, 2008; Parrott, 2010).
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In this chapter, by two case studies, one in epidemics and one in economics, these
considerations are explored in more detail. Comparative simulation experiments
have been conducted based on different simulation models, both agent-based (for
different numbers of agents), and population-based. The results are analysed and
related to the presupposition and assumption discussed above.
In the epidemics area an important question is whether for a contagious disease by
measures the number of infected persons in a population can be kept limited.
Traditionally such questions have been addressed by population-based models (with
populations of susceptible, infectives and recovered agents, respectively). See, for
example, (Kermack and McKendrick, 1927; Ross, 1924) more recent presentations
can be found in (Anderson, and May, 1992; Ellner and Guckenheimer, 2006).
However, recently also the agent-based perspective has been advocated (e.g.,
Carpenter and Sattenspiel, 2009; Khalil, Abdel-Aziz, Nazmy and Salem, 2010;
Perez and Dragicevic, 2009).
In the economics area, a traditional distinction exists between macroeconomics and
microeconomics. Macroeconomics traditionally addresses the behaviour of a worldwide, national or regional economy as a whole (Blanchard and Fischer, 1989),
whereas microeconomics investigates the economic behaviour and decision making
of individual agents, for example, consumers, households or firms (Kreps, 1990).
Since the latter aims to understand why and how agents make certain economic
decisions, various social, cognitive, and emotional factors of human behaviour are
studied. This has resulted in the emergence of the field of behavioural economics
(Simon, 1987). Although this may be very useful when one wants to analyse the
behaviour of individual agents, there is some debate about the extent to which it is
useful to incorporate these aspects when studying global processes in economics,
e.g., (Brandstätter, 1993). Do personal factors such as risk avoidance, greed, and
personal circumstances provide more insight in the global patterns, or can they
simply be ignored or treated in a more abstract, aggregated manner? This chapter
provides some answers to these questions from a computational perspective. In
recent years, various authors have studied processes in economics by building
computational models of them, and analysing the dynamics of these models using
agent-based simulation techniques (Tesfatsion, 2002).
As shown by these examples, in different areas of agent-based modelling, a debate
exists about the pros and cons of agent-based and population-based modelling.
Agent-based models are often assumed to produce more detailed, faithful
behaviour, whereas population-based models abstract from such details to focus on
global patterns (e.g., Antunes, Paolucci and Norling, 2008; David and Sichman,
2009; Jaffry and Treur, 2008). The goal of the current chapter is to explore the
differences and commonalities between population-based and agent-based
modelling in the two case studies addressed. One of them addresses the analysis of
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epidemics, and the other one the interplay between individual greed and the global
economy.
This chapter is structured as follows. In Section 12.2, both an agent-based and a
population-based model are introduced for the example domain of epidemics,
followed by a mathematical analysis in Section 12.3. In Section 12.4 a number of
simulation results of both epidemics models are shown, and the similarities are
discussed. Section 12.5 addresses an agent-based and a population-based model for
greed dynamics in economical context. Next, Section 12.6 provides a mathematical
analysis on these models. Section 12.7 presents some simulation results for the
greed dynamics models. Section 12.8 concludes the chapter with a discussion.

12.2

A population-based and agent-based model for the
epidemics case

Microbes such as viruses, bacteria, fungi and parasites, may have disturbing effects
when they enter the human body. Not seldom humans suffer from such infections
and in the mean time propagate them to each other. Examples of types of infectious
diseases are influenza, chlamydia, HIV, hepatitis, tuberculosis, and many others.
The battle against such infections takes place both at the biological level in the
body, and at the behavioural and social level. At the behavioural and social level,
humans sometimes try to adapt their interaction behaviour to prevent propagation of
infections from one human to another one. This chapter focuses on the propagation
of infections in populations, in relation to the interaction behaviour, in particular the
frequency and intensity of contacts that individuals have in the population.
Agents within a population can be in different states: susceptible (not infected yet),
infective or recovered (immune and not infectious). When an agent who is infective,
has contact with another, susceptible agent then there is a chance that the other
agent will also be infected due to this contact. This chance depends on the intensity
of the contact. The overall chance that a susceptible agent is infected also depends
on the number of contacts with infective agents. A possible pattern, for example, for
an easy transmittable infection such as influenza, is that the propagation goes so fast
that only in a few weeks time almost the whole population is infected. In such a
case the term epidemic is used to indicate the spreading of the infection over the
population. For other types of infections, for example HIV or chlamydia, more
intensive contacts (which usually occur less frequently) are needed for transmission,
and therefore propagation may proceed slower.
An important question, especially for the more harmful infections, in a society is
whether by measures at the behavioural and social level, it is possible to keep the
number of infected persons in a population limited. And if so, how far should such
measures go? It is clear that by avoiding any contact between agents, propagation
can be stopped, but that is often not a realistic option. On the other hand, if there are
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still some contacts between agents, will at the end the infection not be spread
(perhaps by very slow propagation) over the whole population? Such questions are
addressed in this chapter by two types of models: population-based models (with
populations of susceptible, infectives and recovered agents, respectively) and agentbased models.

12.2.1 A population-based model for epidemics
This section describes the population-based model, sometimes called the SIR-model
(for Susceptible, Infected, and Recovered). The analysis of epidemics via this type
of model has a long history, going back, for example, to (Kermack and
McKendrick, 1927; Ross, 1924), or more recent presentations in (Anderson and
May, 1992; Ellner and Guckenheimer, 2006, Ch. 6, pp. 183-215. First of all, a
distinction is made between the population of susceptibles vs. the population of
infectives, the latter of which are infectious for the former. A third population
consists of those that already were infected, but have recovered and therefore are
immune and not infectious anymore, based on a recovery rate indicating the
fraction of infectives that recovers per day. Furthermore the frequency of contacts
(per day, the time unit chosen) plays a main role; the chance that in a contact
infection transmission occurs depends on the contact intensity.

Figure. 1. Dynamic relationships in the model
The populations can be described by their sizes, but often they are characterised by
their densities: size divided by area. As the area is considered fixed, the sizes
(numbers) will be used to characterize the populations. The dynamic relationships
between these concepts are depicted in Figure 1. For a mathematical formalisation
usually the contact frequency times the contact intensity divided by the overall size
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of the populations together is combined in one parameter, called the contact rate.
Thus the following variables and parameters are used.
S
I
R
N





size of the population of susceptible individuals
size of the population of infective individuals
size of the population of recovered individuals
size of all populations together
contact rate
recovery rate
threshold

Here  = ContactFrequency*ContactIntensity/N. Note that for given values of
contact frequency and contact intensity, this parameter  depends on the overall
population size. The dynamics of these concepts involve temporal relationships,
which are analysed in more detail below. Each susceptible person has (per day) a
number of contacts indicated by ContactFrequency. From these contacts a fraction
I(t)/N is with infective individuals, where N is the size of the three populations
together (assumed fixed). Therefore the number of relevant contacts per day is:
RelevantContacts(t) = ContactFrequency*S(t)*I(t)/N
Moreover, in a fraction of the contacts the infection is transmitted. This fraction is
indicated by ContactIntensity; therefore the number of new infections per day is:
Infections(t)

= ContactIntensity*RelevantContacts(t)
= ContactIntensity* ContactFrequency*S(t)*I(t)/N
= *S(t)*I(t).

Given the number of infections Infections(t) per time unit, in a time interval
between t and t+t the number of (new) infections is Infections(t)*t. This is
subtracted from the susceptible population, and added to the infective population.
Furthermore,  indicates the fraction of the infective population per day that
becomes recovered (and not infective anymore): over the interval between t and
t+t a number of *I(t)*t is taken from the infective population and added to the
recovered population. Therefore the following temporal relationships are used.
S(t+t) = S(t) - Infections(t)*t
I(t+t) = I(t) + (Infections(t) - * I(t)) *t
R(t+t) = R(t) + * I(t) *t
Note that by these relationships the sum of the three populations always remains the
same: what adds to the recovered population subtracts from the infective
population, and what subtracts from the susceptible population adds to the infective
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population. In the more usual notation, by replacing Infections(t) the equations can
be written as:
S(t+t) = S(t) -  * S(t) * I(t) * t
I(t+t) = I(t) + ( * S(t) * I(t) -  * I(t)) *t
R(t+t) = R(t) +  * I(t) *t
In differential equation form they are represented in the following manner; for
example, see also in (Anderson and May, 1992; Ellner and Guckenheimer, 2006;
Kermack, and McKendrick, 127; Ross, 1924):







Note again, that the parameter  in principle depends on the overall population size.
This means that to do experiments with different overall population sizes, different
values for  may have to be used.

12.2.2 An agent-based model for epidemics
To obtain a model at the level of individual agents, N distinct agents and L distinct
locations are introduced. At every time point each agent is at some location, at
random. Contacts between agents are modelled as being at the same location. By
taking the number L of locations (numbered by 1, 2, …, L) lower or higher, a
specific contact frequency is modelled. Each agent is in precisely one of three
infection states (susceptible, infective, and recovered).
The number of locations has a relationship with the contact frequency in the
following manner. If L is the number of locations, and N the number of agents, then
the average number of agents at one location is N/L, so the average number of
contacts of one agent at such a location is N/L – 1. This is equal to the contact
frequency. Therefore:
ContactFrequency = N/L - 1
gives the relation between number of locations and contact frequency. To be able to
compare this model at the agent level to the model at the population level, it is
convenient to have contact frequency as a basic parameter. To this end, the relation
between the number of locations and contact frequency shown above is used in an
inverse manner to determine the number of locations for a given value of the
contact frequency:
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L = N/(ContactFrequency + 1)
For a given contact frequency, this L is taken as a bound for the number of
locations: they are indexed by the natural numbers k with 1 k L. At each time
point locations of the agents are determined at random, using this bound L by taking
at random one of the natural numbers between 1 and L.
When a suceptible agent A is at a certain location, the probability that infection
takes place depends on the contact intensity, but also on the number k of infective
agents present at that location. Although in an agent-based model, contact intensity
may be taken as depending on the agent or even on the pair of agents involved in a
contact, for reasons of comparability with the population-based model the contact
intensities are taken uniform: in any contact between any susceptible agent A and
any infective agent B, the probability that A will be infected is ContactIntensity.
Given this assumption, the probability that agent A will not be infected by a specific
infective agent at the same location is 1 – ContactIntensity. Assuming independence
of these probabilities, the probability that A will not be infected by any of the
infective agents present at that location is (1 – ContactIntensity)k. Therefore the
probability that A will be infected at that location (at that time point) is:
1– (1– ContactIntensity)k
ALGORITHM: CHANGE IN INFECTION STATE OF AN AGENT A
1
AGENT:A, TIME:t
2
if
InfectionState(A, t) = susceptible
2a
AND there are k infective agents at the same location as A
2b
AND r1 < 1 – (1 – ContactIntensity)k OR InfectionState(A, t) =
2c
infective AND r2  RecoveryRate
3
then
3a
InfectionState(A, t+1) = infective
4
else
if InfectionState(A, t) = infective
4a
AND r2 < RecoveryRate OR InfectionState(A, t) = recovered
5
then
5a
InfectionState(A, t+1) = recovered
6
else
6a
InfectionState(A, t+1) = susceptible
7
end if
The algorithm describes the changes of the infection state of an agent A. Here r1
and r2 are two independent random numbers between 0 and 1: fixed per time point
but refreshed at new time points where t=1. When a susceptible agent is at a
location where one or more infective agents are present, the transmission of the
infection at that time point has a probability given by the contact intensity.
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Moreover, for someone who is infective there is a probability of recovery given by
the recovery rate as modelled and presented in the above algorithm.

12.3

Mathematical analysis for the epidemics case

In differential equation form the population-based model is represented by







Based on these equations the following analysis has been made:

12.3.1 Threshold for increase/decrease of infective population
Increase and decrease of the size of the population of infectives are characterised by
0

 *S(t)*I(t) - * I(t)  0

0

 *S(t)*I(t) - * I(t)  0

This can be characterised by the size of the population of susceptibles as follows
with  =  /:
I(t) increasing  S(t)  
I(t) decreasing  S(t)  
This shows that the usual pattern is that the size of the population of infectives will
increase until the size of the population of susceptibles has become lower than the
threshold , after which it will decrease. In particular, when the initial size S(0) is
already less than this threshold , then the number of infectives will decrease right
from the start. This is called the epidemic threshold law with threshold .

12.3.2 Equilibria
An equilibrium occurs if and only if:
=

=

=0

which is characterised by:

 * S(t) * I(t) =  * S(t) * I(t) -  * I(t) =  * I(t) = 0
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This is equivalent to I(t) = 0. Notice that by itself this does not put any constraint on
S(t) or R(t). Equilibria may depend on initial values as well. However, taken
together with a) in the usual pattern in an equilibrium state S(t) will have become
below . So, when  is rather small (e.g., individuals remain infective for a long
time, or contact intensity is high), the number of individuals that never become
infected will also be small, or even zero. These observations are illustrated by
simulations in the next section.

12.3.3 Relation between equilibria and initial values
From the set of differential equations, in particular the first and third one, it can be
derived that:
= -  * S(t) * I(t) = - S(t)


= -

or



By integration, using the natural logarithm log, it follows for all t it holds:
R(t) = C -  log(S(t))
with C a constant. Assuming R(0) = 0, it holds C =  log(S(0)). Therefore:
R(t) =  log(S(0)) -  log(S(t)) =  log(S(0)/S(t)).
Equivalent forms are:
/

= S(0)/S(t)
/

S(t) = S(0)
S(0) = S(t)

/

Now, according to (a) for an equilibrium occurs if and only if I(t) = 0, which is
equivalent to S(t) + R(t) = N. Filled in the above formula this obtains:
S(0) = (N - R(t))
S(0) = S(t)

/

or

/

This shows a relation between the population sizes in an equilibrium state and the
initial values; note that S(0) = N – I(0). Note that conversely, each of these
relations also implies that S(t) + R(t) = N, hence I(0) = 0 and an equilibrium state
occurs. So, these relations provide if and only if criteria for an equilibrium to occur.
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12.4

Simulations for the epidemics case

In this section simulation results are discussed for both models in epidemics.

12.4.1 Population-based simulations for the epidemics case
A number of population-based simulation experiments have been performed using a
Spread Sheet (Microsoft® Office Excel® 2007). In Figures 2 and 3 results are
shown of one of them, with time scale in days. In the first simulation shown in
Figure 2 the whole population gets infected; it used the following parameter
settings:
N=100, ContactFrequency=0.8, ContactIntensity=0.5, =0.004, =0.05, =12.5
Initially the size of the infective population is 1. Given the analysis above, in this
case it may be expected that the size of the population of susceptibles will become
below 12.5. Note that in this and next figures the scales on the vertical axis differ.

Figure 2. Pattern in which the Whole Population gets Infected
The size of the susceptibles decreases to zero, while the size of the infective
population increases until day 20 and decreases after this day. The size of the
recovered population shows a logistic growth pattern with the whole population of
100 as limit. Notice that the maximal size of the population of infectives is taken at
the time point that the size of the susceptibles population is around 12.5, which is
the value of the threshold . In the second simulation, (see Figure 4), only a part
gets infected; parameter settings were:
N=100, ContactFrequency=0.6, ContactIntensity=0.2, =0.0012, =0.1, =83.3
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Here initially the size of the infective population is 10. Apparently here the contact
frequency and intensity were low enough to let the infection die out: around 50% of
the population is never infected. The logistic growth pattern of the (infected and)
recovered population has its limit around 50. Nevertheless, the individuals still did
not bring their contacts down to zero, or even close to zero.

susceptible

recovered

infective

Figure 3. Only part gets Infected, starting with 10
This shows that by relatively small differences in behaviour at the individual level,
relatively big differences at the collective level can be realised. Notice that for this
case the maximal size of the population of infectives is at the time point that the size
of the susceptibles population is around 83, which is the value of the threshold .

12.4.2 Agent-based simulations for the epidemics case
Similar simulation experiments as the ones described above have been performed
using the model at the level of the individuals. As this model is based on random
choices, the patterns can vary. In Figures 4 and 5 two example traces based on the
following parameter settings are shown. For the simulation shown in Figure 4:
N=10, ContactFrequency=0.8, ContactIntensity=0.5,  =0.04, =0.05, =1.25
For the simulation shown in Figure 5:
N=10, ContactFrequency=0.6, ContactIntensity=0.2, =0.012, =0.1, =8.3
The infection states are indicated by numbers 0 (susceptible), 1 (infective) and 2
(recovered). These settings correspond to the ones for the trace shown in Figure 2.
Initially one agent is infective. In the upper graph it is shown how individuals get
infected one after the other. At the start A2 is infective. Already from the second
day on, A4, A7 and A10 get infected. After that A8, A5 and A6 follow, and finally
A1, A9 and A3 get infected. In the second graph in Figure 4 the aggregated number
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of susceptibles is shown, in the third graph the number of infectives, and in the
lower graph the number of recovered individuals.
agent infection states
susceptibles

infectives

recovered

Figure 4. Pattern in which the whole population gets infected
agent infection states

infectives

susceptibles

recovere

Figure 5. Pattern in which part of the population gets infected
The pattern is similar to the pattern shown in Figure 2. Note that also here the
maximal number of infectives is reached at the time point that the number of
susceptibles drops under . Initially 1 agent is infective. In the upper graph it is
shown how three individuals get infected. At the start A2 is infective. Soon A6 gets
infected but recovers already in two days. Since A2 takes longer to recover, A8 is
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infected on day 5. After 6 days A8 recovers, and in the meantime also A2
recovered. No further infections took place.
The pattern in Figure 5 is similar to the pattern shown in Figure 4. Note that also
here the maximal number of infectives coincides with the number of susceptibles
dropping below the threshold .
From other simulations it was found out that this example trace is a bit exceptional
for this setting. Most traces of the individual model show either only one or two
infectives, after which the epidemic dies out, or (almost) all individuals become
infected. See Figure 6 for an overview of 100, resp. 1000 experiments with the
model for 10 agents. The average number of recovered agents for this sample is
5.71. Note that this means that the model at the collective level shows a kind of
average pattern that for the model at the individual level for 10 agents almost never
occurs.
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Figure 6. Average numbers recovered for 100 resp. 1000 runs for 10 agents with
10% initially infected
Under similar experimental configurations simulations for larger population has
been conducted through simulation software developed in the language C++.
Considering the simplicity of the model, a procedural approach without
multithreading was used in the software design. Figure 7 shows the results of 1000
simulations conducted for both populations of 100 and 1000 agents carrying 10
percent initially infected. These simulations have taken 0.02105 and 0.90953
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seconds per simulation for 100 and 1000 agents respectively on a standard desktop
computer. In these simulations the agent-based model shows a different pattern.
Rather than an average pattern as for the case of 10 agents; see Figure 6, it shows
single peak towards the higher number of recovered agents with an average of
(approximately) 93 percent recovered agents in both cases. Variation in number of
recovered agents for 1000 samples in case of population count 100 and 1000 was 31
and 9 percent respectively, which is much lower then 90 percent variation in all
samples observed in population count 10. Moreover, the average on all simulations
were also close to the peak that differs a lot from both the outcome of agent based
model at low population as 10 agents; See Table 1, and the population-based model.
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Figure 7. Average numbers recovered for 1000 runs for 100 resp. 1000 agents with
10% initially infected
In Figure 8 the results for similar populations have been shown with 1% initially
infected. In these simulations, for a population of overall size 100, an average of
60.5% recovered and 99% variation in all samples was observed which is somewhat
similar in behaviour as of population count 10; see Fig. 6 that also shows two peaks
with nearly average pattern. But the population of overall size 1000 has shown a
graph almost similar to an average of 92.98% and 8.40% variation in all samples as
that has been seen for 10% initially infected for the same population count; see
Figure 7.
To further investigate this behaviour change as seen in a population of overall size
100 with a change of percentage of initially infected, simulations were performed
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for 0.1% initially infected for a population count of 1000. These simulations have
confirmed the graph change pattern observed in case of population count 100; see
Figure 9.
Table 1. Percentage of min, max and average recovered in the sample of 1000
simulations for 10, 100 and 1000 agents resp. with 10% initially infected
Total Population
10
100
9
90
1
10
61.62
93.50
10.00
69.00
100.00
100.00
90.00
31.00

Initial Susceptible
Initial Infected
Average Recovered
Min Recovered
Max Recovered
Variation in Samples

1000
900
100
93.83
88.20
97.30
9.10
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Figure 8. Average numbers of recovered agents for a sample of 1000 simulations
for 100 and 1000 agents resp. with 1% initially infected
From the these simulations it is evident that in agent-based simulations for
epidemics the percentage of the initially infected population is not the factor to be
taken same for similar experimental configuration for different population sizes but
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it is the number of initially infected agents that should be taken same; see also Table
2.
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Figure 9. Numbers of recovered agents for a sample of 1000 simulations for 1000
agents resp. with 0.1 percent [1 agent] initially infected
Table 2. Average percentage of min, max and average recovered in the sample of
1000 simulations for 10, 100 and 1000 agents with 1 agent initially infected

Initial Susceptible
Initial Infected
Average Recovered
Min Recovered
Max Recovered
Variation in Samples

Total Population
10
100
1000
9
99
999
1
1
1
61.62
60.4
58.5
10.00
1.00
0.10
100.00
100.00
96.40
90.00
99.00
96.30

From above it is found that in population-based modelling of epidemics a similar
percentage of initially infected population yields in a similar percentage of
recovered population for all total population sizes; see Table 3. But in case of agentbased modelling the initial count of the infected population the (approximately)
yields a similar percentage of recovered population for all total population sizes; see
Table 4.
Taking this number of initially infected agents rather then percentage of initially
infected population as a parameter for similar experimental configuration is yet
another subtle difference between population-based and agent-based simulation
results of epidemics; see Table 3 and Table 4.
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Table 3. Percentage of recovered population in total population count [N] 10, 100
and 1000 agents resp. with 10, 1 and 0.1 percent initially infected [I(0)] in
population-based simulation
N/I(0)
10%
1%
0.10%

10
55.620
34.910
27.070

100
55.620
34.910
27.070

1000
55.620
34.910
27.070

Table 4. Average percentage of recovered in the sample of 1000 simulations for
total population count [N] 10, 100 and 1000 agents resp. with 1, 10 and 100 initially
infected agents [I(0)] in agent-based simulation
N/I(0)
1
10
100

12.5

10
61.620
100.00
-----

100
60.485
93.506
100.00

1000
58.502
92.982
93.830

An agent-based and population-based model for the
economics case

In this section, the two simulation models are introduced addressing greed dynamics
in economical context. First, an agent-based perspective is taken.

12.5.1 An agent-based model for greed dynamics
The main idea behind this model is that the state of the global (world) economy
influences the level of greed of the individual agents in the population, which is
supposed to relate to the risk level of their investment decisions: in case the
economic situation is positive, then people are tempted to take more risk. Moreover,
the investment decisions of the individual agents in turn influence the global
economy: in case agents become too greedy (Kasser, Cohn, Kanner and Ryan,
2007), this is assumed to have a negative impact on the economic situation, for
example, due to higher numbers of bankruptcy. In addition, the state of the
economy is assumed to be influenced by technological development which is driven
by innovation. Inspired by these ideas, the interplay between agents’ greed and the
global economy is modelled as a dynamical system, in a way that has some
similarity to predator-prey models in two variations: agent-based, where each agent
has its own greed level, and population-based, where only an average greed level of
the whole population is considered.

261

Analysis and Validation of Models for Trust Dynamics
The agent-based model assumes n heterogeneous agents, which all interact within a
certain economy. For each agent k, the individual greed is represented using a
variable yk, and the global economic situation is represented using a variable x. The
complete set of variables and parameters used in the model is shown in Table 5.
Table 5. Variables and parameters used in the agent-based model
Variables

Parameters

x
y(1), ..., y(n)
z
TD
a
b
c1, ..., cn
e1, ..., en
inn

World economy
Greed of individual agents
Average greed of the agents (i.e., arithmetic mean of
all y(k))
Technological development level
Growth rate of the economy
Decrease rate of the economy due to average greed
Growth rate of an agent’s greed based on the economy
Decrease rate of an agent’s greed
Innovation rate

Based on these concepts, a system of difference equations was designed that
consists of n+3 formulae; here (2) specifies a collection of n equations for each of
the n agents, where each agent has its individual values for y(k), ck and ek:
(1) Updating the world economy
xnew = xold + (a*xold - b*xold* zold) * ∆t
(2) Updating the greed of the agents
y(k)new = y(k)old + (ck*b* xold*y(k)old *(2-y(k)old) / TDold - ek*y(k)old) * ∆t
k)
(3) Updating the technological development
TDnew = TDold + inn* TDold *∆t
(4) Aggregating greed
zold = ( k y(k)old)/n
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Table 6. Variables and parameters used in the population-based model
Variables

Parameters

x
y
TD
a

World economy
Average greed of the population
Technological development level
Growth rate of the economy

b

e

Decrease rate of the economy due to population
greed
Growth rate of the population greed based on
the economy
Decrease rate of the population greed

inn

Innovation rate

c

12.5.2 A population-based model for greed dynamics
The population-based dynamical model is similar to the agent-based model, but the
difference is that it abstracts from the differences of the individual agents. This is
done by replacing the average greed z over all y(k) in formula (1) by one single
variable y indicating the greed of the population as a whole, and using a single
formula (2), which is only applied at the population level, in contrast to the
collection of formulae (2) in the agent-based model, which are applied for all agents
separately. The resulting population-based model is shown in Table 6 and in the
formulae below.
(1) Updating world economy
xnew = xold + (a*xold - b*xold* yold) * ∆t
(2) Updating the greed of the population
ynew = yold + (c*b* xold*yold *(2-yold) / TDold - e*yold) * ∆t
(3) Updating the technological development
TDnew = TDold + inn* TDold *∆t
Note that in differential equation format the agent-based and population-based
dynamical model can be expressed by n+2, respectively 3 differential equations as
shown in Table 7. Moreover, as the innovation rate inn is assumed constant over
time, for both cases the differential equation for TD can be solved analytically with
solution TD(t) = TD(0) einn t.
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Table 7. The two models expressed by n+2, respectively 3 differential equations
Agent-based model
dx/dt = ax - bxz
d y(k) /dt = (ckb xy(k)(2- y(k)) / TD) - ek y(k)
dTD/dt = inn TD
z = ( k y(k) )/n

12.6

Population-based model
dx/dt = ax - bxy
dy/dt =( cb xy(2-y) / TD ) - ey
dTD/dt = inn TD

Mathematical analysis for the economics case

In this section a mathematical analysis is presented concerning the conditions under
which partial or full equilibria occur; it is assumed that the parameters a, b, c and e
are nonzero. For an overview of the equilibria results, see Table 8.

12.6.1 Dynamics of the economy
The economy grows when dx/dt > 0 and shrinks when dx/dt < 0; it is in equilibrium
when dx/dt = 0. Assuming x nonzero, according to equation (1) for the populationbased model, this can be related to the value of the greed as follows
economy grows
dx/dt > 0  ax - bxy > 0  a - by > 0  y < a/b
economy shrinks
dx/dt < 0  ax - bxy < 0  a - by < 0  y > a/b
economy in equilibrium dx/dt = 0  ax - bxy = 0  a - by = 0  y = a/b
So, as soon as the greed exceeds a/b the economy will shrink (for example, due to
too many bankruptcies), until the greed has gone below this value. This indeed can
be observed in the simulation traces. For the agent-based model similar criteria can
be derived, but then relating to the average greed z instead of y.

12.6.2 Full equilibria for the population-based greed model
The first issue to be analysed is whether (nonzero) equilibria exist for the whole
population-based model, and if so, under which conditions. This can be analysed by
considering that x, y and TD are constant and nonzero. For x constant above it was
derived from (1) that the criterion is y = a/b. For TD constant the criterion is inn = 0
as immediately follows from (3). The criterion for dy/dt = 0 can be derived from (2)
as follows
dy/dt = (cbxy(2-y) / TD - ey) = 0  cbx (2-y) / TD = e  x = (e / ((2b-a) c)) TD
This provides the conditions for a full equilibrium
(1) y = a /b
(2) x = (e / ((2b-a) c)) TD
(3) inn = 0
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It turns out that for any nonzero setting for the parameters a, b, c and e and for
setting inn = 0 for the innovation parameter and for any value of TD a nontrivial
equilibrium is (only) possible with values as indicated above. Note that this shows
that for inn nonzero a nontrivial full equilibrium is not possible, as TD will change
over time. However, partial equilibria for greed still may be possible. This will be
analysed next

12.6.3 Equilibria for greed in the population-based model
Suppose that the innovation inn is nonzero. In this case it cannot be expected that
technological development TD and economy x stay at constant nonzero values.
However still for the greed variable y an equilibrium may exist. From the second
equation (2) by putting dy/dt = 0 it follows
cbx (2-y) / TD = e  x =  TD

with  = e / cb (2-y)

By filling this in differential equation (1) it follows
d  TD /dt = a TD - b TD y  d TD /dt = (a - by) TD
By differential equation (3) it can be derived
d TD /dt = (a - by) TD = inn TD  (a - by) = inn  y = (a –inn)/b
Note that for inn = 0 this also includes the result for the full equilibrium obtained
earlier. Moreover, as the equation for TD can be solved analytically, and x =  TD,
also an explicit solution for x can be obtained:
TD(t) = TD(0) einn t
x(t) =  TD(t) =  TD(0) einn t = x(0) einn t
Here  can be expressed in the parameters as follows:

 = e / cb (2-y) = e / cb (2-(a –inn)/b) = (e / c) / (2b - a +inn)
This shows that according to the model greed can be in an equilibrium y = (a –
inn)/b, in which case the economy shows a monotonic exponential growth.

12.6.4 Full Equilibria for the agent-based greed model
Similar to the approach followed above:
(1)
(2)
(3)
(4)

dx/dt = (ax - bxz) = 0
d y(k) /dt = (ckbx y(k) (2- y(k)) / TD - ek y(k)) = 0 (for all agents k)
dTD/dt = inn TD = 0
z = ( k y(k) )/n
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A full equilibrium can be expressed by the following equilibria equations:
(1)
(2)
(3)
(4)

ax = bxz
ckbx y(k) (2- y(k)) / TD = ek y(k)
inn TD = 0
z = (k y(k) )/n

It is assumed that a, b, ck and ek are nonzero. One trivial solution is x = y(k) = 0.
Assuming that x, y(k) and TD all are nonzero, the equations (1) to (3) are simplified:
(1)
(2)
(3)
(4)

a = bz
ckbx (2- y(k)) / TD = ek
inn = 0
z = ( k y(k) )/n

This provides
(1)
(2)
(3)
(4)

z = a /b
y(k) = 2- ek TD/(ckbx)
inn = 0
z = ( k y(k) )/n

From the second, first and last equation it follows that
a /b = (k y(k) )/n
= (k (2- ek TD/(ckbx) ) )/n
= 2 - k (ek TD/(ckbx) ) /n
= 2 – (TD/bx) (k (ek /ck) )/n 
x = TD k (ek /ck) / (2b – a)n
From this the values for the y(j) can be determined:
y(j) = 2- ej TD/(cjbx)
= 2- ej TD/(cjb TD k (ek /ck) / (2b – a)n)
= 2- ej /(cjb k (ek /ck) / (2b – a)n)
= 2- ej(2b – a)n /(cjb k (ek /ck) )
= 2- ej(2 – (a/b))n /(cj k (ek /ck) )
= 2- (2 – (a/b))n /( k (ek / ej )(cj / ck) )
It turns out that for any nonzero setting for the parameters a, b, ck and ek and for
setting inn = 0 for the innovation parameter, and for any value of TD a nontrivial
equilibrium is (only) possible with values as indicated above.
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12.6.5 Equilibria for greed for the agent-based model
From the second equation
ckbx (2-y(k)) / TD = ek
with y(k) constant it follows that
x = k TD
with k the constant

k = ek / ck b (2-y(k))
which apparently does not depend on k, as both x and TD do not depend on k, so the
subscript in k can be left out. Filling this in (1) provides:
d  TD/dt = (a TD - b TD z)  d TD/dt = (a - bz) TD
By differential equation (3) it can be derived
dTD/dt = (a - bz) TD = inn TD  (a - bz) = inn  z = (a –inn)/b
Now the equilibrium values for y(j) can be determined as follows.

 = ek / ck b (2-y(k)) 

2-y(k) = ek /  ck b 

y(k) = 2- ek / ck b

Next the value of  is determined z = (k y(k) )/n = k (2- ek / ck b)/n = 2- (1/bn)
k ek / ck . Since z = (a –inn)/b it follows
(a –inn)/b = 2- (1/bn) k ek / ck
k ek / ck = (2b- (a –inn)) n

 (1/n) k ek / ck = 2b- (a –inn) 
  = k (ek / ck )/ (2b- (a –inn))n

Given this value for  the equilibrium values for the greed y(j) are
y(j) = 2- ej / cj b
= 2- ej / b cj k (ek / ck) / (2b- (a –inn))n
= 2- (2- (a - inn) /b) n / k (ek cj / ej ck )
Note that for the case that all ek are equal to one value e, and the same for ck, then
from the formulae for the equilibria it is easy to see that the equilibria for the agentbased model and the population-based model become the same.
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Table 8. Overview of the equilibria of the two models

Full
equilibrium

Partial
equilibrium
for
greed

12.7

Agent-based model
inn = 0
x =(1/(2b – a)) (k (ek /ck) / n)
TD
z = a /b
y(j) = 2- (2 – (a/b)) n / k (ek /
ej )(cj / ck)

Population-based model
inn = 0
x = (1/(2b-a))( e /c)) TD
y = a/b

TD(t) = TD(0) einn t
x(t) =(1/(2b- a +inn)) ( k (ek /ck
)/ n) TD(0) einn t
z = (a –inn)/b
y(j) =2- (2- ((a - inn ) /b)) n / k
(ek / ej )(cj / ck)

TD(t) = TD(0) einn t
x(t) =(1 /(2b - a +inn)) (e /
c) TD(0) einn t
y = (a –inn)/b

Simulations for the economics case

Based on the models introduced above, a number of simulation experiments have
been performed under different parameter settings (with population size varying
from 2 to 400 agents), both for the agent-based and for the population-based case.
Below, a number of them are described.

12.7.1 Agent-based simulations for the economics case
First an agent-based simulation experiment is described. In this first experiment, 25
agents were involved. The initial settings used for the variables and parameters
involved in the experiment are shown in Table 9.
Table 9. Initial settings for variables and parameters
Parameter
a
b
c
e
inn

Value
1.5
5.8
random in [0.0260, 0.0274]
random in [0.85, 0.89]
0.01

Variable
x
y
TD

Initial value
5
random in [0.2, 0.3]
1

t

0.1

The results of the simulations are shown in Figure 10a and 10b. In Figure 10a, time
is on the horizontal axis and the value of the world economy is represented on the
vertical axis. It is evident from the graph that the economy grows as time increases
(but fluctuating continuously). Figure 10b shows the individual greed values of all
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25 agents. As can be seen they fluctuate within a bandwidth of about 25% with
lowest points between about 0.1 and 0.25, and highest points between about 0.25
and 0.45. The pattern of the average greed over all 25 agents is shown in Figure
10c.
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Figure 10. Agent-based simulation results: a) world economy, b) individual greed of
25 agents, and c) average greed (over 25 agents)

12.7.2 Population-based simulations for the economics case
For the population-based simulation, all the parameter settings are the same as in
Table 9, except parameters y, c and e. The values for parameters y, c and e used in
the population-based simulation were determined on the basis of the settings for the
agent-based simulations by taking the average y, c and e for all fifty agents:
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y = ( k yk )/n
c = ( k ck )/n
e = ( k ek )/n
The results of the population-based simulations are shown in Figure 11a (economy)
and 11b (greed). As can be seen from these figures, the results approximate the
results for the averages for the agent-based simulation. The difference of the world
economy for the population-based and agent-based simulation (averaged over all
time points) turns out to be 0.112, and the difference between the average greed of
the 25 agents in the agent-based simulation and the greed for the population-based
simulation is 0.005.
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Figure 11. Population-based simulation results: a) world economy, and b) greed
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Figure 12. Difference between both models for various population sizes: a) world
economy, and b) greed
In addition, a number of simulation runs have been performed for other population
sizes. Figure 12a displays the (maximum and average) absolute difference between
the world economy in the agent-based model and the world economy in the
population-based model for various population sizes. Note that, as the economy has
initial vales above 2 and it substantially grows over time, the relative difference will
approximate 0.
Similarly, Figure 12b displays the absolute difference between the average greed in
the agent-based model and the greed in the population-based model for various
population sizes. The red line indicates the maximum value and the blue line the
average value over all time points. As the figures indicate, all differences
approximate a value that is close to 0 as the population size increases. Although the
results of these particular simulation experiments should not be over-generalised,
this is at least an indication that for higher numbers of agents, the results of the
agent-based model can be approximated by those of the population-based model.

12.8

Discussion

The comparative exploration of population-based simulation and agent-based
simulation reported in this chapter shows different phenomena that were not
directly easy to predict. This has been addressed for two case studies.
For the epidemics case study, a large number of agent-based simulations based on
only 10 agents provided an average of infected and recovered persons around 5 that
is not far from the results of the population-based model with the same settings.
Also the well-known threshold law shows in both the agent-based and populationbased simulations. However, the variation was very wide. It was very rare that the
simulation came up with a result that is close to the average. On the contrary,
almost half of them ended up in 1 recovered person, and almost the other half in the
maximal number of 10 recovered persons. For higher numbers of agents (100 and
1000) the outcome is completely different. For these cases the outcomes concentrate
on the maximal number of infected and recovered persons; the variation is very low
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for these cases. Furthermore, the averages are also close to the maximal number of
persons and therefore deviate a lot (around 100%) from the outcome of the
population-based model with the same settings with average around 5.
The second case study focuses behavioural economics, inspired by variants of
predator prey models (e.g., Burghes, and Borrie, 1981; Lotka, 1924; Maynard Smith
S. J., 1974; Volterra, 1926; Filotas, Grant, Parrott and Rikvold, 2008; Parrott,
2010). For this second case study also a large number of simulation experiments for
different population sizes were performed for both an agent-based and a populationbased model. For both cases the results show that for a nonzero innovation rate the
world economy grows in a fluctuating manner over time, and the average greed of
the agents fluctuates between 0.1 and 0.45. It turned out that, in particular for large
population sizes, the (relative) differences in the economy and average greed
between agent-based and population based simulations are close to zero.
Based on the obtained results, in summary the following can be noted about two of
the main issues in the comparison:
 In how far do averages for agent-based simulations match population-based
simulations?
The assumption that a population-based model shows the same results as the
average of agent-based models has been shown not to hold in general. The
remarkable outcome was that for the epidemics case study it only holds for small
numbers of agents, but clearly not for larger numbers, whereas the economics case
study shows the opposite: it holds for larger numbers but less for smaller numbers
of agents. This may raise the question whether in such cases a more differentiated
point of view on this issue can be considered, namely that for numbers of n agents
population-based models have an extent of approximation of averages of agentbased models, which is a function a(n) of n. It can be an interesting challenge for a
given application to find this function a(n); the graphs in Figure 12 give an
indication of such a function, which for the economics case does not even seem to
be monotonic in n, but shows a fluctuating pattern instead. Even when different
experiments were performed, the fluctuating pattern always came up.
 Variation for the agent-based simulations
Within the epidemics case, for large numbers of agents, the variations are relatively
low, for example, as shown in Figure 7. However, for small numbers of agents the
variation is very high so that the average number gets less meaning. For example, as
shown in Figure 6, sometimes practically all agents get infected, whereas in other
cases almost no agents get infected. In the former case the fraction of recovered
agents is almost 100%, and in the latter case around 10%. This phenomenon was
also reported as a disturbing factor in (Connell, Dawson, and Skvortsov, 2009).
Within the economics case study variations between agents are substantial, as is
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visible in Figure 10b. However, the averages over all agents do not vary too much,
even for smaller numbers of agents.
A question that may arise is whether agent-based simulations are more faithful than
population-based simulations. In literature on agent-based simulation such as in
(e.g., Antunes, Paolucci and Norling; David and Sichman, 2009), it is argued that
although agent-based modelling approaches are more expensive computationally
than population-based modelling approaches, they are preferable due to more
accuracy. The answer on this question is not so clear. The results in the current
chapter indicate that under certain conditions agent-based approaches can be closely
approximated by population-based simulations. For cases when a real difference is
shown, the agent-based model may be closer to reality, but this is not clear at
forehand. To verify this, detailed empirical data have to be analysed, which would
be another challenge.
Papers addressing agent-based simulation of epidemics usually do not make a
comparison between population-based models and agent-based models; for some
exceptions, however, see, (Bagni, Berchi and Cariello, 2002; Connell, Dawson, and
Skvortsov, 2009; Skvortsov, Connell, Dawson and Gailis, 2007). Although in
(Bagni, Berchi and Cariello, 2002), a number of different types of models are
briefly discussed, these models have not been compared by applying them to certain
scenarios. Further work would be to take empirical data and compare the two types
of models with these data. Moreover, the relationship between equilibria and the
initial values for susceptibles and infectives can be explored further in the context of
empirical data. Recently, other comparison work (Connell, Dawson, and Skvortsov,
2009; Skvortsov, Connell, Dawson and Gailis, 2007) was found on models for
epidemics that have much similarity with the case study in epidemics presented in
the current chapter, which by itself was based on our earlier work as reported in
(Jaffry and Treur, 2008). It turns out that the work described in (Connell, Dawson,
and Skvortsov, 2009; David and Sichman, 2009) show less results of experiments
and less differentiated conclusions than reported above, but in what was reported
globally confirms our results.
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CHAPTER 13
AGENT‐BASED VERSUS POPULATION‐
BASED SIMULATION OF DISPLACEMENT OF
CRIME: A COMPARATIVE STUDY
by
Bosse, T., Gerritsen, C., Hoogendoorn, M., Jaffry, S.W. and Treur, J.
Central research questions addressed within Criminology are how the
geographical displacement of crime can be understood, explained, and
predicted. The process of crime displacement is usually explained by
referring to the interaction of three types of agents: criminals, passers-by,
and guardians. Most existing simulation models of this process take a
‘local’ perspective, i.e., they are agent-based. However, when the number of
agents considered becomes large, more ‘global’ approaches, such as
population-based simulation have computational advantages over agentbased simulation. This article presents both an agent-based and a
population-based simulation model of crime displacement, and reports a
comparative evaluation of the two models. In addition, an approach is put
forward to analyse the behaviour of both models by means of formal
techniques. The results suggest that under certain conditions, populationbased models approximate agent-based models, at least in the domain under
investigation.

Work presented in this chapter has been published in the following forms
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13.1

Introduction

Criminology is a research area that focuses on practically all aspects of crime.
Important research questions asked are how criminal behaviour can be understood,
explained, and predicted (Cohen and Felson, 1979; Cornish and Clarke, 1986;
Gottfredson and Hirschi, 1990). One of the main streams within Criminology is the
area that investigates environmental aspects of crime (Wortley and Mazerolle,
2008). For example, a central issue investigated in this area is to find locations in a
city where many crimes occur. Such locations are often called hot spots (Eck,
Chainey, Cameron, Leitner and Wilson, 2005; Sherman, Gartin and Buerger, 1989).
The dynamics of such criminal hot spots are generally not easy to capture. Often,
after a while the criminal activities at a hot spot location shift to another location,
for example, because the police has changed its policy and increased the numbers of
officers at the hot spot. Another reason may be that the passers by move away when
a certain location gets a bad reputation. Such a shift between locations is called the
displacement of crime. The reputation of specific locations in a city is an important
factor in the spatio-temporal distribution and dynamics of crime (Herbert, 1982).
For example, it may be expected that the amount of assaults that take place at a
certain location affect the reputation of this location. Similarly, the reputation of a
location affects the attractiveness of that location for certain types of individuals.
For instance, a location that is known for its high crime rates will attract police
officers, whereas most citizens will be more likely to avoid it. As a result, the
amount of criminal activity at such a location will decrease, which will affect its
reputation again.
Historically, approaches to simulation of processes in which groups of larger
numbers of agents and their interaction are involved are population-based: a number
of groups are distinguished (populations) and each of these populations is
represented by a numerical variable indicating their number or density (within a
given area or location) at a certain time point. The simulation model takes the form
of a system of difference or differential equations expressing temporal relationships
for the dynamics of these variables. Well-known classical examples of such
population-based models are systems of difference or differential equations for
predator-prey dynamics (e.g., Lotka, 1924; Volterra, 1926; Burghes and Borrie,
1981; Smith, 1974; Volterra, 1931) and the dynamics of epidemics (e.g., Anderson
and May, 1992; Burghes and Borrie, 1981; Ellner and Guckenheimer, 2006;
Kermack and McKendrick, 1927; Ross, 1916). Such models can be studied by
simulation and by using analysis techniques from mathematics and dynamical
systems theory.
From the more recently developed area of Agent Systems, it is often taken as a
presupposition that simulations based on individual agents are a more natural or
faithful way of modelling, and thus will provide better results (e.g., Antunes and
Takadama 2007; Davidsson, Gasser, Logan and Takadama, 2005 Mosler, 2004;
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Sichman and Antunes, 2006). Although for larger numbers of agents such agentbased modelling approaches are more expensive computationally than populationbased modelling approaches, such a presupposition may provide a justification of
preferring their use over population-based modelling approaches, in spite of the
computational disadvantages. However, for larger numbers of agents (in the limit),
agent-based simulations may equally well approximate population-based
simulations. In such cases agent-based simulations just can be replaced by
population-based simulations. In this chapter, for the application area of crime
displacement these considerations are explored in more detail. Comparative
simulation experiments have been conducted based on different simulation models,
both agent-based (for different numbers of agents), and population-based. The
results are analysed and related to the assumptions discussed above.
This article is organised as follows. First, Section 13.2 introduces the population
based model which has been defined for this domain. Thereafter, this model is
mathematically analysed in Section 13.3, and simulation results are presented in
Section 13.4. Section 13.5 introduces the agent-based model of which simulation
results are shown in Section 13.6. A comparison of the two different models by
means of a formal analysis method is described in Section 13.7. In Section 13.8, it
is explored to what extent the behaviour of the agent-based model is robust to the
addition of local information. Finally, Section 13.9 is a discussion.

13.2

A population-based model

In this section the population-based model is defined. Hereby, a number of variable
names are used as shown in Table 1.
Table 1. Variables in population-based model
Name
C
G
P
c(L, t)
g(L, t)
p(L, t)
(L, a, t)
assault_rate(L, t)

Explanation
Total number of criminals
Total number of guardians
Total number of passers by
Density of criminals at location L at time t.
Density of guardians at location L at time t.
Density of passers-by at location L at time t.
Attractiveness of location L at time t for type a agents: c
(criminals), p (passers-by), or g (guardians))
Number of assaults taking place at location L per time unit.

The calculation of the number of agents at the various locations is done by
determining the movement of agents that takes place based upon the attractiveness
of the location. For instance, for the criminals the formula is specified as follows:
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c(L, t + Δt) = c(L, t) + η1 · ((L, c, t) - c(L, t)/ c) Δt
This expresses that the density c(L, t + Δt) of criminals at location L on t + Δt is
equal to the density of criminals at the location at time t plus a constant η1
(expressing the rate at which criminals move per time unit) times the movement of
criminals from t to t+t from and to location L multiplied by Δt. Here, the
movement of criminals is calculated by determining the relative attractiveness (L,
c, t) of the location (compared to the other locations) for criminals. From this, the
density of criminals at the location at time t divided by the total number c of
criminals (which is constant) is subtracted, resulting in the change of the number of
criminals for this location. For the guardians and the passers-by similar formulae
are used:
g(L, t + Δt) = g(L, t) + η2 · ((L, g, t) - g(L, t)/ g) Δt
p(L, t + Δt) = p(L, t) + η3 · ((L, p, t) - p(L, t)/ p) Δt
The attractiveness of a location can be expressed based on some form of reputation
of the location for the respective type of agents. Several variants of a reputation
concept can be used. The only constraint is that it is assumed to be normalized such
that the total over the locations equals 1. An example of a simple reputation concept
is based on the densities of agents, as expressed below.

(L, c, t) = p(L, t) / p
(L, g, t) = c(L, t) / c
(L, p, t) = g(L, t) / g

for criminals
for guardians
for passers-by

This expresses that criminals are more attracted to locations with higher densities of
passers-by, whereas guardians are attracted more to locations with higher densities
of criminals, and passers-by to locations with higher densities of guardians. As a
more general format, linear combinations of densities can be used:

(L, p, t) = 11 · c(L, t) / c + 12 · g(L, t) / g + 13 · p(L, t) / p + δ1
(L, c, t) = 21 · c(L, t) / c + 22 · g(L, t) / g + 23 · p(L, t) / p + δ2
(L, g, t) = 31 · c(L, t) / c + 32 · g(L, t) / g + 33 · p(L, t) / p + δ3
A natural setting of these values for criminals would be to have 23 positive since
criminals need victims to assault, and to have 22 negative because criminals try to
avoid guardians. For the guardians, 31 is likely to be positive since criminals attract
guardians, whereas 32 is positive as well. Finally, for the passers-by the 11 can be
taken negative as passers-by prefer not to meet criminals, and 12 (and possibly also
13) positive because guardians (and other passers-by) protect the passers-by.
Besides such linear variants, more complex variants can be used in the simulation
model presented here as well.
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In order to measure the assaults that take place per time unit, also different variants
of formulae can be used; for example:
assault_rate(L, t) = min(γ1· c(L, t) - γ2 · g(L, t), p(L, t))
Here, the assault rate at a location at time t is calculated as the minimum of the
possible assaults that can take place and the number of passers-by. Here the possible
number of assaults is the capacity per time step of criminals (γ1) multiplied by the
number of criminals at the location minus the capacity of guardians to avoid an
assault (γ2) times the number of guardians. In theory this can become less than 0
(the guardians can have a higher capacity to stop assaults than the criminals have to
commit them), therefore the maximum can be taken of 0 and the outcome described
above.

13.3

Analysis of population-based model

Before performing simulations using the population-based model, a formal analysis
is conducted to identify certain characteristics of the model. To obtain such a formal
analysis, it is assumed that the attractiveness of a given location are linear functions
of the densities of the different populations at that location, as described in Section
13.2. When the densities are normalized by taking, for example:
cn(L, t) = c(L, t)/c instead of c(L, t)
then the following (homogeneous) system of linear differential equations is
obtained.
,

= 11 cn(L, t) + 22 gn (L, t) + 23 pn(L, t)

,

= 21 cn(L, t) + 22 gn(L, t) + 23 pn(L, t)
,

= 31 cn(L, t) + 12 gn(L, t) + 33 pn(L, t)

So pn(L, t) et cetera denote the fraction of the overall population p that is at location
L at time t. In linear algebra notation this system can be written as dx/dt = Ax, with
A represented by a 3x3 matrix:
,
,
,

11 12 13
21 22 23
31 32 33

,
,
,

Equilibria can be found by the system of linear equations Ax = 0:
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11 cn(L, t) + 12 gn(L, t) + 13 pn(L, t) = 0
21 cn(L, t) + 22 gn(L, t) + 23 pn(L, t) = 0
31 cn(L, t) + 32 gn(L, t) + 33 pn(L, t) = 0
Behaviour around an equilibrium can be analysed by determining the eigen values
of matrix A as follows. The eigen value equation is the determinant of the matrix A
- I which is:

11 
12
13
21
22 
23
31
32
33 
This equation is:
- (-11) (-22) (-33) + 122331 + 213213 - (- 3113(-22) - 1221(-33)2332(-11))
= - (-11) (-22) (-33) + (3113(-22) + 1221(-33) + 2332(-11)) +
122331 + 213213
= - 3 + (11+22+33) 2 + ( -(1122+2233+3311)+ (3113 + 1221+2332)
)  + (112233 - (311322 + 122133+233211) + 122331 + 213213
= - 3 + b2+ c +d
with
b = (11+22+33)
c = (3113 + 1221+2332) - (1122+2233+3311)
d = 112233 - (311322 + 122133+233211) + 122331 + 213213
In general it is not easy to express how the eigen values depend on the many
parameters involved. However, for the special case that criminals are (only)
attracted to passers-by, guardians are attracted to criminals and passers by are
attracted to guardians, a number of the parameters can be taken zero, or equal:

12 = 0, 13 = -11, 21 = -22, 23 = 0, 31 = 0, 32 = - 33
A =

11
22
0

0

22
33

11
0

33

Note that 11, 22, 33 are negative here. Equilibrium is determined by

11 cn(L, t) - 11 pn(L, t) = 0
22 gn(L, t) - 22 cn(L, t) = 0
33 pn(L, t) - 33 gn(L, t) = 0
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This is equivalent to pn(L, t) = cn(L, t) = gn(L, t). The Eigen values can be
determined by the equation: - 3 + b2+ c +d with
b = 11+22+33
c = - (1122+2233+3311)
d= 0
For this equation one eigen value is  = 0, and the other two are the solutions of the
quadratic equation

2 - (11+22+33) + (1122+2233+3311) = 0
 = ( (11+22+33) +/- (11+22+33)2 - 4 (1122+2233+3311))/2
When the square root gives real numbers (positive discriminant), then both
solutions will be negative, as the root is less than |11+22+33|. When the square
root gives imaginary numbers (negative discriminant), the real part of both solutions
will be negative. In all cases attraction to the equilibrium will take place, in the first
case monotonic, in the second case nonmonotonic. Hence, given the set of
assumptions as described above, the model will eventually stabilise.

13.4

Population-based simulations

The model described in Section 13.2 and analyzed in Section 13.3 has been used to
generate simulation results. (using the Matlab programming environment). Hereby,
the functions that represent the attractiveness of different locations have been
varied.

13.4.1 Simple attractiveness function
In this section the results using the simple attractiveness function presented in
Section 13.3 are shown. The simulation results described below used the parameter
settings as shown in Table 2 and 3. The settings of the parameters that correspond to
the number of passers-by, criminals, and guardians have been determined in
cooperation with a team of criminologists.
Table 2. Parameter settings
Simulation Parameter
Simulation length
Locations
Passers-by
Criminals
Guardians
, η, Δt
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Values
100
4
4000
800
400
1, 0.5, 0.1
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Table 3. Population distribution
L1
1500
300
50

Passers-by
Criminals
Guardians

L2
500
100
150

L3
750
250
125

L4
1250
150
75

The resulting simulation trace is depicted in Figure 1. The first three graphs depict
the movement of, respectively, criminals, guardians and passers-by over the
different locations. The last graph depicts the amount of assaults performed.
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Figure 1. Population-based model - simulation results with simple function
As shown in Figure 1, from the beginning of the simulation many passers-by move
away from location 1 (where there are many criminals and few guardians), and
towards location 2 (where there are many guardians and few criminals). The
guardians follow the opposite pattern: they move away from location 2, and towards
location 1. As soon as the number of guardians at location 1 has increased, this
location becomes more attractive for the passers-by. The criminals first move away
from location 1, towards location 2, but as soon as the passers-by come back to
location 1, a significant part of the criminals stays there. Eventually, all populations
stabilise as expected after the mathematical analysis of the model. The total
computational time needed to generate the results shown is less than one second.
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Besides this particular run, runs with different settings of parameters (not
determined by criminologists) such as the value of β, η, and Δt have been conducted
as well. Thereby similar trends are observed as shown in the graphs in Figure 1.

13.4.2 Complex attractiveness function
In addition, simulation runs have been generated with more complex attractiveness
functions, namely the following:

(L, c, t) = 0.5 * p(L, t) / p + 0.5 * (1 - p(L, t) / p)
(L, g, t) = c(L, t) / c
(L, p, t) = 1 - c(L, t) / c
Again, the parameters shown in Table 2 and 3 have been used. The simulation
results are shown in Figure 2. The figure shows the same trends (namely an
equilibrium) as have been observed before, except that the precise distribution of
the various agent types is slightly different.
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Figure 2. Population-based model - simulation results with complex function
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13.5

An agent-based model

In this section the agent-based model is defined and simulation results thereof are
presented. Hereby, the same variable names are used as shown in Table 1. For the
agent-based model, the following ALGORITHM – 1 is used (implemented in C++):
ALGORITHM - 1: AGENT-BASED-MODEL
1 initialise all agents on locations
2 for all time step t do
2a

calculate the density of each type of agent p(L, t), c(L, t), g(L, t) at all
locations and communicate it to all agents

2b

each agent calculates the attractiveness of a location depending on its type
(passers-by, criminals, and guardians) for all locations using the following
formulae (i.e. similar to those used in the population-based model)

(L, c, t) = p(L, t) / p
(L, g, t) = c(L, t) / c
(L, p, t) = g(L, t) / g

for criminals
for guardians
for passers-by

2c

η % of the agents of each type is selected at random to decide whether the
agent moves to a new location or stay at the old one

2d

the selected agents move to a location with a probability proportional to
the attractiveness of the specific location (i.e. a selected agent has a higher
probability of moving to a relative attractive location than to a nonattractive one).

3

end for

13.5.1 Simple attractiveness function
The results using this agent-based model with the same parameters as the
population based model with simple attractiveness function are shown in Figure 3.
The figure shows the averages over 100 runs of the agent based model. Hereby, the
agent-based model requires a total computation time of 16.39 seconds. It can be
seen that the trends and even the number of agents at the various locations are very
closely related. A maximum deviation between the number of agents of around 2%
is seen. These differences are the result of the fact that agents can only move as a
whole, whereas in the population based model real numbers are used to represent
the densities of agents.

13.5.2 Complex attractiveness function
The results using the more complex attractiveness function with the same parameter
settings as used in Section 13.4.2 are shown in Figure 4. The results are in
accordance with those of the population-based model.
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Figure 3. Agent-based model - simulation results with simple function
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Figure 4. Agent-based model - simulation results with complex function
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13.6

Formal evaluation

In this section, a number of dynamic properties of the displacement of crime are
formalised in the Temporal Trace Language TTL (Bosse, Jonker, Meij,
Sharpanskykh and Treur, 2006), and checked against the simulation traces. This
predicate logical temporal language supports formal specification and analysis of
dynamic properties, covering both qualitative and quantitative aspects. TTL is built
on atoms referring to states of the world, time points and traces, i.e. trajectories of
states over time. In addition, dynamic properties are temporal statements that can be
formulated with respect to traces based on the state ontology Ont in the following
manner. Given a trace  over state ontology Ont, the state in  at time point t is
denoted by state(, t). These states can be related to state properties via the formally
defined satisfaction relation denoted by the infix predicate |=, comparable to the
Holds-predicate in the Situation Calculus: state(, t) |= p denotes that state property
p holds in trace  at time t. Based on these statements, dynamic properties can be
formulated in a formal manner in a sorted first-order predicate logic, using
quantifiers over time and traces and the usual first-order logical connectives such as
, , , , , . A dedicated software environment has been developed for TTL,
featuring both a Property Editor for building and editing TTL properties and a
Checking Tool that enables formal verification of such properties against a set of
(simulated or empirical) traces.
For the current domain, a number of hypotheses have been expressed as dynamic
properties in TTL. For example, consider the following dynamic property (P1a),
which expresses that the number of criminals at a certain location is persistent.
P1 (Criminals) - Stable number of criminals at locations
There is a time point t such that for each time point t1 and t2 after t and for all
locations l, if at t1 there are x criminals at location l and at t2 there are x2 criminals
at location l, then the difference between x and x2 is smaller than α% of the total
amount of criminals.
t:TIME t1,t2:TIME l:location x,x2:real
[t1>t & t2>t &
state(, t1) |= agents_of_type_at_location(x, criminal, l) &
state(, t2) |= agents_of_type_of_location(x2, criminal, l)
 abs(x-x2) ≤ c*/100]

This property (as well as the properties below) has been checked against the traces
generated by both simulation models. In particular, they have been checked them
against four traces: trace1 (i.e., the population-based trace that was shown in
Section 13.4), trace2 (which is an average trace over 100 simulation runs of the
agent-based model of Section 13.5), trace3 (i.e., the population-based trace based on
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the complex attractiveness function), and trace4 (an average trace over 100
simulation runs of the agent-based model based on the complex attractiveness
function). Some results of this check are shown in Table 4. It was found, among
others, that for an α of 1.0 (i.e. 1%) stabilisation of criminals occurs at time point 35
in trace1, at time point 65 in trace2, at t.p. 51 in trace3, and at t.p. 54 in trace4 (see
first column).Similar properties have been checked for passers-by and guardians.
Thus, in all traces eventually a stable situation occurs, but the moment at which this
occurs is a bit later in the agent-based traces. This is due to the fact that the agentbased model works with natural numbers instead of real numbers, which causes a
rounding error (as explained in the Section 13.5.1).
Table 4. Checking results of property P1
trace1
trace2
trace3
trace4

Criminals
35
65
51
54

Passers-by
38
56
41
47

Guardians
28
50
68
76

Besides checking whether the number of agents is persistent per location, also other
properties can be verified. For example, it can be checked what the point of
equilibrium is. To analyze this, properties like the following have been established:
P2 - Equal percentage of different agents per location
For each location l, for the three different agent types, the number of agents of that
type at the location divided by the overall population of that agent type is the same,
namely r.
l:location r:REAL x1,x2,x3:real
[ state(, last_time) |= agents_of_type_at_location(x1, criminal, l) &
state(, last_time) |= agents_of_type_at_location(x2, passer-by, l) &
state(, last_time) |= agents_of_type_at_location(x3, guardian, l)
 r = x1/c = x2/p = x3/g ]

Table 5. Checking results of property P2
trace1
trace2
trace3
trace4

Location 1
0.29
0.31
0.25
0.25

Location 2
0.21
0.21
0.25
0.25

Location 3
0.27
0.27
0.25
0.25

Location 4
0.23
0.21
0.25
0.25
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For a β of 0.01 this property indeed turned out to be true. Table 5 indicates the
values for r that were found for the different locations, for all four traces. Note the
small differences between trace1 and trace2, which is due to the rounding error
mentioned above.
Finally, a number of properties have been specified to investigate whether the
spread of agents of a certain kind over the locations is equal (illustrated here for
criminals):
P3 (Criminals) - Equal spread of criminals over locations
There is a time point t such that for all time points t1 after t for all locations l, the
amount of criminals at l is within a range of  of the total amount of criminals c
divided by the number of locations NL.
t:TIME t1:TIME l:location x:real
[t1>t & state(, t1) |= agents_of_type_at_location(x, criminal, l)
 c/NL = xc*]

As was already clear from the table above, this property generally does not hold,
since the agents do not equally spread over the locations. The property only holds
for a very high . In addition to the checks mentioned above, these properties have
been checked against a number of other simulation traces under different parameter
settings. Due to space limitations, the results are not shown here. All in all, these
checks pointed out that in all of the cases roughly the same pattern was found. For
all traces, eventually the numbers of agents of the different groups (e.g., criminals,
passers-by and guardians) at the different locations more or less stabilize. Moreover,
per location, eventually the same percentage of the overall population is present for
the three different agent types. Finally, it turns out that the agents (per type) are not
really spread equally over the locations, but this depends very much on the initial
distribution.

13.7

Extending the agent-based model with local information

As mentioned in Section 13.5, the agent-based model presented there assumes that
all agents have global information about all densities. To investigate how the
model’s behaviour changes in case the agents have only local information, in the
current section the model is slightly modified.
The main extension of the model is the explicit use of spatial information. More
specifically, it is assumed that each pair of locations {L1, L2} has a distance dL1,L2
assigned (between 0 and 1). The idea is that far away locations can be explored less
easily by the agents, which decreases the probability that the agents obtain
information about those locations; the distance to the own location is 0, which
means that this location is always observed.
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Based on this idea of distance, the modified algorithm is as follows (note that the
ALGORITHM – 2 is similar to the one introduced in Section 13.5, but step 2a has
been replaced by two new steps):
ALGORITHM - 2: AGENT-BASED-MODEL
1
initialise all agents on locations
2

for all time step t do

2a

for each agent at a certain location L1, for all locations L2, observe that
location with a probability 1-dL1,L2 (i.e., generate a random number r
between 0 and 1, and if r > dL1,L2 then the agent observes the correct
density of each type of agent at L2: p(L2, t), c(L2, t), g(L2, t))

2b

for all locations for which the densities have not been observed, assume
the following default values for the densities: qp/n, qc/n, qg/n (where qp
stands for “p minus the sum of the densities of the passers-by at the
observed locations” (and similar for criminals and guardians), and n
stands for “the amount of non-observed locations”)

2c

each agent calculates the attractiveness of a location depending on its
type (passers-by, criminals, and guardians) for all locations using the
following formulae (i.e. similar to those used in the population-based
model):

(L, c, t) = p(L, t) / p
(L, g, t) = c(L, t) / c
(L, p, t) = g(L, t) / g

for criminals
for guardians
for passers-by

2d

η % of the agents of each type is selected at random to decide whether
the agent moves to a new location or stay at the old one

2e

the selected agents move to a location with a probability proportional to
the attractiveness of the specific location (i.e. a selected agent has a
higher probability of moving to a relative attractive location than to a
non-attractive one).

3

end for

Various simulation runs under different parameter settings have been performed on
the basis of the extended model. In the case where all distances dL1,L2 are taken 0,
the results are identical to the ones produced by the agent-based model with global
information. However, when larger distances are taken, the behaviour differs. For
example, Figure 5 and 6 show results for situations with identical settings as used in
Section 13.5.1 (i.e., with the simple attractiveness function, see also Figure 3), but
with differences in the distances dL1,L2. In particular, Figure 5 is based on the
distance matrix with arbitrary distance values shown in Table 6, and Figure 6 is
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based on the distance matrix with extreme distance values shown in Table 7. Again,
these figures show the averages over 100 runs of the model.
Table 6. Distance matrix with arbitrary values

L1
L2
L3
L4

L1
0.0
0.1
0.2
0.3

L2
0.1
0.0
0.3
0.4

L3
0.2
0.3
0.0
0.5

L4
0.3
0.4
0.5
0.0

Table 7. Distance matrix with extreme values

L1
L2
L3
L4

L1
0.0
1.0
1.0
1.0

L2
1.0
0.0
1.0
1.0

L3
1.0
1.0
0.0
1.0

L4
1.0
1.0
1.0
0.0

As illustrated by Figure 5 and 6, increasing the distances between locations (which
implies that locations become more difficult to observe) results in agents having
less information about the world. This makes it more difficult for them to decide
where to go, which in turn forces them to make more arbitrary choices between
locations. This is clearly visible in the extreme case of Figure 6. Here, agents only
have information about the attractiveness of their own location, and know nothing
about the three other locations. As a result, they eventually distribute evenly over
the locations.
To conclude, these simulations illustrate that the model appears to be robust to
removing some global information (as Figure 5 still shows a pattern that is quite
similar to Figure 3), but as soon as too much global information is removed, the
behaviour will become different (see Figure 6). Note that the modified model with
local information has become slower than the global model: it requires a total
computation time of 28.048 seconds. This is due to the fact that it needs to
determine for each individual agent which information it observes.
As a final remark, note that the agents in the presented algorithm still have access to
some global information, namely the total numbers of agents of the different groups
(p, c, and g). However, as opposed to the dynamic information about densities, this
is information that is only observed once (at the start of the simulation); hence, the
amount of global information has still been reduced to a minimum in this modified
model. For further research, it would be interesting to explore how the results would
change if also this last piece of global information is eliminated
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Figure 5. Local agent-based model (arbitrary d values) - simulation results with
simple function
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Figure 6. Local agent-based model (all d=1) - simulation results with simple
function
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13.8

Discussion

In this chapter two models have been introduced to investigate the criminological
phenomenon of the displacement of crime. Hereby, a population-based model has
been introduced as well as an agent-based model. These models have been
presented in a generic format to allow for an investigation of a variety of different
functions representing aspects such as the attractiveness of locations. Using
mathematical analysis, and confirmed by simulation results, the population-based
model was shown to end up in an equilibrium for one variant of the model. The
parameter settings for these simulations have been determined in cooperation with
criminologists. The simulation results for the agent-based model using the same
parameter settings show an identical trend to the population-based model except for
some minor deviations that can be attributed to the fact that the agent-based model
is discrete, as confirmed by the formal evaluation. The computation time of the
populations-based model was shown to be much lower than the computation time of
the agent-based model.
Note that the results reported in this chapter are not completely in accordance with
the results reported in (Bosse and Gerritsen, 2008). In the results using an agentbased model reported in that paper, cyclic patterns were observed whereby there is a
continuous movement of so called hot-spots (i.e. places where a lot of crime takes
place). As already stated before, this chapter shows that the population of agents at
the various locations stabilizes over time. The difference can be attributed to the
fact that in (Bosse and Gerritsen, 2008) all agents decide where to move to based
upon the attractiveness of locations, whereas in the case of the models presented in
this chapter only a subset of the agents move. The results can however be
reproduced using the model presented in this chapter as well by using η = 1 and Δt
= 1. Determining what settings are most realistic in real life is future work.
The idea that population-based models approximate agent-based models for larger
populations is indeed confirmed by the simulation results reported in this chapter.
Future work is to introduce a general framework to make a comparison between the
models possible. Furthermore, in future work, also agent-based models will be
studied where the agents have bounded rationality (e.g., are able to sense just their
local surroundings and to communicate with a limited number of other agents).
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13.10 Appendix - Additional Simulation Results
To illustrate the claim made in the discussion, this appendix contains a simulation
trace that was generated using parameter settings with Δt = η = 1.
Population-based model:
The results of the population-based model are shown using the settings presented in
Table 8.
Table 8. Experimental configurations for additional simulation results
Parameter
Name
Simulation
type
Simulation
length
Locations

A

B

C

D

Passers-by

1500

500

750

1250

Criminals

300

100

250

150

Guardians

50

150

125

75

Value
Population
-based
100
4

Passers-by
Criminals

4000
800

Guardians

400

, η, Δt

1

Attractiveness
Functions

(L, c, t) = p(L, t) / p
(L, g, t) = c(L, t) / c
(L, p, t) = g(L, t) / g

In the graphs, it can be seen that continuous movement of the various types of
agents occurs, as in (Bosse and Gerritsen, 2010).

299

Analysis and Validation of Models for Trust Dynamics

300

150
Criminals
Criminals
Criminals
Criminals

280
260

L1
L2
L3
L4

130

240

120

220

110

200

100

180

90

160

80

140

70

120

60

100

0

10

20

30

40

50

60

70

80

90

Guardians
Guardians
Guardians
Guardians

140

50

100

1500

0

10

20

30

40

50

60

70

80

L1
L2
L3
L4

90

100

7000
Passers-by
Passers-by
Passers-by
Passers-by

1400
1300

L1
L2
L3
L4

Cum
Cum
Cum
Cum

6000
5000

1200
1100

assaults
assaults
assaults
assaults

L1
L2
L3
L4

4000

1000
3000

900
800

2000

700
1000

600
500

0

10

20

30

40

50

60

70

80

90

0

100

0

10

20

30

40

50

60

70

80

90

100

Agent-based model:
The results with similar settings using the agent-based model are shown below.
These results show identical trends compared to the population based model.
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CHAPTER 14
AGENT‐BASED AND POPULATION‐BASED
MODELING OF TRUST DYNAMICS
by
Jaffry, S.W. and Treur, J.
Trust is usually viewed at an individual level in the sense of an agent having
trust in a certain trustee. It can also be considered at a population level, in
the sense of how much trust for a certain trustee exists in a given population
or group of agents. The dynamics of trust states over time can be modelled
per individual in an agent-based manner. These individual trust states can
be aggregated to obtain the trust state of the population. However, in an
alternative way trust dynamics can be modelled from a population
perspective as well. Such a population-level model is much more efficient
computationally. In this chapter both ways of modelling are investigated
and it is analyzed how close they can approximate each other. This is done
both by simulation experiments and by mathematical analysis. It is shown
that the approximation can be reasonably accurate, and for larger numbers
of agents even quite accurate.

Work presented in this chapter has been published in the following form
Jaffry, S.W. and Treur, J., (2011). Modelling Trust for Communicating
Agents: Agent-Based and Population-Based Perspectives. In: Jedrzejowicz,
P., Nguyen, N.T., Hoang, K. (eds.), Proceedings of the Third International
Conference on Computational Collective Intelligence, (ICCCI'11), Gdynia,
(Poland), Part 1, Lecture Notes in Computer Science, volume 6922, pp. 366377, Springer Verlag.

Agent‐Based and Population‐Based Modeling of Trust Dynamics

14.1

Introduction

Trust is a concept that is usually considered as a means to aggregate experiences
with particular issues (trustees), such as other agents or services; e.g., (Singh and
Sinha, 2010; Skopik et al., 2010; Walter et al., 2009). A trust value can be taken
into account in decisions, for example, when deciding on cooperation with other
agents. A variety of computational models for trust dynamics have been developed;
see e.g. (Ramchum et al., 2004; Sabeter and Sierra, 2005; Jøsang, Ismail and Boyd,
2007; Falcone and Castelfranchi, 2004; Jonker and Treur, 1999). Trust can be
considered at the individual level, but also at a collective level for a population as a
whole, for example when decisions are made by voting. When a population of
agents is considered, the dynamics of trust in a certain trustee can be modelled from
two perspectives: from the agent-based perspective and from the population-based
perspective. From the agent-based perspective each agent has its own characteristics
and maintains its own trust level over time. From the population-based perspective
one trust level for the whole is maintained over time, depending on characteristics
of the population. For both cases dynamical models can be used to determine the
trust levels over time. For the agent-based perspective, each agent has its own
dynamical model (for example, expressed as a system of N differential equations,
with N the number of agents), whereas for the population-level one model (for
example, expressed as one differential equation) can be used. From the agent-based
model, by aggregation a collective trust level for the population as a whole can be
determined, for example, by taking the average over all agents.
Within application disciplines such as Biology, Economics, and Medicine, the
classical dynamical modeling approaches for simulation of processes in which
larger numbers of agents are involved are population-based: a population is
represented by a numerical variable indicating its number or density (within a given
area) at a certain time point. The dynamical model takes the form of a system of
difference or differential equations for the dynamics of these variables. Well known
classical examples of such population-based models are systems of difference or
differential equations for predator-prey dynamics (e.g., Lotka, 1924; Volterra, 1926,
1931; Maynard Smith, 1974; Burghes and Borrie, 1981) and the dynamics of
epidemics (e.g., Ross, 1916; Kermack and McKendrick, 1927; Burghes and Borrie,
1981; Anderson and May, 1992; Ellner and Guckenheimer, 2006). Such models
usually are studied by simulation and by mathematical analysis techniques.
The agent-based perspective often takes as a presupposition that simulations based
on individual agents are a more faithful way of modelling, and thus will provide
better results (e.g., Davidsson, Gasser, Logan, and Takadama, 2005; Sichman and
Antunes, 2006; Antunes and Takadama, 2007). Although for larger numbers of
agents agent-based dynamical modelling approaches are more expensive
computationally than population-based modelling approaches, such a
presupposition provides a justification of preferring their use over population-based
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modelling approaches: agent-based approaches with larger numbers of agents are
justified because the results are expected to be more realistic than the results of
population-based simulation. This may not work the same for smaller and for larger
numbers of agents. For larger numbers of agents, by some form of averaging, agentbased simulations might approximate population-based simulations. If so, this
implies that population-based simulation is a good choice for applications with
larger numbers of agents.
In this chapter this assumption is explored in a detailed manner for a population of
agents that receive direct experiences for a trustee and also get communicated
information from other agents about their trust in this trustee. On the one hand the
analysis makes use of a variety of simulation experiments for different population
sizes and different distributions of characteristics. On the other hand a mathematical
analysis of equilibria of both types of models is used to find out differences between
the two types of models. Roughly spoken, the outcome of both type of
investigations are that in general the differences are not substantial, and that they
are smaller the larger the number of agents is. In Section 14.2 the two types of trust
models used are introduced which incorporate direct and indirect experiences. In
Section 14.3 the simulation experiments are described. Section 14.4 presents the
mathematical analysis of equilibria. Section 14.5 concludes the chapter.

14.2

Modelling trust dynamics from two perspectives

In this section trust models for both perspectives are introduced. The basic
underlying trust dynamics model adopted in this chapter depends on receiving
experiences E(t) over time as follows:
∆

∆

Here T(t) and E(t) are the trust level for a trustee and the experience level given by
the trustee at time point t. Furthermore, γ is a personal characteristic for flexibility:
the rate of change of trust upon receiving an experience E(t). The values of T(t), E(t)
and γ are in the interval [0, 1]. In differential form change of trust over time can be
expressed by:

This basic model is based on the experienced-based trust model described in
(Jonker and Treur, 2003), and applied in (Singh and Sinha, 2010; Skopik et al.,
2010; Walter et al., 2009). In the agents received experience, experiences are taken
to be of two forms: direct experiences acquired, for example, by observation, and
indirect experiences, obtained from communication. Here above model is applied in
both cases where trust updates only based on direct experience received from
trustee and where it depends on both direct and indirect experience. Incorporating
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this, the basic model can be applied to each single agent within the population
(agent-based perspective), or to the population as a whole (population-based
perspective), as discussed below.

14.2.1 The agent-based trust model using direct experience
In this section the agent-based trust model is described for a trustee. Each of the
agents updates its trust on a given trustee upon receiving an experience from this
trustee. The trust model described above is taken and indexed for each agent A in
the group:
∆

∆

Note that each agent can have its personal flexibility characteristic A. It is assumed
that these values have some distribution over the population. Moreover each agent
may have its own experiences EA(t); however, in this chapter these are assumed the
same for all agents.
Using the agent-based model a collective trust value TC(t) for the population as a
whole can be obtained by aggregation of the trust values over all agents (taking the
average):
A

14.2.2 The population-based trust model using direct experience
In this section the population-based model of trust used is described. Besides the
experience given by the trustee to a population P, the dynamics of population level
trust are influenced by the characteristics of the population (Huff, L., and Kelley,
2003). A population level model has to aggregate the diversity of the population.
The proposed population-based model of trust carries all dynamics as described in
base model as follows:
∆

∆

Here TP(t) is the collective trust of whole population on a given trustee at time point
t, and the population-level flexibility characteristic
is an aggregate value for the
individual flexibility characteristics for all agents present in P (e.g., the average
of the for AP). Conceptually this can be interpreted as if the population as a
whole is represented as one agent and receives experiences from the trustee and
updates its trust on the trustee according to above equation. Note again that the
experience levels EP(t) and EA(t) for the population P and all individual agents A are
assumed to be the same. Therefore the index for E(t) can be left out.
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14.2.3 An agent-based trust model incorporating indirect experience
In the agent-based trust model for a trustee described here, each of the agents
updates its trust on a given trustee based on receiving an experience for this trustee
and combines a direct experience and an opinion received by the peers about the
trustee (indirect experience). Direct and indirect experiences at each time point are
aggregated using agents’ personality characteristic called social influence denoted
by αA as follows:
1
Here EA(t), EAd(t) and EAi(t) are the aggregated experience, the direct experience
received from the trustee and the indirect experience received by the agent A as the
opinions of its peers about trustee at time t respectively. The indirect experience
EAi(t) received by the agent A as the opinions of its peers about trustee at time point
t is taken the average of the opinions given by all the peers at time point t:
∑
1
Here OB(t) is the opinion received by the agent A from an agent B about the trustee
at time point t and N is the total number of agents in the population. The opinion
given by the agent B to the agent A at time t is taken as the value of the trust of B on
trustee at time t, so:

The aggregated experience received by agent A at time point t is used to update
current trust level of the agent A at trustee using trust model presented in the
previous section as follows:
∆

∆

Here the basic trust model is indexed for each agent A in the group. Note that each
agent can have its personal flexibility characteristic A. It is assumed that these
values have some distribution over the population. Based on this agent-based model
a collective trust value TC(t) for the population as a whole can be obtained by
aggregation of the trust values over all agents (taking the average):
∑
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14.2.4 A population-based trust model incorporating indirect
experience
To apply the basic trust model to obtain a population-based model of trust, its
ingredients have to be considered for the population P as a whole, for example, the
(direct and indirect) experience given by the trustee to a population P, and the
characteristics P of the population (Hoogendoorn and Jaffry, 2009; Huff and
Kelley, 2003) this is done as follows:
∆

∆

Here TP(t) is the trust of population P on a given trustee at time point t, and the
population-level flexibility characteristic is taken as an aggregate value for the
individual flexibility characteristics for all agents A in P (e.g., the average of the
for AP). This can be interpreted as if the population as a whole is represented
as one agent who receives experiences from the trustee and updates its trust on the
trustee using the basic model. The experience at population level EP(t) at time point
t for the population P is defined as the combination of the direct and the indirect
experience at population level as follows:
1
In the above equation
and
are the indirect and direct experience at the
population level. Moreover, αP is the population-level social influence
characteristic. Here also αP is taken as an aggregate value for the individual social
influence characteristics αA for all agents present in P (e.g., the average of the αA for
AP). At the population level the indirect experience
obtained from
communication by the other agents of their trust is taken as the population level
trust value at time point t as follows:

14.2.5 Complexity estimation
The complexity of the agent-based trust model differs from that of the populationbased models. Complexity of the agent-based trust model depends on the number of
agents while population-based model is independent of this. Complexities can be
estimated as follows. For τ the total number of time steps, and N the number of
agents in the population, the time complexities of the agent-based based on direct
experience, agent-based incorporating indirect experience and population-based
models are O(Nτ), O(N2τ) and O(τ) respectively. This indicates that for higher
numbers of agents in a population the agent-based model is computationally much
more expensive.
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14.3

Simulating and comparing the two approaches

A number of simulation experiments have been conducted to compare the agentbased and population-based trust models as described in the previous sections. This
section presents the experimental setup and results from these experiments.

14.3.1 The experimental setup for trust models incorporating direct
experiences
Several simulation experiments have been performed to analyze and compare the
behaviours of the two approaches. For these simulation experiments a system was
created as described in Figure 1. Here it is assumed that a trustee S gives similar
experiences E to both models at each time point. In the population-based trust
model this experience E is used to update the population-level trust of S according
to the equations presented in the last section, while in the agent-based trust model
this experience is received by every agent in the system and each agent updates its
trust on the trustee, which by aggregation leads to update of the collective trust of
the trustee.
Population based model
P

Trustee
S

E

Agent based model
A3
A1
An
A2

Figure 1. Agent and population based trust model

In Figure 1, agent P carries the population-based trust model while agents A1, A2,
A3 … An carry the agent-based trust model as described in the previous Sections
14.2.1 and 14.2.2. Every agent in the system is assigned an initial trust value TA(0)
and the value for the agent’s flexibility parameter γA at the start of the simulation
experiment. The value TP(0) for the initial population-level trust and the populationlevel flexibility parameter γP for the agent P of the population-based trust model are
taken as the average of the corresponding attributes of all the agents in the
community:
0
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and

Here N is the total number of agents in the community. The collective trust of the
agent-based trust model at any time point t is represented as the average of the trust
values of all the agents in the community:

As a measure of dissimilarity for the comparison of the models their root mean
square error is measured between the collective agent-level trust and populationlevel trust at each time point t as follows:

In the above equation TP(t) and TC(t) are the population-level trust and the
(aggregated) collective agent-level trust of trustee calculated by the populationbased and agent-based model at time point t respectively and M is the total time
steps in the simulation.
To produce realistic simulations, the values for TA(0) and γA of all the agents in the
agent-based trust model were taken from a uniform normal distribution with mean
value 0.50 and standard deviation varying from 0.00 to 0.24. In these experiments
all agent-based models were simulated exhaustively to see their average behaviour
against the population-based model. Here the exhaustive simulation means that all
possible combinations of standard deviations for TA(0) and γA from the interval
0.00-0.24 were used in the simulations and their respective errors were measured.
An average error εavg of the models was calculated, which is the average of all root
mean squared errors calculated with all combinations of TA(0) and γA as follows:
∑

.
.

∑

.
.

,

625
In the above equation stDevTA(0) and stDevγA are the standard deviation values used
to generate the agents’ initial trust values and the agents’ trust flexibility parameters
from a uniform normal distribution around the mean value of 0.50. Here ε(stDevTA(0),
stDevγA) is the error calculated for an experimental setup where TA(0) and γA were
taken using stDevTA(0) and stDevγA as standard deviation for a random number
generator. Here it can be noted that to obtain the average, this summation is divided
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by 625 which are the number of comparison models generated by all variations in
stDevTA(0) and stDevγA, e.g. 25*25.
In order to simulate realistic behaviour of the trustee’s experience E to the agents, E
was also taken from a uniform normal distribution with mean value of 0.50 and
experience’s standard deviation stDevE from the interval 0.00 to 0.24. These
experience values were also taken exhaustively over stDevTA(0) and stDevγA. The
algorithm for the simulation experiments is presented below as S1; it compares the
population-based trust model with the agent-based trust model exhaustively with all
possible standard deviations of stDevE, stDevγA, stDevTA(0) varying in the interval
0.00 to 0.24 described as follows.
ALGORITHM S1: AGENT AND POPULATION BASE MODEL
COMPARISON INCORPORATING DIRECT EXPERIENCES
00: Agent [A1, A2, …An] of ABM, Agent P of PBM, Trustee S;
01: for all stdDevE from 0.00 to 0.24
02:
for all stdDevγA from 0.00 to 0.24
03:
for all stdDevTA(0) from 0.00 to 0.24
04:
for all Agents A in ABM
05:
initialize TA(0) of A from stdDevTA(0)
06:
initialize γA of A from stdDevγA
07:
end for
08:
initialize TP(0) of P with average of TA(0) for all agents A
09:
initialize γP of P with average of all γA
10:
for all time points t
11:
trustee S gives experience E from stdDevE
12:
agent P receives E
13:
agent P updates trust TP of S
14:
for all agents A in ABM
15:
A receives experience E
16:
A updates trust TA on S
17:
update TC of S using trust TA of A
18:
end for
19:
calculate error ε of models using TP and TC
20:
end for
21:
end for
22:
calculate average models error εavg for all possible models with
23:
stdDevγA and stdDevTA(0)
24:
end for
25:
calculate average experience level error εE for all experience sequences
26:
using εavg
27: end for
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14.3.2 The experimental setup for trust models incorporating indirect
experiences
For the simulation experiments of trust models incorporating indirect experiences a
setup was used as shown in Fig. 2. Here a trustee S is assumed to give similar direct
experiences Ed(t) to both models at each time point t. In the population-based trust
model this direct experience Ed(t) is used together with the indirect experience EPi(t)
to update the population-level trust of S according to the equations presented in
Section 14.2.4. In the agent-based trust model this experience is received by every
agent in the system and each agent updates its trust on the trustee using direct
experience Ed(t) and indirect experience EAi(t) received as opinion of the other
agents, as shown in Section 14.2.3. By aggregation the individual trust levels can be
used to obtain a collective trust of the trustee.
In Fig. 2 P carries the population-based trust model while the agents A1, A2, A3 … An
carry the agent-based trust model as described in the previous Sections 14.2.3 and
14.2.4. Every agent in the system is assigned an initial trust value TA(0), a value for
the agent’s flexibility γA, and for the social influence parameter αA at the start of the
simulation experiment. The value TP(0) for the initial population-level trust, the
population-level flexibility parameter γP and the social influence αA parameter for
the population-based trust model are taken as the average of the corresponding
attributes of all the agents in the community:
0

A

0 /N,

P =A  /N,

P =A  /N

Here N is the total number of agents in the community. The collective trust of the
agent-based trust model at any time point t is represented as the average of the trust
values of all the agents in the community:
A
/N.
Population based model
P
E

Trustee S

Agent based model
A3
A1
An
A2

Fig. 2 Agent-based and population-based trust model incorporating communication
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As a measure of dissimilarity for the comparison of the models their root mean
square error is measured between the collective agent-level trust and populationlevel trust at each time point t as follows

In the above equation TP(t) and TC(t) are the population-level trust and the
(aggregated) collective agent-level trust of the trustee calculated by the populationbased and agent-based model at time point t respectively and M is the total time
steps in the simulation.
To produce realistic simulations, the values for TA(0), γA and αA of all the agents in
the agent-based trust model were taken from a uniform normal distribution with
mean value 0.50 and standard deviation varying from 0.00 to 0.24. In these
experiments all agent-based models were simulated exhaustively to see their
average behaviour against the population-based model. Here exhaustive simulation
means that all possible combinations of standard deviations for TA(0), γA and αA
from the interval 0.00-0.24 were used in the simulations and their respective errors
were measured against respective population level model. An average error εavg of
the models was calculated, which is the average of all root mean squared errors
calculated with all combinations of TA(0), γA and αA as follows.

∑

.
.

∑

.
.

∑

.
.

,

,

15625

In the above equation stDevTA(0), stDevγA and stDevαA are the standard deviation
values used to generate the agents’ initial trust values, the agents’ trust flexibility
parameter, and agents’ social influence parameter from a uniform normal
distribution around the mean value of 0.50. Here ε(stDevTA(0), stDevγA, stDevαA) is
the error calculated for an experimental setup where TA(0), γA, and αA were taken
using stDevTA(0), stDevγA and stDevαA as standard deviation for a random number
generator. Here it can be noted that to obtain the average, this summation is divided
by 15625 which are the number of comparison models generated by all variations in
stDevTA(0), stDevγA, and stDevαA, e.g. 25*25*25.
In order to simulate realistic behavior of the trustee’s experience E to the agents, E
was also taken from a uniform normal distribution with mean value of 0.50 and
experience’s standard deviation stDevE from the interval 0.00 to 0.24. These
experience values were also taken exhaustively over stDevTA(0), stDevγA, and
stDevαA. The algorithm for the simulation experiments is presented below as S2; it
compares the population-based trust model with the agent-based trust model
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exhaustively with all possible standard deviations of stDevE, stDevγA, stDevTA(0) and
stDevαA varying in the interval 0.00-0.24 described as S2.
ALGORITHM S2: AGENT AND POPULATION BASE MODEL
COMPARISON INCORPORATING INDIRECT EXPERIENCES
00: Agent [A1, A2, …An] of ABM, Agent P of PBM, Trustee S;
01: for all stdDevE from 0.00 to 0.24
02:
for all stdDevγA from 0.00 to 0.24
03:
for all stdDevTA(0) from 0.00 to 0.24
04:
for all stdDevαA from 0.00 to 0.24
05:
for all Agents A in ABM
06:
initialize TA(0) of A from stdDevTA(0)
07:
initialize γA of A from stdDevγA
08:
initialize αA of A from stdDevαA
09:
end for [all agents A]
10:
initialize TP(0), γP and αP of P with average of TA(0), γA and αA
11:
for all time points t
12:
trustee S gives experience E(t) from stdDevE
13:
agent P receives EPd(t) and calculates EPi(t) where
14:
EPd(t)=E(t)
15:
agent P updates trust TP(t) of S
16:
for all agents A in ABM
17:
A receives experience EAd(t) where EAd(t) = E(t)
18:
for all agents B in ABM where A≠B
19:
A gets opinion OAB(t) from B and aggregate in EAi(t)
20:
end for [all agents B]
21:
A updates trust TA(t) on S
22:
update TC(t) of S using trust TA(t) of A
23:
end for [all agents A]
24:
calculate error ε of models using TP(t) and TC(t)
25:
end for [all time points t]
26:
end for [all agents stdDevαA]
27:
end for [all stdDevTA(0)]
28:
calculate average models error εavg for all models(stdDevγA, stdDevTA(0),
29:
stdDevTA(0))
30:
end for [all stdDevγA]
31:
calculate average experience level error εE for all experience sequences
32:
using εavg
33: end for [all stdDevE]

14.3.3 Experimental configurations
In Table 1 the experimental configurations used for the different simulations are
summarized. All simulations were run for 500 time steps, and were performed for
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different values for the agents in the agent-based model to cover different sizes of
populations. The parameter SS for the sample of simulation experiments is taken 25:
each experiment is run 25 times after which an average is taken. This is meant to
undo the randomization effects and to get the general average characteristics of the
models. To obtain a wide variety of possible dynamics of the agent-based trust
model the agents’ initial trust, the agents’ flexibility, agents’ social influence (in
case of indirect experience) and the experience with the trustee were taken
exhaustively from a uniform normal distribution with various standard deviations.
Table 1. Experimental configurations
Name
Total time steps
Number of agents
Samples of simulation experiments
Standard deviation and mean for
direct experience
Standard deviation and mean for
rate of change
Standard deviation and mean for
initial trust
Standard deviation and mean for
social influence

Symbol
TT
N
SS
stdDevE, meanE

Value
500
10, 20, 30, 40, 50
25
0.00-0.24, 0.50

stdDevγ, meanγ

0.00-0.24, 0.50

stdDevT(0),meanT(0)

0.00-0.24, 0.50

stdDevα meanα

0.00-0.24, 0.50

Given the above experimental configurations, time complexity of the simulation
experiments for the algorithm S1 and S2 are following
O(S1) = O(stdDevE . stdDevγ . stdDevTA(0) . TT . N . SS)
O(S2) = O(stdDevE . stdDevγ . stdDevTA(0) . stdDevα . TT . N . SS)
For stdDevE, stdDevγ, stdDevTA(0) and stdDevα ranging from 0.00 to 0.24, 500 time
steps for simulation, 50 agents and 25 samples of simulation the approximate
number for the instruction count for S1 and S2 becomes 9.76 x 109 and 1.22 x 1013
respectively.

14.3.4 Simulation results
The algorithm S1 and S2 specified in Section 14.3.1 and 14.3.2 was implemented in
the C++ programming language to conduct the simulations experiments using the
configuration as described in Table 1, and to compare the agent-based and
population-based trust models. In this section some of the simulation results are
discussed.
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14.3.4.1 Comparison of trust models incorporating direct experiences
In this section results of two experiments are presented for the comparison of trust
models incorporating direct experiences only.
Experiment 1:

Variation in the values of the agents’ initial trust and trust
flexibility parameter

In this experiment the agents’ initial trust and flexibility parameter were taken from
a uniform normal distribution with mean 0.50 and standard deviation varying from
0.00 to 0.24. Here it is assumed that the trustee provides a constant experience value
0.50 at all time points to each agent in the agent-based model and the populationbased model. In order to see the effect of the population size on this experiment,
this experiment was executed for different numbers of agents, varying from 10 to
50. Some of the results are shown in following graphs. In Fig. 3a the horizontal axis
represents standard the deviation of γA in the agent-based trust model, varying from
0.00 to 0.24, and the vertical axis shows the average error between the agent-based
and population-based models for all standard deviations of TA(0) varying from 0.00
to 0.24 against each standard deviation of γA. In Fig. 3b the horizontal axis
represents the standard deviation of TA(0) of the agent-based trust model, varying
from 0.00 to 0.24 and the vertical axis shows the average error of all standard
deviations of γA(0) varying from 0.00 to 0.24 for each standard deviation of TA(0).
From these graphs it can be seen that the error between the agent-based and
population-based trust model increases when TA(0) or γA of the agent-based model
are taken from a higher standard deviation value. Also a higher number of agents in
the agent-based model shows less deviation from the population-based model.
Furthermore, the higher peak in the left-hand graph and the higher fluctuation in the
right-hand graph show that the agent-based model is much more sensitive to
variation in γA as compared to TA(0).
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Figure 3. a) Effect of variation in γ, b) effect of variation in T(0)
Experiment 2: Variation in the experience value from the trustee
This experiment is conducted in two parts; a) multiple experiment are conducted
where trustee gives a different constant experience and then output of the models is
compared, b) and an exhaustive simulation of experience values given by the trustee
from a uniform normal distribution with standard deviation stdDevE which varies in
interval 0.00 to 0.24 around the mean value 0.50 are used.
a) Case 1: In this experiment the agents’ initial values for trust and the flexibility
parameter were taken from a uniform normal distribution with mean 0.50 and
standard deviation varying from 0.00 to 0.24. Here it was assumed that the trustee
provides constant experience value 0.00, 0.25, 0.50, 0.75, and 1.00 at all time points
to each agent in the agent-based model and the population-based model in five
different experiments. Also in order to see the effect of the population size on this
experiment, this experiment was executed for different numbers of agents varying
from 10 to 50. Some of the results are shown in Fig. 4; here the horizontal axis
shows the number of agents in the agent-based model while the vertical axis
represents the error εavg for all models as described in the previous section.
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Figure 4. Effect of different experience values
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Here it can be seen that upon increase in deviation of the experience value from
0.50 (upward or downward), the agent-based trust model shows a higher error in
comparison with the population-based model. It can also be noted that with an
increase in the number of agents in the agent-based model, the population-based
model approximates the agent-based model more accurately, with lower error value.
b) Case 2: In this experiment an exhaustive simulation was performed where the
trustee gives experience values from a uniform normal distribution with standard
deviation stdDevE which is from the interval 0.00 to 0.24 and around the mean value
0.50. For each value of stdDevE the agents’ initial trust and flexibility parameter
were taken from a uniform normal distribution with mean value 0.50 and standard
deviation varying from 0.00 to 0.24 (see algorithm S). Also in order to see the effect
of the population size on this experiment, the experiment was executed for different
numbers of agents varying from 10 to 50. Some of the results are shown in Fig. 5;
here the horizontal axis shows the number of agents in the agent-based model, while
the vertical axis represents the average εavg of errors for a set of models where the
trustee gives experience values with standard deviation stdDevE. In Fig. 5a, for
example, the curve E(0.00-0.04) represents the average error for five models when
the trustee gave experiences with standard deviation of 0.00, 0.01, 0.02, 0.03 and
0.04 around mean of 0.50. These values were averaged and shown here for the sake
of presentation. Here it can be seen that for lower deviation in experience value,
larger numbers of agents produce a lower error in comparison to smaller number of
agents in the agent-based model, while when the trustee gives experience values
with a higher standard deviation, then higher numbers of agents show a higher error
as compared to lower numbers of agents in the agent-based model. In Fig. 5b the
horizontal axis represents the standard deviation in the experience values E given by
the trustee, varying from 0.00 to 0.24 and the vertical axis shows the average error
of all models with standard deviations of the agent attributes γA(0) and TA(0) in the
agent-based model, varying from 0.00 to 0.24. Here it can be seen that upon an
increase in standard deviation of experience value given by the trustee, the average
error between the agent-based and population-based model increases for all
population sizes. In Fig. 5c the horizontal axis shows the number of agents in the
agent-based model while the vertical axis represents the average errors εavg for all
models, where the trustee gives experience values with standard deviation stdDevE
(varying from 0.00 to 0.24), the agents in the agent-based model have attributes γA
and TA(0) with standard deviations stdDevγA and stdDevTA(0) (varying from 0.00 to
0.24). Here it can be observed that the population-based trust model provides a
more accurate approximation of the agent-based model, when having larger
numbers with an exception of an agent-based model with vary small numbers (10
agents).
In all these experiments it is observed that the maximum root mean squared error
between agent-based and population-based trust model does not exceed 0.017959,
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which means that this population-based trust model is a very accurate representation
of the agent-based model.
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Figure 5. a) effect change in experience for stdDevE in range 0.00 to 0.24,
b) difference between agent-based and population-based trust models upon variation
in experience values, c) average difference (error) between the agent-based and
population-based trust models for all possible standard deviations of stdDevγ,
stdDevTA(0) and stdDevE

320

Agent‐Based and Population‐Based Modeling of Trust Dynamics

Computational time complexity of experiments:
The computation complexities of the experiments described above are primarily
based on the complexity estimations presented in Section 14.3.4. It can be observed
that that the nature of experiments was exhaustive, hence to conduct them on a
desktop PC would require a large amount of time. So these experiments were
conducted on the Distributed ASCI Supercomputer version 4, DAS-4 (Bal,
Bhoedjang, Hofman, Jacobs, Kielmann, Maassen, and et al., 2000). The
computation complexity of these experiments is shown in Fig. 5. In this figure the
horizontal axis represents the different experiments described in the previous
sections and the vertical axis shows the number of hours required to complete these
experiments on a PC and on DAS-4. Here it should be noted that for these
experiment 25 nodes of DAS-4 were utilized. As it can be seen from Fig. 6 all three
experiments were expected to take approximately 6.41 hours on a single machine
while usage of DAS-4 has reduced this time to approximately 0.25 hours.
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1.034722222
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0.041388889

0.206944444

Figure 6. Total computation time required for the simulation experiments
incorporating direct experiences on PC and DAS-4
14.3.4.2 Comparison of trust models incorporating indirect experiences
In this section results of three different experiments are presented for the
comparison of trust models incorporating direct and indirect experiences.
Experiment 1:

Variation in the experience value from the trustee

In this experiment an exhaustive simulation was performed where the trustee gives
experience values from a uniform normal distribution around the mean value 0.50
with standard deviation stdDevE from the interval 0.00 to 0.24. For each value of
stdDevE the agents’ initial trust, flexibility and social influence parameters were
taken from a uniform normal distribution with mean value 0.50 and standard
deviation varying from 0.00 to 0.24 (see algorithm S). To see the effect of the
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population size on this experiment, the experiment was executed for different
numbers of agents varying from 10 to 50. Some of the results are shown in Fig. 7.
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Figure 7. a) difference between the two models upon variation in experience values,
b) average difference (error) between the agent-based and population-based trust
models for all possible standard deviations of stdDevγ, stdDevTA(0), stdDevα and
stdDevE
In Fig. 7a the horizontal axis represents the standard deviation in the experience
values E given by the trustee, varying from 0.00 to 0.24 and the vertical axis shows
the average experience level error εE of all models with standard deviations of the
agent attributes TA(0), γA and αA in the agent-based model, varying from 0.00 to
0.24. Here it can be seen that upon an increase in standard deviation of experience
value given by the trustee, the average error between the agent-based and
population-based model increases for all population sizes (from about 0.001 to
about 0.004). This error values is lower for higher numbers of agents which shows
that the population-based model is a much better approximation of the agent-based
based model for higher number of agents. In Fig. 7b the horizontal axis shows the
number of agents in the agent-based model while the vertical axis represents the
average of the experience level error εE for all models, where the trustee gives

322

Agent‐Based and Population‐Based Modeling of Trust Dynamics
experience values with standard deviation stdDevE (varying from 0.00 to 0.24), and
the agents in the agent-based model have attributes TA(0), γA and αA with standard
deviations stdDevγA, stdDevTA(0), and stdDevα (varying from 0.00 to 0.24). Here it
can also be observed that the population-based trust model provides a (slightly)
more accurate approximation of the agent-based model, when having larger
numbers of agents (from about 0.0026 to about 0.0024).
In all these experiments the maximum root mean squared error between agent-based
and population-based trust model does not exceed 0.027267, which means that this
population-based trust model is a quite accurate approximation of the agent-based
model.
Experiment 2:

Exhaustive mirroring of agent-based model into populationbased model

In the previous experiment the attribute values of the population-level model were
simply taken as an average of the attribute values of all agents in the agent-level
model. However, it cannot be claimed at forehand that this mechanism of
abstracting the agent-level model is the most accurate aggregation technique. In
order to see whether there is any other instance of the population-level model that
can approximate the agent-level models better than the one based on aggregating by
averaging, one has to exhaustively simulate all instances of the population-based
model against all instances of the agent-based model.
In this experiment such an exhaustive simulation was performed, applying a method
named as exhaustive mirroring of models, adopted from Chapter 6. In this method
of mirroring of models the target model is exhaustively (for different parameter
settings) simulated to realize a specific trace of the source model for a given set of
parameters of source model. The instance of the target model for specific values of
the parameters that generate a minimal error is considered as the best realization of
the target model to approximate the source model. As stated in Chapter 6 this
process gives some measure of similarity of the target model against the source
model. However, this method of exhaustive mirroring is computationally very
expensive. So, for practical reasons in this experiment the population-based model
(target) is exhaustively simulated with only one of the three population level
parameters, namely the flexibility γP of the population-level trust. The other two
parameters of the population-level (initial trust TP(0) and social influence αP) were
taken as the average of their counterparts in the agent-level model. Some of the
results of this experiment are shown in Fig. 8; In Fig. 8a the horizontal axis
represents the exhaustive values for the population-level flexibility parameter γP and
the vertical axis shows the average experience level error εE of all agent-based
models with standard deviations of the attributes TA(0), γA, αA and trustee experience
Ed(t) varying from 0.00 to 0.24 with mean value 0.5. Here it can be seen that for
lower values of γP the average error is much higher and it starts to reduce when γP
approaches to 0.5 and values of γP above 0.5 this error starts to increase. Hence 0.50
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is the most accurate representation of γP for all agent base models. Further in Fig. 8b
same graph is shown in a zoomed-in fashion to show the effect of population size
on error value. Here it is seen that larger populations showed lower error than
smaller populations.
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Figure 8. a) difference between agent-based and population-based trust models upon
change in population level flexibility parameter γP, b) zoomed-in version of Figure
8a
Experiment 3:

Comparison for larger populations with numbers up to 500
agents

Based on observation from the experiments described above some support was
obtained that the value 0.5 for the population-level flexibility parameter γP is the
most accurate representation of the agent-based model. To get a better impression
for the limit value of the error for larger populations, in the next experiment the
agent-based model were simulated for larger populations up to 500 agents in size
and compared to the population-based model with flexibility parameter γP = 0.5. In
this experiment the population was varied from 200 to 500 agents with an increment
of 10 agents per population size. Experimental configurations in this experiment
were taken from Table 1. Results are shown in Fig. 9; In Fig. 9a the horizontal axis

324

Agent‐Based and Population‐Based Modeling of Trust Dynamics
represents the different population sizes varying from 200 to 500 agents and the
vertical axis shows the average difference between agent and population level
models. Here it can be seen that on an increase in number of agents in population
base model difference between models decreases from about 0.00229 (for 200
agents) to about 0.00218 (for 500 agents). It has been analysed in how far the
approximation of the limit value for the error for larger populations is exponential
and how the limit value can be estimated from the obtained trend. To this end Fig.
9b depicts for a certain value of e (an assumed limit value) the graph of the
logarithm of the distance of the error to e, expressed as ln(error – e). This graph is
compared to a straight line. It turns out that in 6 decimals the straight line is
approximated best for limit value e = 0.002145, and the approximation of this limit
value for e goes exponentially according to an average (geometric mean) factor
0.947149 per increase of 10 agents.
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Figure 9. a) difference between agent-based and population-based trust models upon
change in population size on level flexibility parameter γP = 0.5, b) graph of
ln(error – e) compared to a straight line for e = 0.002145
In summary, given that the error found for N = 200 is 0.002288, based on this
extrapolation method the difference between the agent-based and population-based
model for larger population sizes N  200 can be estimated as:
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est_error(N) = 0.002145 + (0.002288-0.002145)*0.947149N-200
= 0.002145 + 0.000143*0.947149N-200
This estimation predicts that always an error of at least 0.002145 is to be expected;
this actually is quite low, but it will not become still lower in the limit for very large
N. It turns out that the difference between actual error and estimated error using the
above formula for all N between 200 and 500 is less than 2.10-6, with an average of
7.10-7. Note that by having this estimation of the error, it can also be used to correct
the population-based model for it, thus in a cheap manner approximating the agentbased model by an accuracy around 10-6.
Computational time complexity of experiments
The computation complexities of the experiments described above are primarily
based on the complexity estimations presented in Section 14.3.4. It was clear that
the nature of these experiments was exhaustive, hence to conduct them on a desktop
PC would require a large amount of time. So these experiments were conducted on
the Distributed ASCI Supercomputer version 4, DAS-4 (Bal, Bhoedjang, Hofman,
Jacobs, Kielmann, Maassen, and et al., 2000). The computation complexity of these
experiments is shown in Fig.10. In this figure the horizontal axis represents the
different experiments described in the previous sections and the vertical axis shows
the number of days required to complete these experiments on a PC and on DAS-4.
Here it should be noted that for experiment 1 and 3, 25 nodes of DAS-4 are used
while for experiment 2, 100 nodes of DAS-4 were utilized. As it can be seen from
Figure 5 all three experiments were expected to take approximately 55 days on a
single machine while usage of DAS-4 has reduced this time to approximately 1.25
days.
35
30
25
20
15
10
5
0

Exp‐01

Exp‐02

Exp‐03

PC

0.312256944

31.49945602

23.12265046

DAS‐4

0.012490278

0.316296296

0.924906019

Figure 10. Total computation time required for the simulation experiments
incorporating direct and indirect experiences on PC and DAS-4
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14.4

Mathematical analysis

In this section for a number of cases a mathematical analysis is described of how the
agent-based and population-based models compare. This analysis is performed in
two Sections 14.4.1 and 14.4.2 for the trust models incorporating direct experiences
and incorporating indirect experiences respectively.

14.4.1 Trust models incorporating direct experience
A first step is the simple uniform case that all agents have the same flexibility
parameter γA = . Then by summation of the equation
∆

∆

over all agents (a number N) the following is obtained
∆

A

A

∆
A

∆

A

A

∆
∆

This shows that the notion of collective trust TC(t) obtained by aggregating the
individual trust level in the agent-based model exactly satisfies the equation for the
population-based model for TP(t). So, in this uniform case the population-based
model provides exactly the same outcome as the aggregation of the values from the
agent-based models.
As shown by the simulations, this perfect match is not the case when the agents
have different flexibility characteristics. As an example, suppose the γA have
deviations A (which are assumed to be at most some , and have an average A 
= 0) from the aggregated value γ. Then the above calculations can be done in an
approximate manner:
∆

A

∆

A

A

A

A

∆



∆

A

A 

∆
∆

A 

This introduces an error term per time step. As
rewritten as follows:

∆
∆

A  = 0, the error term can be
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∆

∆
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∆

This shows that in particular when the agent-based trust values all converge to a
certain limit in response to a certain pattern of experiences, the additional error per
time step will become very low.
A limit value for TA(t) (or TP(t)) can be found by an equilibrium analysis: by
determining values for which no change occurs. For this case, strictly spoken this
means that E is constant, and = 0, so TA = E. If E is not constant, but has stochastic
fluctuations according to some probability density function pd(E) (for example based
on a mean value and standard deviation as in Section 14.3), then still a form of pseudoequilibrium value for TA(t) can be determined if instead of E an expectation value
Exp(E) for E is taken. Then a (pseudo-)equilibrium value is TA = Exp(E), where:
Exp(E) =
with pd(E) the probability density function for E.

14.4.2 Mathematical analysis of equilibria of the two models
incorporating agent communication
The agent-based and population-based models can also be analysed mathematically
by determining equilibria. These are values for the variables upon which no change
occurs anymore. For equilibria also the externally given experience values have to
be constant; instead of these values for E also the expectation value for them can be
taken. For the population-level model, assuming flexibility γP > 0 an equilibrium
has to satisfy TP(t) = EP(t) with:
1
Leaving out t, and taking E =

, this provides the following equation in TP:

TP = P TP + (1-P) E
Thus (assuming P  1) an equilibrium TP = E is obtained. In a similar manner for
the agent-based model equilibria can be determined. Again, assuming flexibility
γA>0 an equilibrium has to satisfy TA(t) = EA(t) for each agent A, this time with:
1
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where

BA TB(t)/(N-1). This provides N equations:

TA(t) = A BA TB(t)/(N-1) + (1-A)E
By aggregating these equations, and leaving out t, the relation to collective trust can
be found:
A TA/N = A [A BA TB/(N-1) + (1-A)E ]/N
TC = A A BA TB/(N-1)N + A (1-A)E /N
= A A [B TB – TA]/(N-1)N + (1-A A/N) E
=[ A A B TB – A A TA]/(N-1)N + (1-A A/N) E
=[ A A TC /(N-1) – A A TA /(N-1)N] + (1-A A/N) E
=[(A A /N) TC N /(N-1) – A A TA /(N-1)N] + (1-A A/N) E TC
=[(A A /N) TC + (A A /N) TC/(N-1) – AATA /(N-1)N] + (1-A A/N) E
= (A A /N) TC + (1-A A/N) E + [(AA/N) TC/(N-1) – A A TA /(N-1)N]
= (A A /N) TC + (1-A A/N) E + [(A ATC – A A TA] /(N-1)N
= (A A /N) TC + (1-A A/N) E + A A[TC –TA] /(N-1)N
So, taking C = A A /N the following equilibrium equation is obtained:
(1-C) TC =(1-C) E +A A[TC –TA] /(N-1)N
TC = E + A A[TC –TA] /(N-1)N(1-C)
Therefore in general the difference between the equilibrium values for TC
(aggregated agent-based model) and TP (population-based model) can be estimated
as
TC – TP = TC – E = A A[TC –TA] /(N-1)N(1-C)
As TC and TA are both between 0 and 1, the absolute value of the expression in TC –
TA can be bounded as follows
|A A[TC –TA] /(N-1)N(1-C)|  A A /(N-1)N(1-C)| = C/(N-1)(1-C)
Therefore the following bound for the difference in equilibrium values is found:
|TC – TP|  C /(N-1)(1-C)
This goes to 0 for large N, which would provide the value TC = E = TP.
For C=0.5, and N=200, this bound is about 0.005, for N=500, it is about 0.002.
These deviations are in the same order of magnitude as the ones found in the
simulations. Note that the expression in TC – TA also depends on the variation in the
population. When all agents have equal characteristics A= it is 0, so that
TC=E=TP.
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TC – TP =  A [TC –TA] /(N-1)N(1-C)
=  [ A TC / N – A TA/ N] /(N-1) (1-C)
=  [TC – TC] /(N-1)(1-C) = 0
So also in the case of equal parameter values for A it holds TC=E=TP; note that this
is independent of the variation for the other parameters.

14.5

Conclusion

This chapter addressed an exploration of the differences between agent-based and
population-based models for trust dynamics, based on both a large variety of
simulation experiments and a mathematical analysis of the equilibria of the two
types of models.
Trust at an individual agent level considers an agent having trust in a certain trustee.
At an agent population level, collective trust considers how much trust for a certain
trustee exists in a given population of agents. The dynamics of trust states over time
can be modelled per individual in an agent-based manner. These individual trust
states can be aggregated to obtain a collective trust state TC(t) of the population, for
example by taking their average. Trust dynamics can be modelled from a population
perspective as well, by an equation for a population trust value TP(t); this is much
more efficient computationally. However, at forehand it is not clear in how far this
TP(t) will provide similar results as TC(t).
In this chapter an analysis was reported for both ways of modelling of how close
TC(t) and TP(t) approximate each other. For trust models incorporating direct
experiences only, as an overall result, it was shown that the approximation can be
reasonably accurate, and for not too small numbers of agents even quite accurate,
with differences of less than 0.02 for trust values in the interval [0, 1].
For the trust models incorporating direct and indirect experiences, it was shown that
the differences between the two types of model are quite small, in general below
1%, and become less for larger numbers of agents. An implication of this is that
when for a certain application such an accuracy is acceptable, instead of the
computationally more expensive agent-based modelling approach (complexity
O(N2τ) with N the number of agents and τ the number of time steps), as an
approximation also the population-based approach can be used (complexity O(τ)).
The experiments to find these results were conducted on the Distributed ASCI
Supercomputer version 4, DAS-4 (Bal, Bhoedjang, Hofman, Jacobs, Kielmann,
Maassen, and et al., 2000), thereby using 25, resp. 100 processors. The experiments
were expected to take approximately 55 days on a single PC; the use of DAS-4 has
reduced this time to approximately 1.26 days. In future work more complex trust
models can be considered, for example, involving competition or cooperation
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between multiple trustees, agent’s feeling and biases towards trustee as described in
Chapter 2 and 3, Chapter 5 and Chapter 7 respectively.
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CHAPTER 15
THE INFLUENCE OF PERSONALITIES UPON
THE DYNAMICS OF TRUST AND
REPUTATION
by
Hoogendoorn, M. and Jaffry, S.W.
When an agent resides in a community, the opinion of other community
members concerning whether a particular individual is trustworthy or not
influences the trust level of this agent. Hereby, the precise influence depends
on the personality of the agent (e.g. whether he lets his opinion be
influenced by others a lot). In this chapter, a computational trust model
which has dedicated parameters for agent personalities is applied to such a
social context. A variety of different communities (containing agents with
different personalities) have hereby been simulated. The resulting patterns
hereof are shown in this chapter. Furthermore, the simulation results are
formally analyzed to show that certain patterns do occur in all different
communities.

Work presented in this chapter has been published in the following form
Hoogendoorn, M. and Jaffry, S.W. (2009). The Influence of Personalities
upon the Dynamics of Trust and Reputation. In: Proceedings of
International Symposium on Secure Computing (SecureCom'09), in
conjunction with the IEEE International Conference on Privacy, Security,
Risk and Trust (PASSAT'09). IEEE Computer Society Press, pp. 263-270.

The Influence of Personalities Upon the Dynamics of Trust and Reputation

15.1

Introduction

Trust is a widely studied topic in Social Sciences and it is believed that the success
of relations, alliances and communities is deeply rooted in the strength of trust
among the members of the society (Fukuyama,1996). Due to its importance, also in
multi-agent systems research, it is considered to be one of the crucial factors in the
modelling of societies, and as a result has been a topic of research for many years
(Huynh, Jennings and Shadbolt, 2006; Ramchurn, Huynh and Jennings, 2004).
When looking more specific within trust research, trust dynamics within groups of
agents is one of the topics addressed (whereby the overall trust of the group in one
individual is referred to as the reputation; Jøsang, Ismail and Boyd, 2007). Hereby,
the reputation of an individual changes due to direct interaction of the individual
with the members of the group and/or interaction of the members among each other,
thereby communicating their experiences with the individual. In some cases, when
the individual resides outside the community and the direct interaction with the
individual lacks (e.g. historical figures) or is not frequent, the communication
between the group members might be the prime factor which determines the
reputation of this individual within the group. Furthermore, the personalities of the
individuals play a crucial role: certain easily influenced agents in the group might
for example be severely effected by feedback of other group members. These
aspects make the dynamics of trust of the group members and the reputation of
individuals an interesting process.
In this chapter, the social dimension of trust and reputation is explored in different
agent communities. An existing model for an agent’s trust as presented in Chapter 2
is adapted to a setting where agents give feedback about individuals to each other.
Every agent has personality specific attributes, namely (1) the awareness of history,
(2) openness to the opinion of others, and (3) the dependencies between trust levels
of individuals. Variation in these attributes makes different agent personalities that
generate different agent behaviour, and hence diverse communities. This behaviour
of the agents at the local level results in emergent patterns at the global level. The
precise relationship between these local level setting and the global level is studied
in this chapter. Hereby, the trust level of the agents in the society on an individual is
based on their initial trust value and communication among themselves, and it is
assumed that individuals are not giving direct experience to agents. Besides the
reasons given before, this has also been done to purely focus the research on the
dynamics of trust given different personalities, and avoid any external influences
(e.g. experiences with the individual). A variety of different personality settings are
studied, and the patterns that emerge are investigated using formal verification
techniques, to show how personality attributes influence the global patterns.
This chapter is organized as follows. First, in Section 15.2 the model for trust and
reputation in multi-agent system adopted is explained. Section 15.3 shows the
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communication setup used for the agents. Next, in Section 15.4 the model is used
with agent communities based on different personality settings to investigate
emergent patterns in trust and reputation. The formal verification of these results is
presented in Section 15.5. Finally, Section 15.6 is a discussion.

15.2

Modelling trust and reputation in a multi-agent system

This section describes the model which is used to represent the trust an agent has on
particular individuals. Hereby, a trust model developed in Chapter 2 is reused and
made suitable for the scenario under investigation.
The model of trust of an agent in an individual as introduced in Chapter 2 is
composed from two models: one for positive and the other for negative trust,
accumulating positive and negative experiences from individual respectively. Here,
direct experience of the agent with the individual is replaced by the feedback from
other agents about the individual. Furthermore, in the model presented in Chapter 2
an experience concerning an individual is a discrete value from set [-1, 0, 1] which
is not capable of representing magnitude of experience. Hence, in the current model
the feedback from agents is modelled as using a continuous value from the interval
[-1, 1]. Both positive and negative trusts of an agent are represented by a number in
the interval [0, 1]. Also agent i's total trust on an individual j (say Sj) at time t is
Tij(t) is a number in the range [-1, 1] and is calculated as the difference between
positive and negative trust of the agent. Hereby, -1 and 1 represent minimum and
maximum values of the trust respectively:

In particular, also agent i's initial trust of Sj at time point 0 is Tij(0) which is the
difference of i’s initial positive trust Tij+(0) and negative trust Tij–(0) in Sj. The
change in positive and negative trust of agent i on individual j after receiving agent
k’s feedback about individual j is modelled by the following equations:





1

1

1


1
1





1
1
1
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In this trust model several personality characteristics of the agents are included,
namely openness to opinions of others (β), awareness of history () and
dependencies between trust levels of individuals (η). These are numbers from the
continuous interval [0, 1].
Openness (β) represents to which extent the trust level at time point t will be
adapted when the agent has a (positive or negative) feedback from another agent
about some individual.
Awareness of history () represents the rate of trust decay of the agent on the
individual over time (in particular when there is no feedback from other agents).
Dependencies between trust levels (η) indicates in how far the trust of an agent on
an individual is determined independent of trust in other individuals.
In the above equations, Mjk(t) is the feedback about individual j given by agent k at
time point t. This is a real number from the continuous interval [-1, 1] that
represents the level of trust of agent k on individual j at time point t.

τij+(t) and τij-(t) represent the relative positive and relative negative trust of agent i
on individual j that is the ratio of agent i's positive trust upon individual j to the i’s
average positive trust on all individuals, and the ratio of negative trust resp. The
calculation of these values at time point t is defined below, here n is the number of
individuals:
∑

⁄

and

∑

⁄

The change in the agent’s total trust can be calculated as the difference of change in
positive and negative trust of the agent as follows:

In the multi-agent system change in every agent’s trust is modelled as described in
the above equations. The trust is updated on every time step based on the feedback
communicated by the other agents. The reputation rj(t) of individual j at time point t
in the community of m agents is defined as the average trust of the community
members on that individual:
∑
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15.3

Communication of trust

In the model presented in Section 15.2 the agent’s trust on an individual depends on
the agent’s initial trust and the trust feedback of other agents about the individuals.
In the interaction among agents, it is assumed that all agents are centrally
synchronized and at each time step one agent will receive feedback about the trust
values of individuals from another agent in a predefined agent interaction protocol.

P1

P2

P3

T (TRk)

Pm

Figure 1. m agents communicating reputation of k individuals
The agent interaction protocol follows the right shift circular row major order of
ardency matrix (see Table 1; numbers in the cells represent the order in which the
feedback is sent) of the completely connected graph of agents (see Figure 1). This
guarantees that every agent will send its feedback to other agents in the same
pattern at an average of the time steps equal to the total number of agents present in
the community. This gives a fair chance to every agent to give its opinion. On every
received feedback from other agent in the group, the receiver’s trust level is updated
accordingly. Note, this update of the trust is based on the feedback sent by the other
agents, and agent’s the personality characteristics.
Table 1: Interaction protocol for four agents
Agents
A1
A2
A3
A4
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A1
X
6
8
10

A2
1
X
9
11

A3
2
4
X
12

A4
3
5
7
X
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15.4

Dynamics of trust and reputation in different agent
communities

Using the model expressed in Section 15.2 and 15.3, this section studies the patterns
of trust and reputation that occur in different agent communities. Agent
communities are designed based on the personality attributes of agents present in
the community. For experimental purposes these attributes are divided into two
levels namely low and high (see Table 2). Low and high values of the attributes are
selected in such a way that their change should be visible in different cases and
should not superimpose the other attributes.
Table 2: Parameters used in model (*note that the parameter setting is the inverse of
the actual meaning, high means a low parameter setting, and low a high parameter
setting)
Parameter

Name

Low

High

Gama*

awareness of history

0.25

0.05

Beta

openness to other’s opinions

0.25

0.75

Eta*

dependency between individuals

1.00

0.50

Using the values described in Table 2, four different personalities of the agents are
classified in Table 3.
Table 3: Agent personalities with low and high values of the parameters
Agent Personality

Awareness of History

Openness to others Opinion

P1

High

Low

P2

High

High

P3

Low

Low

P4

Low

High

It should be noted that for experimental purposes and to maintain effectiveness of
the presentation of results, the agent’s personality attribute named dependency
between individuals is not taken into account in the personalities described in Table
3. Rather the effect of this personality attributes (η) is studied in separate
experiments. All experiments have been performed on a desktop computer with an
Intel® Core™ 2 Duo 3GHz processor with 2 GB of RAM.

15.4.1 Experimental configurations
This section describes the configuration for experiments that have been presented in
the following sections (see Table 4). Here the number of agents, individuals, and the
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initial trust of the agents on the individuals are kept constant while the agents A1.
A3, and A2, A4 are given the same initial trust values so that the effect of different
personality attributes for the same initial trust values can be studied. Also, the initial
trust of the agents on the individuals is set in such a way that the reputation of the
individuals differs, so that dependencies between individuals can be analyzed.
Hence, S1, S2, and S3 have high, medium and low initial reputation in the system
resp. Finally, the time step taken is 0.1, which is used to perform the calculation of
the difference equations as presented in Section 15.2.
Table 4: Parameters used in model
Attribute

Value

Number of individuals

3

Number of Agents

4

Initial Trust of Agents A1, A2,
A3 and A4 on individuals

A1={0.25, 0.25, 0.00}, A2={0.00, -0.25, -0.25},
A3={0.25, 0.25, 0.00}, A4={0.00, -0.25, -0.25}

(S1, S2, S3)
Initial Reputation of
individuals (S1, S2, S3)

0.125, 0.00, -0.125

Time Step

0.1

In the following sections the influence of the agents personality upon the dynamics
of trust of the agents on the individuals are studied in communities where all agents
have the same personality attributes (homogenous communities, Section 15.4.2 and
15.4.3) and also where agents having different personality attributes (heterogeneous
communities, Section 15.4.4 and 15.4.5). Furthermore, the reputation of the
individuals for the various settings is discussed in Section 15.4.6.

15.4.2 Dynamics of trust in homogeneous agent communities with low
dependency
In this section, the trust dynamics are studied in communities whereby the
personalities of the agents are homogeneous. In the simulations, the value of the
agent’s personality attribute trust dependency between individuals is kept low,
which means that the calculation of trust on an individual, the agent will not
consider the trust it has on other individuals. The experimental configurations are
taken from Table 3 and 4.
The simulation results are shown in Figure 2, where the time and trust level are
shown on the x and y axis resp. Hereby, each graph represents a community with
agents having personalities from Table 3 (i.e. Figure 2a represents an agent
community of personality P1, etc.). In all graphs, AiSj stands for agent Ai trust on
individual Sj. As in this experiment agents A1, A3 and A2, A4 have the same initial
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trust values and personalities, only the trust levels of A1 and A2 are shown the
graphs (which are identical to A3 and A4 respectively).
It can be seen that the communities of agents with high history awareness (Figure
2a and 2b) show a slower convergence of the trust value compared to the equivalent
cases with low history awareness (Figure 2c and 2d). The figures also show that
communities with high openness to others opinion (2b) end up in an equilibrium
faster than the low openness personalities (2a). In Figure 2c the community of
agents with low history awareness and low openness cannot retain their trust value
for a substantial period, and drop their trust on individuals immediately showing
equilibrium at zero trust value (neutral trust). In Figure 2d however, the community
with high openness besides having low history awareness can attain a trust
equilibrium without stabilizing at a trust value of zero. The thick lines in Figure 2d
demonstrate the fluctuations in the trust values of agents due to the low history
awareness in combination with the high openness, resulting in communication of
other agents having a severe effect on the trust level. Here it should also be noted
that the individual with an initial high reputation (S1) also attains a stable reputation
earlier than others.

15.4.3 Dynamics of trust in homogeneous agent communities with high
dependency
As there might be a dependency between the individuals (e.g. substitutable
information sources). In the following section, the behaviour of the model is
analyzed with a setting of high dependency between individuals. This means that
calculating trust on one individual, agent will give significant weightage to the trust
on other (competitive) individuals as well. Here the increase in trust on one
individual will affect others competitively. The values of the personality attributes
and experimental configurations are taken from Table 3 and 4 respectively. The
results of the simulations are represented in Figure 2e, 2f, 2g, and 2h.
In Figure 2e and 2f the communities of agents with high history awareness again
can retain their trust value much longer. Here, the community with high openness
(2f) attains higher values of the trust than the low openness (2e). In Figure 2g a
community of agents with low history awareness and low openness again cannot
retain their trust value for a longer period, and drop their trust on all individuals
immediately showing an equilibrium at a trust value of zero. In Figure 2h the
community with low history awareness and high openness can attain a slightly
higher trust in the beginning compared to case (2c) without trust dependency, but
the trust soon stabilizes at a trust value of zero as well. When looking at the
competitive aspect that has been introduced through the parameters, the community
with low openness (2e, 2g) shows this competitiveness quite clearly through
keeping the individual with an initial neutral reputation (S2) low in curves compared
to the individual with an initially high reputation (S1) in the community.
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15.4.4 Dynamics of trust in heterogeneous agent communities with low
dependency
In this section, the behaviour of the model is analyzed in communities where agents
have heterogeneous personalities. For the following simulations the value of agent’s
personality indicating the dependency between trust levels of individuals is set to
low. The results of the simulation for these communities are shown in Figure 3. In
Figure 3, for the sake of presentational clarity of the results, two graphs are shown
per setting, whereby each graph shows the trust levels of two agents.
The community in Figure 3a1 and 3a2 has four agents A1, A2, A3 and A4 with
personalities P1, P1, P4 and P4 resp. Here A1 and A2 have high history awareness and
low openness and A3 and A4 have low history awareness and high openness. It can
be seen that agents A1 and A2 retain their previous trust value, and gain highest trust
on the individual with an initially high reputation (S1), and the individual with an
initially neutral reputation (S2). Hereby, S1 gets this high trust level a substantial
period before S2. Furthermore, agents A1 and A2 have the lowest trust level on the
individual with an initially negative reputation (S3). A3 and A4 with low history
awareness and high openness maintain equilibria which are less extreme (i.e. closer
to neutral) than agent A1 and A2. The community in Figure 3b1 and 3b2 has four
agents, whereby agent A1 and A2 have high history awareness and high openness
and A3 and A4 with low history awareness and low openness. Here, A1, A2, A3 and
A4 have almost the same pattern of trust for S1, S2 and S3 as in Figure 3a. The only
difference is that A1 and A2 in Figure 3a1 have low openness and in Figure 3b1
have high openness. This makes their trust values higher in Figure 3b1 than in
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Figure 3a1 and similarly lower in 3b2 than 3a2. The community in Figure 3c1 and
3c2 has four agents: A1 has high history awareness and low openness, A2 has high
history awareness and high openness, A3 and A4 have low history awareness and
low openness. Here, A2 attains the highest trust values compared to other agents due
to high history awareness and high openness. Agent A1 (with high history
awareness and low openness) attains the second highest values. Also, A3 and A4
have the lowest trust values due to low history awareness and low openness. Three
equilibria can be distinguished on each side of the x-axis due to three different
personalities of the agents present in the community. The community in Figure 3d1
and 3d2 has four agents: A1 with high history awareness and low openness, A2 with
high history awareness and high openness, A3 and A4 with low history awareness
and high openness. The pattern of the graphs is almost the same as in Figure 3c. The
only difference is that the agents A3 and A4 of Figure 4d are much more open to the
opinion of others than the personalities of agents A3 and A4 in Figure 3c. This
makes the trust values of the agents in Figure 3d more extreme compared to the
values in Figure 3c. This shows that the attributes of the agents have a significant
effect on the community.
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15.4.5 Dynamics of trust in heterogeneous agent communities with
high dependency
The behaviour of the model is studied in communities having heterogeneous
personalities with high dependencies between the trust levels of the individuals. The
experimental results are shown in Figure 4. Here it could be noted that due to the
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high dependency between individuals the trust values of the agents on individuals
are lower in Figure 4 than Figure 3. Furthermore in Figure 4 several different
equilibria can be distinguished among the trust values of the agents. This is already
observed in Figure 2 as in the communities with a high dependency among
individuals, the individuals with an initially low reputation obtain a lower trust
value than individuals with an initially high reputation thereby producing different
trust equilibriums.

15.4.6 Dynamics of reputation of individuals in different agent
communities
Finally, in this section the dynamics of the reputation of individuals in different
communities are described.
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It is observed that the individual with initially negative reputation (S3) in the system
can at most obtain a neutral reputation (zero). This only holds in communities
where there is low history awareness and low openness to others opinion (see e.g.
Figure 2c, 2g and 2h). Otherwise, the negativity of the reputation of the individual
increases over time and stabilize afterwards. The dynamics of the reputation of
individuals with an initially high reputation (S1) in the community is approximately
the same, but in the opposite direction. Hereby, only in the communities where
there is low history awareness and low openness to others opinion (see Figure 2c,
2g and 2h) the reputation decreases and stabilizes at a neutral reputation level.
Otherwise, the positivity of reputation of the individual increases over time and
stabilizes afterwards. An individual with a neutral reputation (S2) in the community
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always ends up with a lower reputation in the community than the individual with
an initially high reputation. However this difference becomes smaller over time. In
the case of a community where the agents have high history awareness, low
openness, and a high dependency between trust levels of individuals, the reputation
of an individual with an initially neutral reputation becomes stable at a relatively
low point compared to the individuals with an initially high reputation (see Figure
2e, 4a, and 4c). In Figure 4b and 4d where agents have high openness this also
appears to occur, but this is due to the length of the simulation. The simulations
have however also been conducted for a longer period of time, the results of which
show that this phenomena eventually does not occur.

15.5

Formal verification

Besides merely presenting the graphs of the simulations, also properties have been
specified which express certain expected patterns of the trust and reputation over
time. These properties are based upon observations as they are seen in the real
world. This way, it can be shown that the presented approach indeed is able to
generate realistic patterns. These properties are specified in a logical format,
enabling an automated verification. First, the logical language and tools used are
explained. Thereafter, the properties and the result of the verification are shown.

15.5.1 Temporal trace language (TTL)
The verification of properties has been performed using a language called TTL (for
Temporal Trace Language) (Bosse, Jonker, Meij, Sharpanskykh and Treur, 2009)
that features a dedicated editor and an automated checker. This predicate logical
temporal language supports formal specification and analysis of dynamic properties,
covering both qualitative and quantitative aspects. TTL is built on atoms referring
to states of the world, time points and traces, i.e. trajectories of states over time. In
addition, dynamic properties are temporal statements that can be formulated with
respect to traces based on the state ontology Ont in the following manner. Given a
trace  over state ontology Ont, the state in  at time point t is denoted by state(, t).
These states can be related to state properties via the infix predicate |=, where
state(, t) |= p denotes that state property p holds in trace  at time t. Based on these
statements, dynamic properties can be formulated in a sorted first-order predicate
logic, using quantifiers over time and traces and the usual first-order logical
connectives such as , , , , , , see (Bosse, Jonker, Meij, Sharpanskykh and
Treur, 2009).

15.5.2 Properties
Below, the properties that have been verified are shown. First, the ontology used in
these properties is expressed in Table 5. The first property which has been specified
concerns the occurrence of a stable trust point within the traces.
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RTP1(P): Stable point trust
For all agents and individuals there exists a time point such that after that a stable
trust point occurs which does not fluctuate more than P.
:TRACE, A:AGENT, I:INDIVIDUAL [ t:TIME [ t2:TIME > t, r:REAL, p2:REAL
[ state(, t2) |= stable_trust_level (A, I, r, p2)  p2 < P ] ] ]

This property is satisfied for all traces with a setting of P=0.04. Besides the stable
trust point, also the influence of other group members is an interesting element in
this setting. Hereby, first a property is specified about group members that decrease
the trust level of the agent which currently has the highest trust level. Thereafter, a
property expresses the opposite.
Table 5. Ontology used in properties
Predicate
highest_trust_level: AGENT x
INDIVIDUAL

Explanation
The agent has the highest trust value
on the specified individual of all
agents.

lowest_trust_level: AGENT x
INDIVIDUAL

The agent has the lowest trust value on
the specified individual of all agents.

has_trust_level_on: AGENT x
INDIVIDUAL x REAL

The agent has the specified trust level
on the individual.

has_reputation_level:
INDIVIDUAL x REAL

The individual has a particular overall
reputation.

stable_trust_level: AGENT x
INDIVIDUAL x REAL x REAL

The specified agent has a stable value
on the individual which is centred
around the real value specified, and has
a deviation of the specified value.

stable_reputation_level :
INDIVIDUAL x REAL x REAL

The reputation of the individual has a
stable value which is centred around
the real value specified, and has a
deviation of the specified value.

RTP2(D): Negative influence of group
If an agent has the highest trust level t for an individual i in the group, then within D
time this trust level will go down.
:TRACE, A:AGENT, I:INDIVIDUAL, r:REAL, t:TIME
[ [ state(, t) |= highest_trust_level(A,I) & state(, t)|=has_trust_level_on(A,I, r) ]
 t2:TIME > t & t2 < t + D, r2:REAL [ state(, t2) |= has_trust_level_on(A, I,
r2) & r2 < r ] ]
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This property is satisfied for all traces with a setting of D = 20 time steps.
RTP3(D): Positive influence of group
If an agent has the lowest trust level t for an individual i in the group, then within D
time this trust level will go up.
:TRACE, A:AGENT, I:INDIVIDUAL, t:TIME
[ [ state(, t) |= lowest_trust_level(A,I) & state(,t) |= has_trust_level_on(A,I,r) ]
 t2:TIME > t & t2 < t + d, r2:REAL [ state(, t2) |= has_trust_level_on(A, I,
r2) & r2 > r ] ]

This property is again satisfied for all traces for D = 20. Besides the patterns on the
individual trust level, properties have also been expressed on the combination of
trust levels of all agents about an individual, the reputation. The first property
addresses the occurrence of a stable reputation point.
RRP1(P): Stable point reputation
For all individuals there exists a time point such that after this a stable reputation
point occurs which does not fluctuate more than P.
:TRACE, I:INDIVIDUAL
[ t:TIME [ t2:TIME > t, R:REAL, P2:REAL
[ state(, t2) |= stable_reputation_level (I, r, P2)  P2 < P ] ] ]

This property is satisfied for the setting P=0.02. Finally, the last property expresses
that once an individual has the highest reputation, the individual will remain the
highest.
RRP2: High reputations remain
If an individual i initially has the highest reputation, then this reputation will never
become lower than the reputation of other individuals.
:TRACE, I:INDIVIDUAL [ highest_reputation(, I, 1)
 t:TIME [ highest_reputation(, I, t) ] ]

Where
highest_reputation(:TRACE, I:INDIVIDUAL, t:TIME) 
r:REAL [ state(, t) |= reputation(I, r)  I2:INDIVIDUAL, R2:REAL
[ [ state(, t) |= has_reputation_level(I2, r2) & r2  r]  T2 = T ] ]

This property is also satisfied for all traces.
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15.6

Discussion

In this chapter, a computational trust model presented in Chapter 2 has been taken
as a basis, and has been modified to apply the model in a social context. Hereby, the
setting included a group of agents that exchange their trust level about certain
individuals, and update their trust value based upon these communications. The
agents are not influenced by actual experiences with individuals to avoid the
distortion of the group process, and the resulting trust level. This study is applicable
particularly when the individual resides outside the community, and the direct
interaction with the individual lacks (e.g. historical figures) or is not frequent. The
personalities of the agents in the group have been varied by changing parameter
settings in the computational model. The parameters include the awareness of
history, the openness to others opinion, and the dependency between agent’s trust
level of different individuals. Simulation runs have been performed, showing
interesting patterns in communities. Hereby, communities consisting of
homogeneous and heterogeneous agents have been investigated, showing quite
diverse results. As expected, individuals with high awareness of history, and low
openness tend to stick to their initial opinion longer, whereas individuals that are
more open to others, or have a lower awareness of history, tend to move towards
newer trust values faster. Furthermore, in case trust levels of individuals are
dependent upon each other, the trust levels tend to diverge more, which is in
accordance with the results shown in Chapter 2. Finally, the results have been
formally analyzed, thereby showing that stable trust levels eventually occur, and
showing how the most positive agents are negatively influenced by the group, and
vice versa. Moreover, the persistence of high reputation was also shown to hold.
In the research of trust and reputation in agent communities (see Mui, Mohtashemi
and Halberstadt, 2002; Wang and Vassileva, 2002; Zhang, Lu and Yang, 2004;
Aringhieri and Bonomi, 2006; Mui, 2003; Patel, 2006) personality attributes of the
agents involved have not been investigated in depth. In (Mui, 2003) the notion of a
personalized rating is used to calculate the trust and reputation in an agents
community, which is based on an agent bias towards the context rather than the
agent’s personality attributes. In (Patel, 2006) a model is proposed which includes
the influence of social structure on trust and reputation. The work by Sabater and
Sierra (Sabater and Sierra, 2002) is closely related to the work presented in this
chapter, as they develop a system structure called Regret in which they model the
reputation of agents. One of the ways to form such a reputation is by using the
social dimension, not via actual interaction with the agents. Hereby, one option
included in the system is to retrieve the reputation via witnesses that did have direct
interaction with the agent. General personality attributes of agents, i.e. awareness of
history, dependencies of trust levels, and openness are however not considered in
such depth as in this chapter.
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For future work, larger communities will be investigated, and also the trust level of
the agents upon each other will be investigated (one might trust the opinion of an
agent more than another). Finally, instead of the current sequential communication,
parallel communication will be investigated as well thereby allowing the
mathematical model to be analyzed, and hence, define equilibria up front.

15.7
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CHAPTER 16
DISCUSSION
In this last chapter of the dissertation a brief summary of the main research
contributions is presented. Furthermore, related work presented in the
literature is highlighted, and possible future extensions based on work
presented in this dissertation are discussed.

Discussion

16.1

Introduction

In this last chapter of the dissertation the whole research activity is concluded. Here
the main research contributions, its relation with existing work in the field and an
overview for the future research that can be conducted based on the research
presented in this dissertation is reported in Section 16.2, 16.3 and 16.4 respectively.

16.2

Research contribution

In this section the main research contributions of this dissertation are described to
address the research question laid down in Chapter 1.

16.2.1 Research question 1
As described in Chapter 1 two main research questions were put forward with
respect to the research conducted for this dissertation. The first research question
was formulated as follows,
How to design, verify, compare and validate computational models
of trust for a human that involves the human factors of relativeness,
affect or bias?
To address this question a number of human-based trust models have been designed
using cognitive and neuro-cognitive computational modelling approaches. These
models involve human factors of relativeness (see Chapter 2, 3 and 5), affect (see
Chapter 5) and bias (see Chapter 7) which have been verified, compared (see
Chapter 6), and some validated against human data (see Chapter 10 and 11). The
modular design approach some of the proposed models (see Chapter 3 and 7) can be
useful for integration, extensibility and compatibility with existing trust models (see
Chapter 1).
One of the main research contributions of this dissertation is to model, verify,
compare and validate the notion of relative trust using different modelling
techniques. Here, first in Chapter 2 and 3 a set of models have been designed using
cognitive modelling techniques including the notion of relative trust. As most of the
models for the dynamics of trust in relation to experiences usually are of cognitive
nature, leaving affective aspects out of consideration, while recent psychological
and neurological findings show more and more how in mental processes cognitive
and affective aspects are intertwined. Hence, in Chapter 5 a second set of models
have been designed, by adopting neurological theories on the role of emotions and
feelings. Models for relative and non-relative (absolute) trust dynamics are
modelled which incorporate the relation between trust and feeling. Here, the
Hebbian learning principle has been used and described that expresses how trust not
only depend on experiences viewed as information obtained over time, but also on
emotional responses and feelings related to these experiences. In order to see
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whether a high-level model at the cognitive level can be grounded into a more
detailed level model at the neurological level a comparison of these models has
been reported in Chapter 6.
It is noticed in the trust literature, that most of the computational trust models of
human are based on some rationality assumption, and human biased behaviour is
not represented. Whereas a vast literature in cognitive and social sciences indicates
that humans often exhibit non-rational, biased behaviour with respect to trust.
Hence, one of the contributions of this work is the modelling; verification and
validation of different bias-based trust models (see Chapter 7 and 11).
The next contribution of this work is the design of trust models keeping modularity
under consideration. To introduce the relative notion of trust in experience-based
legacy trust models a modular adopter framework is designed that can extend any
existing experience-based trust model into a relative trust model (see Chapter 3).
Furthermore, in Chapter 7 some of the bias-based trust models have been designed
using a similar modular approach under consideration so that biases can also be
introduced in legacy trust models. Subsequently, a trust-based decision making
model has been designed in Chapter 4 that incorporates human perception about the
change in the environment. The design of this trust-based decision making model is
kept modular as well so that the experience-based trust models can be integrated
with it. So with the help of work presented in Chapters 2, 3, 4, and 7, any
experience-based trust model can be extended so that it can provide trust-based
decision under the notion of human perceived change in the environment, human
perception of relativeness among trustees and bias towards trustees.

16.2.2 Research question 2
Trust is usually viewed at an individual level in the sense of an agent having trust in
a certain trustee. It can also be considered at a population level. Population level
trust can be modelled using agent-based and population-based modelling
approaches. Both of these have pros and cons. Keeping this in mind, some of the
research conducted for this dissertation (see Chapter 1) is based on following
research inquiry,
To investigate how far for the case of multiple agents, agent-based
and population-based modelling techniques can approximate each
other particularly in the case of trust.
To address this question, comparisons were made in the domains of epidemics and
economics (see Chapter 13), criminology (see Chapter 14) and trust (see chapter 15)
to compare agent-based and population-based modelling techniques and to see how
far these methods can approximate each other in general and particularly in the
domain of trust. As an account on the investigation of second research question that
whether agent and population-based simulations of trust can approximate each
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other, the answer is yes, under certain conditions results of these two types of
simulation techniques are the same but not always. Of course this answer is based
on limited investigation presented in Chapters 13, 14 and 15. It is believed that this
question needs further investigation before it gets to a conclusion. For example the
design of a general mechanism to abstract agent-based model into population-based
model (see Chapter 15) be a worth exploring possibility. This might be done for
instance using intermediate population and interaction between them. Also for cases
when a real difference is shown, the agent-based model may be closer to reality, but
this is not clear at forehand. To verify this, detailed empirical data have to be
analyzed, which would be a future work.

16.2.3 Chapter-wise contribution to research questions
In this section an overview of different chapters and their respective contribution
towards the research inquires presented above is reported (see Table 1). Following
is the brief description of the acronym used in different columns, these columns
contain;
Column 1:

Chapter number.

Column 2:

the research domain studied in the respective chapter which
includes, T=trust modelling, DM=decision making, MA=model
adaptation, FS=human functional states, E&E=epidemics and
economics, C=criminology and R=reputation.

Column 3:

the research activity performed to address the research question
which includes, M=modelling, V=verification, C=model
comparison and C=empirical validation.

Column 4:

the modelling technique which includes, C=cognitive modelling,
NC=neuro-cognitive modelling, A=agent-based modelling,
P=population-based modelling.

Column 5:

the human factor modelled in this chapter which includes,
R=relativeness, P=perception, A=affect and B=bias.

Column 6:

the system type studied which includes, S=single agent system,
M=multiagent system.

Column 7:

the component of human-based agent described in Chapter 1 that
can use the model presented in this chapter which includes,
A=adaption, P=perception, Pr=preparation and C=cognition.

Column 8:

the research question addressed.
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Research
Activity

Modelling
Technique

Human
Factors

System
Type

Component
Design

Research
Question

2
3
4
5
6
7
8
9
10
11
12
13
14
15

Research
Domain

Chapter
Number

Table 1. Chapter wise contribution for research questions 1 and 2

T
T
DM
T
T
T
T&MA
FS
T
T
E&E
C
T&R
T&R

M&V
M&V
M&V
M&V
C
M&V
M&V
V&E
E
E
C
C
C
M&V

C
C
C
NC
X
C
X
C
X
X
A&P
A&P
A&P
A

R
RP
R
R&A
R&A
BP
R
x
R
BP
x
x
x
R

S
S
S
S
S
S
S
S
S
S
M
M
M
M

A
P
Pr
A
x
P&A
C
A
A
A
x
x
x
x

1
1
1
1
1
1
1
1
1
1
2
2
2
2

16.2.4 Characteristics of designed models
For a keen reader of computational models of trust Table 2 provides an organization
of the trust models presented in this dissertation against the model classification
given in (Sabater and Sierra, 2005) about the computational models designed in this
dissertation. Following is the brief description of the acronyms used in the different
columns, these columns contain;
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Column 1:

the name of the chapter.

Column 2:

the paradigm (or modelling technique) used which includes,
C=Cognitive, NC=Neuro-cognitive.

Column 3

the type of experience gives by the trustees which includes,
D=Direct experience, DP=Direct biased experience, DW=Direct
and witness experience.

Column 4:

the visibility of the trust value of an agent which includes,
S=Subjective.

Discussion
Column 5:
Column 6:

the model granularity (model utilizes single or multiple contexts)
which includes, CD=Context dependent.
the agent’s behaviour assumption (agent can cheat, give a biased
opinion or model provides a mechanism to deal with this
situation) which includes, NA=Not applicable, 0=Cheating
behavior is not considered.

Column 7:

the Boolean exchange (agents communicate using Boolean
values) which includes, X=No Boolean information exchange.

Column 8:

the trust and reputation reliability measure (whether model
provides some sort of reliability measure about calculated trust
value) which includes, NA=not applicable.

Column 9:

the model type which includes, T=trust model, R=reputation
model.

Chapter

Paradigm

Agent
Behaviour
assumptions

Boolean
exchanged
Information

Trust-Rep
reliability
measure?

Model type

Model

Information
sources
Visibility
Model’s
Granularity

Table 2. Trust and reputation models classification based on (Sabater and Sierra,
2005)

Relative Trust
Model

2

C

D

S

CD

NA

X

NA

T

Relative Trust
Model

3

C

D

S

CD

NA

X

NA

T

Trust-based
Decision Making
Model

4

C

D

S

CD

NA

X

NA

T

Neuro-Cognitive
Relative Trust
Model

5

CN

D

S

CD

NA

X

NA

T

Bias-based Trust
Model

7

C

DP S

CD

NA

X

NA

T

Agent and
Population-based
Trust Model

14

C

DW S

CD

0

X

NA

TR

Relative Trust
Model

15

C

DW S

CD

0

X

NA

TR

359

Analysis and Validation of Models for Trust Dynamics

16.3

Related work

In this section an overview of the work related to the research performed in this
dissertation is provided. As the research conducted in this dissertation spans on
different sub-domains, several subsections are formulated where each describes the
related work in one of the sub-domains of the study.

16.3.1 Trust modelling
As described in Chapter 1 the modelling of trust can be classified into systemtheoretic and human-based trust modelling where the former deals with utilitarian
theory and the latter has a human touch. In the literature several trust model has
been proposed which belong to these classes.
16.3.1.1 Modelling of system-theoretic trust
As briefly described in Chapter 1 system-theoretic trust modelling is sometimes
called process-based (Zucker, 1986), knowledge-based or experienced-based
(Holmes, 1991; Lewicki and Bunker, 1995), rational, and economics-based or
calculative-based trust (e.g., Coleman, 1990; Williamson, 1993), which positions
trust as a rational choice based on past experiences (if any) and its rationally derived
costs and benefits (Lewicki and Bunker, 1995; Shapiro, Sheppard, and Cheraskin,
1992). Several computational models of trust belonging to this class have been
proposed in the literature.
In (Jonker and Treur, 1999) trust has been defined as an aggregation of positive and
negative experiences over time. In this model positive experiences and negative
experiences are aggregated over time and represented as a measure of trust. In
(Gambetta, 1990) trust and reputation are considered as the ‘subjective probabilities
by which an individual A expects that another individual, B, will perform a given
action on which its welfare depends’. This subjective probability is based on A’s
previous experiences with B. In (Jøsang, 2001; Jøsang, 2007) the notion of binary
logic and probability calculus is used and extended with uncertainty, to define
subjective logic. Subjective logic is the probabilistic logic of uncertain probabilities.
Here the uncertainty is formally embedded in the calculation and carried to the
results which can help to figure out the certain and uncertain decisions. Subjective
logic gives a formalism to model and analyse real world situations more realistically
as compared to classical probability calculus and probabilistic logic.
The trust model proposed in (Marsh, 1994) is one of the earliest computational trust
models. This model divides trust into three types, namely basic, general and
situational trust. Here basic trust is defined as a general trusting behaviour of an
agent, general trust is trust of an agent on other agent without keeping a specific
context under consideration and situational trust is the trust of an agent in another
agent in a specific situation. This model uses only direct experiences from a trustee
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for the trust update function. In (Abdul-Rahman and Hailes, 2000) four levels of
trustworthiness of an agent A perceived by an agent B are defined, namely: vt (very
trustworthy), t (trustworthy), u (untrustworthy) and vu (very untrustworthy). In this
model trust is primarily based on witness information rather than direct experiences.
Here direct experiences of agent A with an agent B are used to classify witness
information coming from witnesses about the agent B. In (Sabater and Sierra, 2001;
Sabater and Sierra, 2002) a modular trust and reputation model is proposed which is
called ReGreT. It uses direct and indirect experiences and social relationships
among information providers. Furthermore to represent multifacetedness of trust in
this model an ontological structure is introduced which helps in combining trust of
an agent on different aspects of another agent. The trust models presented in this
dissertation can be used for direct and indirect experiences to update the trust value
while the notion of relationship among witnesses as captured in (Sabater and Sierra,
2001) has more explicitly been represented here as cooperative, competitive and
neutral.
16.3.1.2 Modelling of human-based trust
A variety of computational trust models have been developed in literature that
express the formation of trust using system theoretic approach as described above;
see e.g. (Ramchurn, Huynh and Jennings, N.R., 2004; Sabater and Sierra, 2005;
Singh and Sinha, 2010; Skopik, Schall and Dustdar, 2010; Walter, Battiston and
Schweitzer. 2009). Some of these trust models are intended to describe humanbased trust; see e.g. (Jonker and Treur, 2003; Falcone, and Castelfranchi, 2004 and
others). Most of the human-based trust models consider experiences and trust as
cognitive concepts and silently take utilitarian, system theoretic, rational views for
human trust, thereby leaving human factors like perception, biases and affect on a
side. The following sections give an overview of related work done in the context of
human-based trust models.
Relativeness: Models in literature do not take into account the notion of
relativeness of the trust perceived by an agent among different trustees through
which trust of the agent on multiple trustees might be mutually dependent.
Recently, findings in the Social Science (Olekalns, Lau and Smith, 2007; Twyman,
Harvey and Harries, 2008) support the existence of this relative nature of the trust of
humans. In (Olekalns, Lau and Smith, 2007) human experiments are conducted and
it is found that the relative nature of trust rather than absolute is a more consistent
predictor of individual outcomes. This implies that the trust of an agent on a trustee
is dependent on the social context in which that agent is placed. In the
computational modelling of human-based trust, there are some models that capture
the notions of relativeness of trust. For example (Kluwer and Waaler, 2006) extends
an existing trust model of (Jones, 2002) with the notion of relative trust different
then the notion presented in this dissertation. (Kluwer and Waaler, 2006) takes as a
basis certain trust values determined by the model as described in (Jones, 2002),
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and compare these values in order to make statements about different trust values of
different agents. In (Houmb, Ray and Ray, 2006) the model of (Kluwer and Waaler,
2006) is extended and relative trust of multiple information sources is measured by
aggregating opinions of experts about them. In these models when determining the
trust itself, they do not incorporate the experiences with these information sources
that might be perceived as competitive or cooperative by the agent. In (Maanen and
Dongen, 2005) a trust model is utilized to allocate decision support tasks. In the
model of (Maanen and Dongen, 2005), relative trust is defined as the difference of
the trusts of an agent in two trustees. Here the trust values of the agent on both
trustees are also considered as mutually independent and do not effect each other.
All these notions of relative trust are different from the human perceived notion of
relativeness among trustees presented in this dissertation (see Chapter 2, 3 and 5).
Recently the notion of relative trust presented here has also been accepted and
reported in a social context (Castelfranchi and Falcone, 2010).
Perception: Transformation of an objective experience into a subjective experience
presented in Chapter 2 has been advocated in some other works as well. (Falcone
and Castelfranchi, 2004) for example, present an approach which includes a
cognitive attribution process to update the trust of an agent. This process has been
incorporated into their trust model. In (Falcone and Castelfranchi, 2004) it is
claimed that the simple idea that positive experiences increase trust is not always
valid, and therefore a more complex process is needed. They do however not
directly take perception of the agent about the relationship among trustees.
Although in the work presented in Chapter 3 simpler trust models have been used,
the model as proposed by (Falcone and Castelfranchi, 2004) is certainly compatible
with the subjective experience model as presented here. Besides formalized
computational models for trust, also informal trust models have been proposed in
other fields, for example, in the field of management sciences; an interesting
example is the model proposed in (Mokhtar, Wajid and Wang, 2007) which
specifically addresses trust in collaborative environments. However, the focus is not
on how the relationship among trustees is perceived by the agent effects trust
values, but more on the requirements of trust values different agents have in each
other in order to make cooperation successful.
Affect: Most of the models of human-based trust as stated earlier consider a rational
human approach and exclude the human factor. This contrasts with how humans in
general experience trust and trust-affecting experiences, which, for example, may
go hand in hand with strong feelings of disappointment or insecurity. In (Devon and
Grayson, 2005) it is reported that investors’ trust on advisors is affected by their
cognitive and affective attributes. In (Kim, 2005) two independent trust models for
cognitive and affective aspect of human are designed. Using empirical data from
different cultures it is reported that cognition-based trust determinates are more
positively correlated to the e-customers’ trust in e-vendors from individualistic
societies and affect-based trust determinants are more positively correlated with e-
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customer from collectivist cultures. In (Lewis, 2005) a model of affect-based trust is
proposed. However these models are more cognitive and non-computational as
compared to the model presented in Chapter 5. In the model of trust and affect
presented in Chapter 5 the neurological theories on emotion and feeling are adopted
as a basis of inspiration to design a neuro-cognitive computational model for the
trust dynamics.
Bias: When considering the literature on human factors in trust in general, a number
of authors have shown that humans frequently show biases in their trust behaviour.
Among other factors, such biased behaviour is very dependent on the culture. For
example, (Yamagishi, Jin and Miller, 1998) show that in collectivistic cultures
humans tend to have a bias towards trusting members of the same group, whereas
they are more negative towards people from outside the group. In (Huff and Kelley,
2003) a comparison is made between individualistic and collectivistic cultures, and
indeed it was shown that persons within an individualistic society tend to be less
negatively biased towards persons from outside their group. Other authors also
emphasize the existence of such a bias in general, e.g. (Sears, 1983). If the objective
of a computational model of trust is to create a model that represents human trust in
a natural and accurate manner, such biases need to be taken into account in the
model. In the models that have been proposed for human trust (e.g. Falcone and
Castelfranchi, 2004; Jonker and Treur, 1999), biases are however not considered.
The model presented in Chapter 7 is one of its kinds that integrates the biases with
trust in a computational context. Some of these models are modular in nature which
means that any existing experience base model could be used and extended with
these models to incorporate biases in it.

16.3.2 Trust-based decision making
In (Orasanu and Connolly, 1993) decision making is defined as a series of
conscious cognitive operations under the influence of the environment in a specific
time and place. (Narayan and Corcoran-Perry, 1997) defines it as an interaction
between a problem to be solved and a person who wants to solve that problem
under a specific context. (Josang, 1999) emphasizes the role of trust in human
decision making. Within multi-agent systems trust-based decision has been focused
as one of the main research topics (see e.g. Kim, Ferrin and Rao, 2008; Vassileva,
Breban and Horsch, 2002). In most trust-based decision making models a trustors’
selection of a trustee from a pool of trustees is based upon the highest trust level
(Vassileva, Breban and Horsch, 2002). Several other researchers have proposed
more complex decision making models than simply selecting the most trusted agent
(or group of agents). In (Josang, 1999) a trust-based decision making scheme for
electronic transactions is proposed which is based on subjective logic and caters the
uncertainty in trustees response but does not adapt with the dynamics of the
environment. In (Marsh, 1994) for example, the decision to select an option does
not solely depend on the trust level, but also the importance of the action, the risk of
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the situation and the perceived competence of the agent is taken into account. Here
in Chapter 4 it is proposed that more factors should be taken into account with trust
for trust-based decision making, for example exploration and exploitation of the
environment in particular when the environment is dynamic. In (Lashkari, Metral,
and Maes, 1994) it is proposed to use a mechanism for switching between
exploration and exploitation. In their setting however, they aim at discovering new
agents that could potentially function well by giving these agents cases with known
answers such that it can easily be determined whether the agent is good or not. In
the approach, the precise mechanism when to explore and when to exploit is
however not specified. Also such a mechanism is a utilitarian approach and the
human notion of perceived change in the environment is not addressed. In (Falcone,
and Castelfranchi, 2004) the decision mechanism to select an agent is made more
complex by considering the form of delegation that takes place: weak delegation
and strong delegation, thereby differentiating between cases where there is a formal
agreement between agents. The decision mechanism allows the reasoning about the
consequences of these different delegation types. Next to agent systems research,
also in management sciences decision mechanisms have been studied. In (Lavie and
Rosenkopf, 2006) for example finding the balance between exploration and
exploitation in alliance formation decisions is studied. Their study is performed
from a non-computational perspective, but does show the necessity of trying to find
a good trade-off between the two for organizations to be successful. Hence, the
trust-based decision making model proposed in Chapter 4 which incorporates the
human perceived notion of change in the environment and utilize this in decision
making for exploration or exploitation of the environment.

16.3.3 Empirical validation of trust models
In general most of the proposed trust models in the literature need to be validated.
Of course, some work on the validation of trust models has been performed. In
(Jonker, Schalken, Theeuwes and Treur, 2004) an experiment has been presented to
investigate human trust behavior. Although the underlying assumptions of trust
models have to some extent been verified in that work, no attempt has been made to
fit a trust model to the data. Other works describing the validation of trust models
for instance validate the accuracy of trust models describing the propagation of trust
through a network (e.g., Guha, Kumar, Raghavan and Tomkins, 2004). In
(McKnight, Choudhury and Kacmar, 2001) a multidisciplinary, multidimensional
model of trust in e-commerce is validated. The model includes four high-level
constructs: disposition to trust, institution-based trust, trusting beliefs, and trusting
intentions. The proposed model itself does however not describe the formation of
trust on such a detailed level as the models used in Chapter 10; (McKnight,
Choudhury and Kacmar, 2001) presents general relationships between trust
measures and these relationships are subject to validation. (Gefen and Straub, 2004)
validate a four-dimensional scale of trust in the context of e-Products and
revalidates it in the context of e-Services which shows the influence of social
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presence on these dimensions of trust, especially benevolence, and its ultimate
contribution to online purchase intentions. Again, correlations are found between
the concepts of trust that have been distinguished, but no computational model for
the formation of trust and the precise prediction thereof is proposed. Finally, in (da
Costa Hernandez and dos Santos, 2010) a development-based trust measurement
model for buyer-seller relationships is presented and validated against a
characteristic-based trust measurement model in terms of its ability to explain
certain variables of interest in buyer-seller relationships (long-term relationship
orientation, information sharing, behavioural loyalty and future intentions). Work
presented in Chapter 10 and 11 is novel in a sense that, these validation efforts
involve computer-based human experiments to validate human factors of
relativeness and bias for the computational models of trust.

16.3.4 Agent-based and population-based modelling
Social simulation where a large number of agents are involved can be based on
agent-based or population-based modelling techniques. Population-based models
usually are systems of difference or differential equations for example, predatorprey dynamics (e.g., Burghes, and Borrie, 1981; Lotka, 1924; Maynard Smith S. J.,
1974; Volterra, 1926; Volterra, 1931) and the dynamics of epidemics (e.g.,
Anderson, and May, 1992; Burghes, and Borrie, 1981; Ellner and Guckenheimer,
2006; Iwami, Takeuchi and Liu, 2007; Kermack and McKendrick, 1927; Ross,
1924). Such models can be studied by simulation and by using analysis techniques
from mathematics and dynamical systems theory. In agent-based simulation each
individual of the population and the interactions among them are modelled to
generate social phenomena. It is assumed that agent-based modeling is a more
natural or faithful way of modeling a social system, and thus will provide better
results (e.g., Antunes, Paolucci and Norling, 2008; Davidsson, Gasser, Logan and
Takadama, 2005; Di Tosto, G. and van Dyke Parunak, H. 2010; Sichman and
Antunes, 2006). Also in specific disciplines, for example, in human-directed areas
such as economics, epidemics or ecology such claims are made; (e.g., Bonabeau,
2002; Brandstätter, 1993; Emrich, Suslov, and Judex, 2007; Filotas, Grant, Parrott,
and Rikvold, 2008; Parrott, 2011; Perez and Dragicevic, 2009; Woods, Perilli and
Barkmann, 2005; Xiao and Ruan, 2007). Although for larger numbers of agents
such agent-based modelling approaches are much more expensive computationally
than population-based modelling approaches. However, in contrast there is another
silent assumption sometimes made, namely that for larger numbers of agents (in the
limit), agent-based simulations approximate population-based simulations. This
would indicate that for larger numbers agent-based simulation just can be replaced
by population-based simulation. A contrasting hypothesis, sometimes made in the
complex systems area, is that the global patterns emerging from local interactions
between agents can only by studied adequately by agent-based simulation (e.g.,
Filotas, Grant, Parrott, and Rikvold, 2008; Parrott, 2011). The subsequent sections
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give an overview of related work done in the context of agent-based and populationbased modelling in different domains.
Epidemics: In the epidemics area an important question is whether for a contagious
disease by measures the number of infected persons in a population can be kept
limited. Traditionally such questions have been addressed by population-based
models (usually with populations of susceptible, infectives and recovered agents,
respectively). See, for example, (Kermack and McKendrick, 1927; Ross, 1924);
more recent presentations can be found in (Anderson, and May, 1992; Ellner and
Guckenheimer, 2006). However, recently also the agent-based perspective has been
advocated (e.g., Carpenter and Sattenspiel, 2009; Khalil, Abdel-Aziz, Nazmy and
Salem, 2010; Perez and Dragicevic, 2009).
Economics: In the economics area, a traditional distinction exists between
macroeconomics and microeconomics. Macroeconomics traditionally addresses the
behaviour of a world-wide, national or regional economy as a whole (Blanchard and
Fischer, 1989), whereas microeconomics investigates the economic behaviour and
decision making of individual agents. Although agent-based modelling may be very
useful when one wants to analyze the behaviour of individual agents, there is some
debate about the extent to which it is useful to incorporate these aspects when
studying global processes in economics, e.g., (Brandstätter, 1993). Do personal
factors such as risk avoidance, greed, and personal circumstances provide more
insight in the global patterns, or can they simply be ignored or treated in a more
abstract, aggregated manner? In Chapter 13 some answers to these questions from a
computational perspective are presented. In recent years, various authors have
studied processes in economics by building computational models of them, and
analyzing the dynamics of these models using agent-based simulation techniques
(Tesfatsion, 2002).
Criminology: Within Criminology one of the research interests is the emergence of
so-called criminal hot spots. These hot spots are places where many crimes occur;
they keep on changing due social factors (Sherman, Gartin and Buerger, 1989). In
(Malleson, 2007) an agent-based model is proposed to predict intensity of different
types of crime. This model is based on physical environment and the behaviour of
offenders, victims and the citizens. In (Malleson, Heppenstall and See, 2009) an
agent-based model of residential burglary is designed and burglary reduction
strategies has been evaluated using criminology theories.
Trust and reputation: In trust modelling from the agent-based perspective each
agent has its own characteristics and maintains its own trust level over time. From
the population-based perspective one trust level for the whole is maintained over
time, depending on characteristics of the population. From the agent-based model,
by aggregation a collective trust level for the population as a whole can be
determined, for example, by taking the average over all agents. The notion of
population-based trust of a trustee can be called reputation. Reputation is frequently
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modelled as the opinion or view of someone about something (cf. Sabater and
Sierra, 2005) and according to (Ramchurn, Huynh, and Jennings, 2004) can mainly
be derived from the aggregation of opinions of members of a community about one
of them. In literature several trust and reputation models have been proposed for
multiagent system (Mui, 2002; Yu and Singh, 2000; Abdul-Rahman and Hailes,
2000; Zacharia and Maes, 2000). However these models model the trust of a
population (reputation) using agent-based modelling techniques and the populationbased modelling is not yet applied in context of population-based trust (reputation).
Comparison of agent-based and population-based modeling: Work addressing
agent-based simulation of epidemics, economics, criminology and trust usually do
not make a comparison between population-based models and agent-based models;
for some exceptions, however, see, (Bagni, Berchi and Cariello, 2002; Connell,
Dawson and Skvortsov, 2009; Skvortsov, Connell, Dawson and Gailis, 2007).
Although in (Bagni, Berchi and Cariello, 2002), a number of different types of
models are briefly discussed, these models have not been compared by applying
them to certain scenarios. Recently, other comparison work (Connell, Dawson and
Skvortsov, 2009; Skvortsov, Connell, Dawson and Gailis, 2007) was found on
models for epidemics that have much similarity with the case study in epidemics
presented in Chapter 13, these works are by based on the work as reported in (Jaffry
and Treur, 2008) and in this dissertation presented in Chapter 13. It turns out that
the work described in (Connell, Dawson and Skvortsov, 2009; David and Sichman,
2009) show less results of experiments and less differentiated conclusions than
reported above, but what was reported globally confirms the results presented in
Chapter 13.

16.4

Future work

In this section some possibilities for future work based on the work presented in this
dissertation is discussed. As the research presented in this dissertation encompasses
different related fields, future work for each field is described in separate
subsections.

16.4.1 Human factors in trust modelling
The notion of relativeness presented in this dissertation is primarily advocated for
competitive and cooperativeness at the level of trustees; however this notion is
equally applicable for multiple trust values of an agent on different aspects of the
same trustee for example competence and motives as advocated in (Twyman,
Harvey and Harries, 2008). In the future, interdependencies between different trust
aspects of one trustee and their relationship among different trustees can be studied
in more detail.
In trust literature both quantitative and qualitative models for trust functions are
presented. In this dissertation, however, the quantitative example model has been
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used to exemplify that the subjective experience approach presented in Chapter 3.
The qualitative example could in principle also be used in combination with the
proposed function for subjective experience; however a mapping would be needed
from the qualitative to the quantitative values and vice versa. The design of a
mapping for the qualitative to the quantitative values of the experience can be done
as future work.
More models that represent human trust exist in the literature (see e.g. Ramchurn,
Huynh and Jennings, N.R., 2004; Sabater and Sierra, 2005; Falcone and
Castelfranchi, 2004). The approach presented in Chapter 3 could be used to see how
these models could be extended with the notions of relativeness and perceived
biases towards trustees. It is part of future work to see whether these extensions
would also improve the accuracy of those models. In this dissertation the relative
nature of cognitive trust phenomena of a human is modelled and validated.
However, in future work, this notion of relativeness might be explored in other
human cognitive phenomena. In Chapter 6 a model comparison approach indicated
by mutual mirroring of the models is proposed which applied for comparison of
cognitive and neural models of trust. In future work this approach might be used for
other models to investigate its applicability.

16.4.2 Trust-based decision making
In Chapter 4 a trust-based decision making approach in a dynamic environment
model is proposed. However, this model is still subjected to empirical validation.
For future work, it would be interesting to investigate how the model matches with
the human tendency towards exploration and exploitation. Hereby, it may be
possible to tailor the parameters towards the human behaviour, such as for instance
done for a trust function in Chapter 8. In future work, additional factors to base a
decision upon could also be taken into account. Besides tailoring the parameters of
this model for a human, this model might be subjected to performance orientation of
a system in a dynamic environment.

16.4.3 Agent and population-based modelling techniques
In this dissertation agent and population-based modelling techniques are
investigated in the domains of epidemics, economics, criminology and trust. This
comparison is performed on a theoretical basis using computer simulation
techniques which are still subjected to empirical validation. In future work
empirical data will be collected to compare the two types of models with these data.
Moreover, the relationship between equilibria and the initial values of populationbased models will be explored further in the context of empirical data. Also for the
future, a systematic design technique may be proposed to abstract agent-based
models into their equivalent population-based models. This could be investigated
while introducing an intermediate population level and modelling interaction
between them. In case of a population-level trust model, the effect of the trust level
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of the agents on peers may be investigated (one might trust the opinion of an agent
more than another). Also the agent’s desire and intension based inter-agent
communication protocols may be designed to model more realistic scenarios.
Furthermore, the effect of bias and affect in the model of trust proposed in this
dissertation may be introduced for the agents in a population and their emergent
effect can be investigated.

16.5
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Samenvatting

SAMENVATTING
Technologische ontwikkelingen in de vorige eeuw hebben geleid tot talrijke
nieuwe perspectieven met grote uitdagingen. Het gebruik van apparaten of
devices in het dagelijks leven heeft hen een nieuwe maatschappelijke rol
gegeven. Hoe zij op kunnen treden als opvoeder, helper, supporter,
mediator, onderhandelaar, moderator, arts, en dagelijkse metgezel is het
debat van de dag. De opkomst van een dergelijke technomenselijke
samenleving brengt veel uitdagingen voor technologen en sociale
wetenschappers met zich mee. Een belangrijke vraag die nog steeds bestaat
is of een dergelijke maatschappelijke setup stabiel zal worden. Een van de
cruciale factoren voor een dergelijke setup om succesvol te zijn, is in
hoeverre de mens vertrouwt op deze technologie. Om dergelijke artefacten
meer mens-bewust te maken met betrekking tot hun vertrouwen, moeten
dynamische modellen van vertrouwen worden ontworpen, geverifieerd,
gevalideerd en ingebed in dergelijke technologie. Deze modellen zullen de
machine in staat stellen om het menselijke vertrouwen in te schatten en zich
mogelijk hieraan aan te passen. In de bestaande literatuur zijn er
verschillende computationele modellen van vertrouwen die stilzwijgend een
rationele basis van vertrouwen als uitgangspunt nemen. Dit prestatiegeoriënteerde, systeem-theoretische perspectief op vertrouwen is niet de
ware weergave van het menselijk gedrag. Zoals gemeld in vele recente
studies gedragen mensen zich meestal niet rationeel, onder invloed van de
persoonlijke beleving, gevoel en vooroordelen. Deze notie van vertrouwen
wordt mens-gebaseerd vertrouwen genoemd in dit proefschrift. Zowel
systeem-theoretische en mens-gebaseerde modellen van vertrouwen hebben
een eigen domein van toepassingen in de huidige socio-technologische
wereld. Interacties in de socio-technologische wereld kunnen tegenwoordig
worden ingedeeld in drie soorten, namelijk mens-mens, mens-systeem en
systeem-systeem interacties. Systeem-theoretisch vertrouwen heeft een
brede toepassing in gevallen waarin twee autonome systemen
communiceren of met elkaar omgaan. Deze systemen hebben geen
menselijke aspecten. Derhalve is het prestatie-georiënteerde perspectief op
nut, ervaringen uit het verleden en institutionele versterking voldoende voor
hun onderling vertrouwen. Mens-gebaseerd vertrouwen is daarentegen van
toepassing in zowel de mens-systeem als mens-mens interactie. Vandaar dat
kennis van de menselijke dynamiek in vertrouwen in deze perspectieven
noodzakelijk is voor effectieve benutting van de huidige sociaaltechnologische vooruitgang. Dit proefschrift gaat over het modelleren van
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mens-gebaseerd vertrouwen en de validatie van deze modellen, hetgeen een
essentieel onderdeel is van mens-mens en mens-machine-interactie onder de
uitdagingen van de postmoderne menselijke samenleving.
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Technological advancements in the last century have changed the world we live in. The
use of machines and devices in everyday human life is assigning them a new societal
role. Envisioning the machine to act as an educator, helper, supporter, mediator,
negotiator, moderator, doctor, and a daily companion is the debate of the day.
Emergence of such a socio-technological world has brought many challenges to
technologists and social scientists. A main question that still stands is whether such a
societal setup will be stable.

To make such a setup stable and successful machines, should be made human-aware.
To that, the models representing human behaviour should be designed, verified,
validated and embedded into them. These models will enable the machines to
understand and forecast human behaviour and to adapt and support accordingly.
Human trust being the fundamental human behaviour that determines all of the human
activities performed in daily life should be known to the machines to qualify as humanaware. This dissertation deals with design, verification and validation of models for
human trust dynamics, which is being advocated as an essential component for humanmachine interaction posed under the challenges of the postmodern human society.

ﮔﺰﺷﺘہ ﺻﺪی ﮐﯽ ﻏﻴﺮﻣﻌﻤﻮﻟﯽ ﺗﮑﻨﻴﮑﯽ ﺗﺮﻗﯽ ﻧﮯﮨﻤﺎﺭی ﻣﻮﺟﻮﺩﮦ ﺩﻧﻴﺎ ﮐﻮﺑﺪﻝ ﮐﺮﺭﮐﻪ ﺩﻳﺎﮨﮯ– ﺭﻭﺯﻣﺮﮦ ﺯﻧﺪﮔﯽ ﻣﻴﮟ ﺁﻻﺕ
ﺍﻭﺭﻣﺸﻴﻨﻮں ﮐﮯ ﺍﺳﺘﻌﻤﺎﻝ ﺳﮯ ﺍﻧﻬﻴﮟ ﮨﻤﺎﺭے ﻣﻌﺎﺷﺮے ﻣﻴﮟ ﺍﻳﮏ ﻣﻨﻔﺮّﺩ ﺣﻴﺜﻴّﺖ ﺣﺎﺻﻞ ﮨﻮ ﭼﮑﯽ ﮨﮯ– ﺁﺟﮑﻞ ﻣﺸﻴﻨﻮں ﮐﻮ
ﻣﺪﺩﮔﺎﺭ؛ ﺣﺎﻣﯽ؛ ﻣﻨﺼﻒ؛ ﺍﺳﺘﺎﺩ؛ ﻭﮐﻴﻞ؛ ﻃﺒﻴﺐ ﺍﻭﺭﺳﺎﺗﻬﯽ ﮐﮯ ﻃﻮﺭﭘﺮ ﺩﻳﮑﻬﺎ ﺟﺎ ﺭﮨﺎ ﮨﮯ– ﺍﺱ ﻃﺮﺡ ﮐﮯ ﺍﻧﺴﺎﻧﯽ ﻭ
ﺗﮑﻨﻴﮑﯽ ﻣﻌﺎﺷﺮے ﮐﯽ ﻧﻤّﻮ ﺳﮯ ﺗﮑﻨﻴﮑﺪﺍﻧﻮں ﺍﻭﺭ ﻣﻌﺎﺷﺮﺗﯽ ﺳﺎﺋﻨﻴﺴﺪﺍﻧﻮں ﮐﻴﻠﺌﮯ ﻧﺖ ﻧﺌﮯ ﺳﻮﺍﻻﺕ ﺍﺑﻬﺮﺭﮨﮯ ﮨﻴﮟ– ﺟﻦ
–ﻣﻴﮟ ﺳﮯ ﺍﻳﮏ ﺑﻨﻴﺎﺩی ﺳﻮﺍﻝ ﻳہ ﮨﮯ ﮐہ ﺁﻳﺎ ﺍﺳﻄﺮﺡ ﮐﮯ ﻣﻌﺎﺷﺮے ﮐﯽ ﺑﻘﺎء ﺍﻭﺭﺑﺎﻣﻘﺼﺪ ﻗﻴﺎﻡ ﻣﻤﮑﻦ ﮨﮯ
ﺩﻭﺭﺣﺎﺿﺮﮐﮯ ﺍﻧﺴﺎﻧﯽ ﻭ ﺗﮑﻨﻴﮑﯽ ﻣﻌﺎﺷﺮے ﮐﯽ ﺑﻘﺎء ﺍﻭﺭﺗﺮﻗﯽ ﮐﻴﻠﺌﮯ ﻳہ ﻻﺯﻡ ﮨﮯ ﮐہ ﻣﺸﻴﻨﻴﮟ ﺍﻧﺴﺎﻧﯽ ﺭﻭﻳّﻮں ﺳﮯ ﺁﮔﺎﮦ
ﮨﻮں– ﺍﺱ ﺫﻳﻞ ﻣﻴﮟ ﺍﻳﺴﮯ ﮐﻤﭙﻴﻮﮢﺮ ﭘﺮﻭﮔﺮﺍﻣﺰ ﮐﺎ ﺑﻨﺎﻧﺎ؛ ﺟﺎﻧﭽﻨﺎ؛ ﭘﺮﮐﻬﻨﺎ ﺍﻭﺭ ﻣﺸﻴﻨﻮں ﻣﻴﮟ ﻟﮕﺎﻧﺎ ﺿﺮﻭﺭی ﮨﮯ ﮐہ ﺟﻮ
ﺑﻨﻴﺎﺩی ﺍﻧﺴﺎﻧﯽ ﺭﻭﻳّﻮں ﮐﮯ ﻣﻈﮩﺮ ﮨﻮں– ﻳہ ﮐﻤﭙﻴﻮﮢﺮ ﭘﺮﻭﮔﺮﺍﻣﺰ ﻣﺸﻴﻦ ﮐﻮ ﺍﺱ ﻗﺎﺑﻞ ﺑﻨﺎﺋﻴﮟ ﮔﮯ ﮐہ ﻭﮦ ﺍﻧﺴﺎﻥ ﮐﻮ
–ﺳﻤﺠﻬﮯﺍﻭﺭ ﺧﻮﺩ ﮐﻮﺍﻧﺴﺎﻧﯽ ﻣﺰّﺍﺝ ﺍﻭﺭ ﺿﺮﻭﺭﻳﺎﺕ ﮐﮯ ﻣﻄﺎﺑﻖ ڈﻫﺎﻝ ﮐﺮﻗﺎﺑﻞ ﺍﻋﺘﺒﺎﺭﺍﻭﺭﻣﻔﻴﺪ ﺛﺎﺑﺖ ﮐﺮ ﺳﮑﮯ
ﺍﻋﺘﺒﺎﺭ؛ ﺍﻳﮏ ﺍﻳﺴﺎ ﺑﻨﻴﺎﺩی ﺍﻧﺴﺎﻧﯽ ﺭﻭﻳّہ ﮨﮯ ﺟﺲ ﭘﺮ ﺗﻤﺎﻡ ﻣﻌﺎﻣﻼﺕ ﺯ ﻧﺪﮔﯽ ﻣﻨﺤﺼﺮ ﮨﻴﮟ– ﻟﮩﺬﺍ ﺍﻳﮏ ﻣﺸﻴﻦ ﮐﻮ ﺍﻧﺴﺎﻧﯽ
ﺭﻭﻳّﻮں ﺳﮯ ﺁﮔﺎﮦ ﻗﺮﺍﺭ ﭘﺎﻧﮯ ﮐﻴﻠﺌﮯﺍﺱ ﺑﻨﻴﺎﺩی ﺭﻭﻳّﮯ ﺳﮯﺁﺷﻨﺎء ﮨﻮﻧﺎﭼﺎﮨﻴﮱ– ﺍﺱ ﺗﺤﻘﻴﻘﯽ ﻣﻘﺎﻟﮯ ﻣﻴﮟ ﺍﻧﺴﺎﻧﯽ ﺍﻋﺘﺒﺎﺭ ﮐﮯ
ﺭﻭﻳّﮯ ﮐﻮ ﮐﻤﭙﻴﻮﮢﺮﭘﺮﻭﮔﺮﺍﻣﺰﮐﯽ ﺷﮑﻞ ﻣﻴﮟ ﺑﻨﺎﻳﺎ؛ ﺟﺎﻧﭽﺎ ﺍﻭﺭ ﭘﺮﮐﻬﺎ ﮔﻴﺎ ﮨﮯ– ﺟﻮﮐہ ﻋﺼﺮﺣﺎﺿﺮ ﮐﮯ ﺍﻧﺴﺎﻧﯽ ﻭ ﺗﮑﻨﻴﮑﯽ
–ﻣﻌﺎﺷﺮے ﻣﻴﮟ ﺍﻧﺴﺎﻥ ﺍﻭﺭ ﻣﺸﻴﻦ ﮐﮯ ﺗﻌﻠّﻖ ﮐﯽ ﺑﻘﺎء ﺍﻭﺭ ﺗﺮﻗﯽ ﮐﻴﻠﺌﮯ ﻧﮩﺎﻳﺖ ﺿﺮﻭﺭی ﮨﮯ
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